Collection Management Implementation Framework
ADVANCED
ESTABLISHED
Recurring

One-time

Urgent

Conference

What Does Leadership
Need?
Identify the information
needed to help make critical
decisions (commonly
referred to as Priority
Intelligence Requirements)

Tipping/Queuing

When is it Needed?

What Is The Priority?

Determine reporting
timeliness and recurrence
for high priority
intelligence requirements

Assess the relative priority
of intelligence requirements,
which helps determine
resource allocation

Source Validation
Assess data source for its
level of access and history of
accurate reporting

Consider if the likelihood of
these sources obtaining the
data can be increased if data
collection starts after a
particular event triggers it

Data Evaluation

Availability

Evaluate the usefulness of the
data as well as the costs
associated with obtaining it

Keep track of the opportunities to collect this type
of data

Validate
Requirements

Accept, prioritize, and
periodically re-evaluate
the requirements to ensure
they are still relevant

Separate the needs of leadership
from the needs of the rest of the
organization and focus special
attention to answering these
requirements

Non-Technical (AllSource) Data Collection
Data from other parts of the
organization that are not
network-based, such as
business intelligence

BASIC

Requirements

Operations

Organizations receive intelligence
needs from leadership,
business units, network security,
or inteligence analysts

Organizations receive collection
requirements and look at
available data sources to fulfill
the requirements

Internal Data Collection
These sources are under direct
control of the organization and
can be tasked to collect data

Analyst Input
Not all data is immediately
used for reporting; data
also can be collected to
help analysts build the
bigger story

Employees on
Foreign Travel
Surveys/
Questionnaires

Leadership Input
What Priority Does
it Retain?
A validated requirement
may be assigned higher,
lower or the same priority
as it was originally

Meetings

Analysis & Reporting

Evaluate the Data

Tipping / Queuing

Determine if the data is
useful and assess if the
value of the data warrants
the cost of the collection

Consider if the likelihood of these
sources obtaining the data can be
increased if data collection starts
after a particular event triggers it

Network-based
Collection
Hardware, software, log
aggregators, and the associated
data and meta-data that can be
collected from them

Open Source Data

Analysts collaborate with
operations to receive
data for fusion, analysis, and
intelligence reporting

This is data external to the
organization, but widely
available through the Internet
or other sources

Affordability
Assess if the organization can
afford to collect, process, and
store network-based data

Validate the Sensor

Maintenance

Confirm that the system is
collecting the correct data and
that the data is accurate

Upgrades

Monitor Availability
Requirement Met?
Analysts assess if collected
data answers intelligence
requirements

Yes

Third Party

Affordability

No

Information gathered and
provided by an external
organization, typically through
a subscription

Assess if outsourced data
collection is financially
advantageous

Partially

Ensure data collection is
available when it is needed

Scheduled
Downtime
Unplanned
Outages

Recurring

What do Analysts Need?
Analysts determine the
information needed to answer
leadership’s PIRs and other
business/ security needs

What is the Priority?
Analysts assess the priority of
their requirements, which in
turn drives resource allocation
for collection

When is It Needed?
Analysts determine if their
requirement is time bound

One-time
Urgent

Data Evaluation

Source Validation

Evaluate the usefulness
of the data as well as
the costs associated
with obtaining it

Assess data source
for its level of access
and history of accurate
reporting

Ability to be
Controlled
Determine the extent to
which third party source
can be controlled
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