
     
      
    
 
    
        

  
    
      
        

  
    	
        ✕
      


        
        
          	
            About
          

Leadership
          Divisions
          Work with Us
          Collaboration with CMU
          History of Innovation at the SEI
        
      

      
        
        
          	
            Our Work
          

Agile
          Artificial Intelligence Engineering
          Cyber Workforce Development
          Cybersecurity Center Development
          Cybersecurity Engineering
          DevSecOps
          Enterprise Risk and Resilience Management
          All Topics
          All Projects
        
      

      
        
        
          	
            Publications
          

Annual Reviews
          Blog
          Digital Library
          Podcast Series
          Software and Tools
          Technical Papers
          Vulnerability Notes Database
          Webcasts
        
      

      
        
        
          	
            News and Events
          

News
          Events
          SEI Bulletin
        
      

      
        
        
          	
            Education and Outreach
          

Courses
          Credentials
          Curricula
          License SEI Materials
        
      

      
        
        
          	
            Careers
          

Job Openings
          Diversity, Equity and Inclusion
          Internship Opportunities
          Working at the SEI
        
      

    
  

  
    
      
        
          Carnegie Mellon University
          
            
          
        
        
          
            
              
            
          
        
      


      

        
          
            
            
            
                
            
              
                
                  
                    
                  
                
              
            

          

        

      

    

  

      
        
          
            
              
                
                  Software Engineering Institute
                
              

            

          

        

        
          
            
  
    	
        About
        
          Leadership
          Divisions
          Work with Us
          Collaboration with CMU
          History of Innovation at the SEI
        

      
	
        Our Work
        
          Agile
          Artificial Intelligence Engineering
          Cloud Computing
          Cyber Workforce Development
          Cybersecurity Center Development
          Cybersecurity Engineering
          DevSecOps
          All Topics
          All Projects
        

      
	
        Publications
        
          Annual Reviews
          Blog
          Digital Library
          Podcast Series
          Software and Tools
          Technical Papers
          Vulnerability Notes Database
          Webcasts Series
        

      
	
        News and Events
        
          News
          Events
          SEI Bulletin
        

      
	Education and Outreach
        
          Courses
          Credentials
          Curricula
          License SEI Materials
        

      
	
        Careers
        
          Job Openings
          Diversity, Equity, and Inclusion
          Internship Opportunities
        

      


  



          

        

      

      
      
      
  
    
      
      




  
    	Home
	Publications
	Digital Library
	
        
          SEI CERT C Coding Standard: Rules for Developing Safe, Reliable, and Secure Systems (2016 Edition)
        
      


  




      
      
        
        
          
            
            
              





                SEI CERT C Coding Standard: Rules for Developing Safe, Reliable, and Secure Systems (2016 Edition)
              


              

  
    
      
      
  
    June 30, 2016
  
  
    •
  
  
    CERT Research Report
  



      
      


      
      
  
    In this online download, the CERT Secure Coding Team describes the root causes of common software vulnerabilities, how they can be exploited, the potential consequences, and secure alternatives.
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    Abstract

    
      
        
          
            We coordinate developing secure coding standards by working with researchers, language experts, and software developers in the Secure Coding Wiki. More than 1,900 contributors and reviewers develop rules and recommendations for C, C++, Java, and Perl. 

          
        
      
        
          
            The 2016 edition of the SEI CERT C Coding Standard: Rules for Developing Safe, Reliable, and Secure Systems identifies the root causes of today's most widespread software vulnerabilities, shows how they can be exploited, reviews the potential consequences, and presents secure alternatives.

          
        
      
        
          
            This standard complements the Secure Coding in C and C++ Professional Certificate Program, which helps you increase the security of your software and reduce vulnerabilities in the programs you develop.

          
        
      
        
          
            This online download is available for free to promote the adoption of secure coding standards for C.

          
        
      
        
          
            Download the free C standard >
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