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Thisisthe fourth column in afour-column series on software quality and security. The first column dis-
cussed the software quality problem, why customers don’t care about quality, and how bad software
quality really is. The second column described why testing alone cannot produce much higher quality
software than we get today. In the third column, | described the quality attitude and how software profes-
sionals and their managers must change their view of quality if we are to make much headway improving
software quality and security. This column discusses the stages of quality and strategies for addressing
the quality problems at each stage. It also describes practicesto consider as you improve your personal
performance as a software developer. Finally, | comment on the challenges ahead and how the strategies
described here can help you to address them.

Quality Stages

There are many waysto look at quality, but, from a software development perspective, we can think
about quality as having five stages.

Stage 1 — Basic code quality: syntax and coding constructs

Stage 2 — Detailed design: the logical construction of programs and the actions required so that these
programs perform their specified functions

Stage 3 — High-level design: system issues such as interfaces, compatibility, performance, security, and
safety

Stage 4 — Requirements focused: determining the meaning of the requirements and particularly deducing
what is written between the lines.

Stage 5 — User driven: users and what we must do to provide them with truly great products. While last
in thislist, user concerns must have top priority.

Stage 1 — Basic Code Quality

At the stage of basic code quality, quality is personal. Either you are fluent in the programming language
or you are not. If you are fluent, your principal concerns are typos and occasional obvious mistakes. |
once tracked my errors for alarge data-entry job and found that | made 1.74 errors per thousand key-
strokes, or 2.4 errors per hour of key entry. Since aline of my C++ code averages 17 keystrokes, my key-
entry error rate alone injected 29.5 defects per 1,000 lines of code.
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Thiswasjust typing. | did not consider program semantics, functions, or design. To correct this type of
basic mistake, you need to track the defects and understand the errors that caused them. Until you do,
you cannot prevent these types of defects or get better at finding and fixing them. Many developers ob-
ject to tracking defects that the compiler could quickly find. The reason to record these defects, however,
isto understand the mistakes you make no matter how they are found. Once you have defect data, ana-
lyzeit. By recording your defects and analyzing the data, you are likely to cut your defect-injection rate
by about 50%. Also, keep recording the defect data. If you don’t, your injection rate will creep back up.

If you are not yet fluent with the programming language, take the same three steps: track your defects,
analyze the data, and continue doing this as aregular part of your programming work. By tracking and
analyzing my defects and using the defect data to guide my personal design and code reviews, | substan-
tially cut the time it took me to learn a new programming language and also dramatically improved the
quality of my products.

The obvious next question is, “Why bother with these Stage 1 defects, since the compiler will find most
of them anyway?’ The brief answer is that tools and testing will not find a significant number of your
defects, and any that you miss will be very expensive for you, the testers, or the usersto find and fix
later. (For a more complete answer, consult my previous three columns mentioned above.) If you don't
clean up the Stage 1 defectsfirst, they will make it harder for you and your teammates to find and fix the
more sophisticated defects at the higher quality stages. Y ou will also waste alot of test time fixing de-
fects that you could have quickly found and fixed beforehand.

Stage 2 — Detailed-Design Quality

At the detailed-design stage, the problems are more sophisticated. Most programmers make design mis-
takes not because they don’t know how to design, but because they never actually produced a design.
They may have drawn some bubble charts or sketched a few use cases, but they never reduced these de-
signs to a specification for writing code.

The practice of designing while coding is error prone. From data on 3,240 programs written in Personal
Software Process (PSP)™ courses, the SEI has found that experienced devel opers inject fewer defects
when designing (2.0 defects per hour) than when they design while coding (4.6 defects per hour). If you
want low-defect designs, you must produce those designs, instead of just creating them while coding.

There are two big advantages to producing designs. First, you will make less than half as many design
mistakes, and second, you will have adesign that you can review and correct. However, in doing the de-
sign review, use good review methods. Thisistoo big a subject to cover here, but it is covered in my new
book The Personal Software Process— A Discipline for Software Engineers to be published in March
2005.

SM PSP and Personal Software Process are service marks of Carnegie Mellon University.
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To do design reviews properly, you must spend enough time doing them. From the data on the same
3,240 PSP programs, the average defect-removal rate during design reviews was 3.3 defects per hour.
Therefore, if you inject defects at the rate of 2.0 per hour and remove them at 3.3 per hour, you must
spend about 36 minutes reviewing the design for every hour you spent producing it.

The detailed-design stage is particularly important because this is where you design the logic paths that
must be tested. If some of the paths through your module have subtle defects and if you don’t find and
fix them, they will be |eft for the testers or users to find. Since you presumably will have tested your pro-
gram before passing it on to test, the remaining defects will be the ones that did not show up in your test-
ing. In other words, these defects do not prevent the program from working except under specialized
conditions. To find them, the test must cover the right paths and it must have the proper parameter or
variable values.

Assuming that your programs have about the same proportion of branch instructions as my C++ pro-
grams, your typical 500 line-of-code (LOC) module would have about 50 branch instructions. From the
datain Table 1, your program would then have about 3,400 possible test paths, any one of which could
contain a design defect that you missed. (For more on the testing maze, see my previous column in
news@sei.) That iswhy the strategy of testing in quality takes so long and produces defective products.

Table 1. Testing Paths

Maze Size Branches Paths Maze Size Branches Paths
1 1 2 11 121 705,432
2 4 6 12 144 2,704,156
3 9 20 13 169| 10,400,600
4 16 70 14 196| 40,116,600
5 25 252 15 225 1.55E+08
6 36 924 16 256 6.01E+08
7 49 3,432 17 289 2.33E+09
8 64 12,870 18 324 9.08E+09
9 81 48,620 19 361 3.53E+10
10 100 184,756 20 400 1.38E+11

The key practices at Stage 2, the detailed-design stage, are to produce complete designs, review the de-
signs yourself, and have your teammates carefully inspect them. Then, of course, implement the program
and thoroughly review, inspect, and test it to make sure that the code properly reflects the design. If you
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and your teammates do this for every module you and your team devel op, you will improve the quality of
your programs by at least 10 times and probably much more. Y ou will also save alot of test time.

Stage 3 — High-Level Design Quality

Through Stage 2, the defects are yours. Y ou inject them, and you are the best person to find and fix them.
Above this stage, you must work with others. The defects at Stage 3 concern the interfaces, interdepend-
encies, and interactions of your program with the other parts of the system. Defects in any module could
affect system properties such as performance, security, and safety. These properties result from the cor-
rect operation of all or most of the parts of the system. Thisis another case where sound design practices
are important. For security, for example, a properly-produced high-level design would specify the au-
thentication practices and the data-security and protection conventions that the modules should follow.

At Stage 3, the key quality practices are first, to get and review the high-level design specifications for
your module. If these specifications don’t exist or are inadequate, work with your teammates and system
designersto clarify the design specifications. Second, after you obtain these specifications, follow them
in producing the module design. Then, third, review the design to ensure that it meets these specifica-
tions and that it will work with al of the other modules. If you don’t do this, thereis a good chance that
the modules you develop will not work properly with the rest of the system. Often, such problems cannot
be fixed without a major module redesign or a complete module replacement. Finally, get your team’s
help in thoroughly inspecting and correcting the design. Thisis particularly important because, at this
stage, your products begin to address system-level issues that you may not even be aware of.

Stage 4 — Requirements-Focused Quality

At Stages 1, 2, and 3, you work with familiar issues. At the requirements stage, however, you are ho
longer an expert. The two principal difficulties with requirements problems are, first, that requirements
are not your field of specialty. Therefore, it is easy to think that you understand something when you do
not. Second, misunderstandings and errors in requirements interpretation can easily cause you to build
the wrong product.

If not caught early, requirements misunderstandings can be fatal. Thisiswhy you should start with a
thorough examination of the requirements and resolve any confusion or uncertainty with requirements
experts before starting to design the product. While many requirements details need not be settled at this
point, it is hard to know what is a detail and what is fundamental. Once you are familiar with the re-
guirements, settle the critical points before starting the design work and resolve the remaining issuesin
parallel with the design and implementation work. The two key practices at Stage 4 are to understand the
requirements and to resolve any confusion or uncertainty before starting on the design. In implementing
these practices, get your team’s help as well as the help of the organization’ s systems designers or re-
guirements experts. Some of these people have been thinking about this requirement for along time and
will likely understand the user’ s needs better than you possibly could with just afew brief weeks or
months of exposure.
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Stage 5 — User-Driven Quality

The user stage isatotally different ballgame. Here, as shown in Figure 1, the problems are not with what
you know or even what you don’t know, they are with what you don’t know that you don’t know. This
problem is particularly tricky because the users often don’t understand the issues either. A truly great
product must perform a desirable user function in a convenient and elegant way. While the users may
think that they know what they need and have strong opinions on how the product should work, they will
often be wrong. They won't completely understand or be able to specify the functions that they want, and
their view of how to build a product to perform these functions will approximate what they do today,
rather than some elegant new approach.

What You Don’t
Know That You
Don’t Know

Figure 1. What We Know and Don’t Know
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The challenge at the user stage isto get a clear understanding of what the users think they want and then
to develop an intuitive sense for what they really need. Once you do this, keep thinking about the prob-
lem and you could come up with atruly creative solution. Thisis how breakthroughs like the spreadsheet
or mouse were conceived. A developer who understood the problem had a“ crazy” idea that worked.
While these creative leaps don’'t happen often, preparing for them will help you to build a fine product.

Y ou will have solved a problem in a better way than you otherwise would have, and you will have given
yourself the chance to do something great.

What makes the user-driven stage so different is that elegant solutions often change the problem, and
sometimes they change it in fundamental ways. Y our objective at this stage should be to develop a deep
enough intuitive understanding of the user’s needs so you can see the opportunities for dramatic depar-
tures that will transform the problem while enabling a breakthrough solution.

Putting It All Together

Quality isan individual issue. If you really want to do great work, there are lots of waysto doit. You
may have to settle for incomplete requirements and specifications, and you may not even be able to talk
to any users, but you can always do afirst-classjob at Stages 1, 2, and 3. Keep thinking about the higher
guality stages and what you can do to extend yourself and your team to do great work. Y ou may not suc-
ceed often, but it isworth the try. Mg or advances take time, alot of insight, and some perspiration. They
also take an occasional inspiration. Even if it takes many years, agreat product is something that you will
always be proud of. So keep trying to do quality work. It will make your life much more rewarding.
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In closing, an invitation to readers

In these columns, | discuss software issues and the impact of quality and process on developers and their
organizations. However, | am most interested in addressing the issues that you feel are important. So,
please drop me a note with your comments, questions, or suggestions. | will read your notes and consider
them when planning future columns.

Thanks for your attention and please stay tuned in.

Watts S. Humphrey
watts@sei.cmu.edu
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