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ABSTRACT and platform-dependent. These systems are hard to main-

We present in this paper an approach dorrect-by- tain, upgrade and customize, and they are almost impossi-
construction software composition based on the use of non- pje 19 port to other platforms. Component-based software
functional properties of the involved components and a set of engineering would bring a number of advantages to the em-

constraints and design rules using those properties. We focusyedded systems world such as quick development times, the
on the domain of software for embedded devices although gpjjity to secure investments through the re-use of existing
most of the concepts presented can also be extended tqqmponents, and the ability for domain experts to compose
component-based software development in general. We be-gophisticated embedded systems software interactively. Vi-
lieve thatsoftware development for embedded devices would g5, techniques have been proven to be very effective in spe-
benefit a lot from the component-based approach. However, citic domains like GUI software composition. Composition
software for embedded devices usually has to fulfill much ¢ o mbedded systems software still has a long way to go to
stronger reliability and correctness requirements than con- rgach that level. At the very least, users would benefit greatly
ventional software. This calls for appropriate techniques and ¢,om the effective use of visual techniques for providing
approaches to ensure thg correctness <_3f the so_ftware beingeedback in the development process (during design, compo-
built. We propose using first order predicate logic to check giiion, installation, and during run-time validation). Unfortu-
statically verifiable properties design rules. Furthermore, nately component-based software engineering cannot yet be
support is proyided for the specification of contracts which easily applied to embedded systems development today for
will be dynamically checked. a number of reasons. Up to now, the mainstream IT play-
Keywords . ) ers did not pay much attention to the (so far) relatively small
Static composition checking, components, software for ém- o e dded systems market and consequently did not provide
bedded devices it with suitable technologies or off-the-shelf software (such

(1: Introducititc))n dsoft . o ickiv b . as operating systems). From a technical point of view, these
omponent-based Software engineering 1S quICKly DECOMING o, ;o5 \ere justified by considering the major characteris-

a mainstream approa_ch to software development._ Accordingtics of embedded devices, such as limited system resources
0 ”Componer_nts, Objects and De_velopment Environments: (CPU power, memory, etc.) and human-machine interface
1998, International Data Corporation” the expected turnover functionality, the typically harsh environmental conditions,

Increase W'!I pe a fagtor of five from 1997 to 2002. _At thg and the fact that the development and target systems are not
same time it is predicted that there will be a massive shift the same

from desktop applications to embedded systems. The PITAC

report describes this as the phenomenon of the disappear-The rapidly growing market share for embedded systems is
ing computer. Traditional IT systems will increasingly move changing the equation and making investmentin component-
from visible desktop computers to invisible embedded com- based software engineering for embedded systems not only
puters in intelligent apparatus. Furthermore, industrial au- Viable, but also essential. Vendors of embedded devices
tomation systems become increasingly decentralized, relyingwould benefit from being able to offer scalable product fam-
on distributed embedded devices (intelligent field devices, ilies, whose functionality could be tailored by flexible com-
smart Sensors) to not On|y acquire but also pre-process datd)OSition of reusable bUIIdlng blocks. These families are dif-
and run more and more sophisticated application programsferentiated by the performance of the hardware and the pro-
(control functions, self-diagnostics, etc.). As a consequence vided functionality, but are based on re-use of many identi-
of these facts, one can expect that component-based softwar&al software components. This requires that the embedded
engineering for embedded systems will be a key success fac-Systems software be modular and composed of loosely cou-

tor for the software industry in the coming decades. pled, largely self-sufficient, and independently deployable

Currently though, the state-of-the-art in software engineer- software components.

ing for embedded systems is far behind other application ar- The project frame for this paper is the project PECOS - Per-
eas. Software for embedded systems is typically monolithic vasive Component Systems, which is funded by the Com-



mission of the European Union. Figure 1 illustrates the main
objectives of PECOS. The goal of PECOS is to enable the
component-based software development of embedded sys-
tems by providing an environment that supports the speci-
fication, composition, configuration checking, and deploy-
ment of embedded systems built from software components.

Many challenges are addressed in the PECOS project. In
this paper we focus on the aspect of component composition.
We start by giving an overview on the development process
with component before we present an approactotoect-
by-construction software composition.

2 Development with Components
The specific domain of embedded systems implies specific

restrictions for the software development process. Coping
with resource limitations is one domain specific problem.
Another one is supporting development of real-time appli-
cations assembled from components. This is a challenge
in itself and a topic of investigations of the last decades.
The most prominent approaches to supporting development
for real-time applications are RoseRT by Rational [11] and
Rhapsody by llogix [8].

Both of them apply the event base programming style and
support implementation based on state automata, but do
not consider reuse or component orientation as their major
drivers. Therefore they start with a UML-like specification
and extend the definition tools with functionality that pro-
vides code generation for a specific target. Both approaches
consider neither component model definition nor architec-
ture, beyond the event based communication of capsules [11]
or active objects [8]. The Composition of applications from
components and active reuse support by appropriate reposi-
tory implementation is not offered adequate measure either.

In order to make component-based software engineering
happen, not only for field devices, and to achieve a reduction
in development costs and time via the reuse of established
and proven components, it is not enough to find a solution
for only one of the obstacles presented. An overall approach
for the development of component-based embedded software
is needed.

We believe this approach has to comprise several main fea-
tures as depicted in Figure 1, which we have categorized into
five groups described below. The groups identified should

concentrate of the following issues:

a) Component model:

e addresses non-functional properties and con-
strains such as worst-case execution time and
memory consumption

¢ allows the specification of functional interfaces
(e.g. procedural interfaces)

¢ allows for code generation and controlled compo-

nent adaptation when architectural styles are ap-
plied to components (source language or genera-
tive components)

b) Component-based architecture for field devices:
e expresses a framework for field devices in the

form of standard interfaces, components, and ar-
chitectural styles

¢ is based on field bus architecture
e expresses compile-time optimization abilities,

which could be applied during target code prepa-
ration

c) Repository:
¢ offers storage and retrieval of components during

analysis, design, implementation, and composi-
tion phases

stores components and architectural styles ac-
cording to the component model including inter-
face descriptions, non-functional properties, im-
plementation (potentially for different micro con-
trollers), support scripts for composition environ-
ment, test cases

e supports component versioning

d) Composition Environment:
e supports composition techniques (visual or script

based)

e checks composition rules attached to architectural

styles in order to verify that a component configu-
rations meets its constraints

e performs component adaptation and code genera-

tion for the application

¢ supports definition of composition rules, which in

an subsequent step could be compiled into archi-
tectural styles description

e) Run-time Environment:
e provides an efficient implementation model for

components

e addresses the constraints for field devices: low

memory capacity, implementation possibly neces-
sary in C or optimized €

e supports the approach which comprises com-

pile a component-based design into a optimized
firmware for the embedded device, thus having
no run-time environment except the RTOS (Real-
time operating system)

¢ allows for the hardware- and RTOS-independent

implementation of components (e.g. using an
RTOS abstraction layer [13])

¢ allows the specification of architectural styles that In the remainder of this paper we focus on the composi-
describe components connections and contain- tion process of components to applications. We present

ment relations

an approach toor rect-by-composition software construction
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Figure 1: PECOS main targets

based on the concept of hon-functional properties and com- However, some of the constraints on a system cannot be ex-

position rules. pressed, and thus not be checked, statically. In order to in-

3 Our Approach: correct-by-construction Software crease dynamic correctne;; weuse contra_c_ts o Express con-
Composition straints such as pre-conditions, post-conditions and invari-

The most critical part of component-based system construc- nts.

tion is the composition process. Most future defects in the The remainder of this chapter is split into two parts. In the
system being built will arise from mismatches and inadequa- first part we introduce our current component meta-model
cies of the composed components. Thus, the static verifica-which we partly implemented in our composition compiler
tion of the correctness of component composition is a very prototype PECOS-CoCo. This meta model focuses on mod-
crucial task during the development process. elling component systems for embedded devices. Thereafter

In traditional software development processes, however, W& concentrate on how this meta-model supports develop-

static correctness checks are usually reduced to syntactical"€Nt USiNg components in this application domain, espe-

checks or simple semantics checks like type-checks. But of- cially how it helps to ensure correct component composition.

ten, these simple checks are not enough to discover defects/Ve Show, how rules can be used to better suppoor eect-

in the system that are caused by structural, functional or non- PY-consiruction development process. We also demonstrate

functional inadequacies of the composed components. Those! W We use contracts to specify dynamically checkable con-

defects will hopefully be discovered during testing. If not, Straints.
it can become very costly to correct them, especially when Component Meta-Model

dealing with embedded devices for which software is usually The ‘proposed component meta model serves to model
stored in ROM. component-based systems for embedded devices. However,

most of the concepts can easily be mapped to conventional
The goal of our work is to provide more a powerful means component-based systems.

to support acorrect-by-construction software development
process. For this purpose we introduce the notionles as
means for providing stronger correctness checks than simple
syntactical checks or type checking. Rules represent stat-
ically checkable constraints. We informally define the term
static correctness as follows: A composition is statically cor-

A central entity in our model is aomponent Components
model stateful entities of computation, i.e., the actual pieces
of software in the target language of an embedded software
system. A component hasumique identifier and aset of
properties. Components support single inheritance and can
be composed of other components. Components can be in-

rect, if stantiated. Figure 2 shows a component definition in our
e itis syntactically correcand composition system.
¢ the system complies with the used static type system Properties of components are distinguished in as 2 types:
and general purpose properties and pre-defined properties which
e all rules are fulfilled have certain semantics in the model. The latter are explicitly



modelled as meta-model elements. The following shows a €0mponent Act uator  extends Functi onBl ock{

. . . . ports:
list of pre-defined properties of a component: /] data
o ) ) ) publicindata int pi1{
e Ports: Ports are distinguished in "data” and invoca- pre:
tion/handler. While data ports represent pure datatrans-  P1>0;

-k
fer frorr_1 one component to one or more ot_her compo /7 handl ers, invocations are
nents, invocations and hand_lers serve to invoke func-  /; specified simlarly
tionality of a component. An invocation corresponds to public handler execut e() {
invoking functionality while a handler corresponds to pre:

the declaration of such functionalityContracts can be /1 the data pl nust have been initialized

. e pl == valid
assigned to a port (see below for a description of con- .
tracts). properties: '
¢ Rule references Rules can be attached to components. mandatory code : string =
When the system is checked, those rules must hold /codebase/ Act uat or . | ava’
Y ! : //the conponent is active and
e Super component A component may have exactly one //needs to be schedul ed by a schedul er
super component (single inheritance). mandatory active : boolean = true;
e Description: A documentation string. /Tworst case execution time=30ns
mandatory executionTinme : int = 30;
/'l must be set when conposing this conponent
General purpose properties are either mandatory or op- desé“rizggﬁ.tory threshold: int;

tional. They can be used to specify non-functional proper-
ties of components such as worst-case memory consump-}
tion,> needed cycle time etc. Mandatory properties must be
set when the component is composed. A property of a com- .
ponent can either be set at two different points in time: when Figure 2: Example of a CoCo Component
specifying the component or when instantiating it. In the first

calse, _thls prohperty |dsfused f_or all comp;]qlnent |hnstancesd|f theaz_ execute()); in Figure 3 states that the actua-
value is not changed for an instance while in the second case; . componentsal, a2 be connected to the scheduler

the property value is only known in the instance for which it components, using method call communication. Since
was set. there are two communication sinka(. p1, a.2.p1)
Connecting components means connecting their ports or,those methods are called sequentially. The connector
in other words, establishing a communication link between sequenti al Mul ti Cast Met hodCal | generates the
components. Communication, however, can happen in respective code fragements, i.e., the method invocations in
different ways, e.g., synchronously/asynchronously or via the scheduler component.

method call or message passing. In order to achieve ab-Note that instances cannot be created dynamically but only
straction from the concrete communication mechanism, we statically, i.e., via declaration in the instances list. However,
us connectors.Connectors represent meta programs that  in the application domain (embedded software) we focus on,
generate or transform code in the target language in order tothjs is not really a limitation.

glue the pieces of code together. Connectors have a unique

identifier. They are stateless and can not be instantiated for.CornpOSItlons can occur as part of a composite component or

. in amai n component(system composition). Figure 3 shows
obvious reasons® A connector takes a set of source ports P (sy P ) Fig

and target ports as parameters. A more detailed discussiort™" example of a compositioiRules andcontracts specify

of connectors as meta programs can be found in [2] constraints on a component or a composition. A rule speci-
' fies constraints on one or more components in terms of pred-

A composition specifies how components are intercon- icates. Rules only refer to statically available information

nected. Compositions contain a fix number instances of like properties, connector or component identifiers and the
components and define their configuration. Furthermore, like. Thus they can be checked statically as they do not refer
a composition specifies how the ports of those instancesto information that is only available at runtime. Rules are

are wired, i.e., which connector is used for connecting distinguished as being of two types:

which ports. The expressisequenti al Mul ti Cast -
Met hodCal | (s. execute() -> al.execute(),

"Description of Actuator”

e Consistency Rules: Consistency rules can be attached
to a certain component. They check constraints con-
LAt target language level, an invocation corresponds to a method call cerning the properties of a particular componentlike

while handler are mapped onto method definitions. the component has property X it must also have prop-
2|n the given application domain (software for embedded devices), such ety Y

information is usually available. Co .
3Connectors basically represent code generators. Thus it makes no sense ® COmMposition Rules: Composition rules express con-

to instantiate them. straints on a composition. Those constraints range from



conposi tion{ e itis syntactically correcand

'ni‘;?cfm uator : ¢ the system complies with the static type system used
a2: Actuator; and
s: Schedul er; e for all component instances of a composition it holds
Cog'zg‘t‘fr“gghol d = 20 that: there exists no mandatory property of the compo-
a2 threshol d = 30- nent of the respective instance that is not yet set to a
s.cycleTime = 100; // 100 ns cycle time certain value — either at component level or at instance
wires: leveland

sequenti al Mul ti Cast Met hodCal | (

s.execute() -> al.execute(), a2.execute()): ¢ the consistency rules of all involved components are ful-

/1 use the standard data connector filled and N _ N
al.pl -> a2.pi; ¢ all composition rules of the respective composition are
rules: fulfilled.

syst emHasSchedul er () and
exi st sOnl yOneSchedul er () and
al | Acti veConponent sAreSchedul ed() and

/1 check if the sum of the worst % know edge base
/1 case execution tine is |ower Yo corrponent’s ,
/1 than the cycle time of the schedul er. conponent (* Actuator’).
sunExecut i onTi meLTCycl eTi meCf Schedul er ( conponent (" Functi onBl ock™).
[al,a2],s conponent (' Schedul er’).
)i Y % i nheritance
} extends(’ Actuator’, 'FunctionBlock’).
% ports
data(’ Actuator’,[’public'], "in, 'p1’).
. . " handl er (" Actuator’,’ public’,’ execute', []).
Figure 3: Example of a Composition i nvocation(’ Schedul er’,’ public’,’ execute', []).
%oroperties
. . . . property(’ Actuator’,’ mandatory’,
simple structural constraints to architectural styles, i.e., "code’ , '/ codebase/ Act uator. java’).
" Each component in the systemis either passiveor itis property(’ Actuator’,’ mandatory’,
active and scheduled by a scheduler” . executi onTi me’, 30).
property(’ Actuator’,’ mandatory’,
- ‘active', 'true ).
Con_tract_s, on the other hand, may refer to dynamic infor- proper ty(’ Actuator’,” mandat ory’ ,
mation, i.e., the current values of data. Thus, they can not "threshold', 'void).
always be checked statically in fact often the checking must property(’ Schedul er’,’ mandatory’,
be deferred to runtime. Contracts are distinguishes as pre- i sScheduler’, "true’).

property(’s’,’ mandatory’,

conditions, _post-conditions and invariants. Contracts can ToycleTime’, "void ).
only be assigned to ports. Refer to Figure 2 for an exam-

ple of contracts.

The last important entities in our meta model aexkets
Packets define the structure of the actual data being trans-
ferred between components.

Correct Component Composition ] To prove the static correctness of a system, we first apply
The above meta model serves to describe components andne ysual syntactical and type analysis techniques. After
their relationships and also provides a basis for code generanat we check if all mandatory properties are set to a valid
tion, i.e., the creation of code skeletons or the generation of \,51ye. In order to check the fulfillment of consistency and
glue code. On top of that it focusses particularly on ensuring ¢omposition rules that are attached to a certain component
the correctness of component composition. In contrast to tra- o, 4 composition, we employ first order predicate logic re-
ditional approaches, we do notonly apply syntactic checks or stricted to the form of Horn clauses. We map the knowl-
simple semantics checks (like type checking), but also vali- edge about the entire system or parts of it, as well as the
date constraints on non-functional properties (i.e., structural, yyjes onto terms in this logic. Structural information, such
runtime requirements) of a component. To do so, We €X- as component names, component inheritance relationships
tended the concept of components to include the notion of 55 \yell as knowledge about component properties and their
functional and non-functional properties. Consistency and ;5 es are mapped onto ground terms (or facts) while rules
composition rules provide a means to reason about the staticg g mapped onto predicates and functions. As we only use
correctness of a component or composition. We are NOW Horn clauses, this information can easily be translated into
ready to refine our definition of the static correctness of a Prolog. In our composition environment prototype we use a
composition as follows: Prolog engine ([16]) to perform the actual correctness check.
A composition is statically correct if Figure 4 shows the Prolog knowledge base derived from the

Figure 4. Prolog knowledge database for an "Actuator”



component specification above. [6] focusses on the interactions between (distributed) compo-
nents. In this paper the authors introduce a semi-automatic

Consistency and composition can just as well be easily roach to interaction protocol checking. The main id
mapped to Prolog terms. The correctness check can thencPProach to interaction protocar cnecking. € ma ca

be reduced to a Prolog goal containing a conjunction of all of this approach is to use so-callpubgram nets, a subclass

rules that must be fulfilled. Figure 5 shows how composition of algebraic Petri-nets to model the interaction behavior of
rules can be translated into Prolog components. The program nets of components can then be

composed and liveliness and correctness properties can be
Contracts, on the other hand, can in general only be checkedchecked with the known restrictions. Other approaches to
at run-time. For each contract we generate the appropriateinteraction compatibility checking can be found in [9] (mod-
check code for dynamic checking. The code for checking elling of dynamic interaction protocols in terms xgular
pre-conditions and invariants for an handler is always exe- types) [17] (regular expressions to define interaction proto-
cuted upon method entry of the corresponding method. On col which are used for run-time checking) and others.

method exit, post-condition checks are invoked. These dy- gpiect Constraint Language (OCL) is another approach to
namic checks facilitates testing because violations are de-jnq|,de more semantics information into software models.

tected during run-time. However, some of those contracts oc| js a precise, textual language for expressing constraints
cou]d alsq be chepked statlcally, if only t.hey used statically over elements of an UML model like pre-conditions and
avaylable information. Tr_\e static evaIL!atlon .Of c.ontracts re- post-conditions, and invariants, as well as navigation paths
mains, however, the subject of further investigations. in object graphs. However, until recently there have been
Discussion of our approach few attempts to provide tool support for checking OCL con-
The proposed approach allows for powerful static correct- straints. Approaches to the specification of a precise seman-
ness checks at composition time. The applicability of rules tic for OCL in order to enable tool support can be found in
ranges from checking simple properties of a component or [12, 7] among others. Available OCL tools include IBM’s
composition to enforcing architectural styles. Our approach free OCL parser [5], the OCL compiler (generates code for
is, to a great extent, language independent. Although we evaluating OCL constraints at run-time) [10] and others.
currently only support Java, we plan to incorporate language 5 conclusions and Future Work

support for C and €. In this paper we have introduced an approactotwect-by-
construction software development using components. It fo-
cusses on static system construction for the embedded sys-
tem’s domain, but introduces the handling of non-functional
properties and the notion of statically verifiable construction
rules.

As mentioned before, we do not support the dynamic cre-
ation of component instances. While this allows for a num-
ber of static predictions about the behavior of the system,
it also limits the class of systems we are able to deal with.
However, in our main application domain, this is not a real

problem as embedded systems usually prohibit dynamic ob- Our future work will focus on the extension of our realization
ject creation anyway. to provide support of C and+€as well as for dynamic ap-

plications. A challenge we definitely will try to face is static

Beyond the checking of static properties, one could also con- contract checking. This definitely needs data flow analysis
sider to extending our approach to dynamic properties using ang will be language specific.

program analysis techniques. However, this would come at
the price of losing some language independency at the model
level.

Another area of interest is interaction protocol checking of
components. Protocol checking can be reduced to the lan-
guage inclusion problem which is only decidable for regular

4 Related work languages. However, there have been approaches to extend
Several approaches to the composition of software from interaction protocol checking to special context-free call se-
components have been proposed in the literature. An im- quences. We will investigate how far we can adopt protocol
portant contribution to this stems, without doubt, from the checking techniques for our our approach. All of these ex-
field of software architecture systems [1, 14, 15, 3]. Archi- tensions are planned to be supported by tool prototypes in

tecture systems introduce the notion of components, ports, order to demonstrate their relevance and applicability for in-
and connectors as first class representations. dustrial environments.

Ensuring the correctness of software composition at con- 6, Acknowledgement . )
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