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ABSTRACT
We focus on the issues related to the certification of compo-
nents and applications conforming to the CORBA 3 standard.
CORBA 3 is a standard for Distributed Component Comput-
ing (DCC) middleware. Similar standards include Enterprise
Java Beans. The specifications for these technologies offer a
set of services, such as security, transaction and persistence.
Certification of DCC middleware and applications poses sev-
eral challenging issues discussed in this paper.
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1 INTRODUCTION
There is a growing trend towards the development of hetero-
geneous, large and complex distributed applications on top
of advanced Distributed Object Computing (DOC) middle-
ware, such as Microsoft’s DCOM [13], Sun Microsystems
Java RMI [7] and Object Management Group’s CORBA [16].
Applications using middleware consist of distributed and in-
terconnected objects. The middleware technologies also pro-
vide services such as naming, trading, notification, security,
persistence and transaction.

DOC has evolved into Distributed Component Computing
(DCC). Sun Microsystem’s Enterprise Java Beans (EJB) [15]
and OMG’s CORBA Component Model [1] are examples
of DCC. DCC improves on DOC in several ways [14]. In
DOC, connections between objects are encapsulated into ob-
jects and cannot be configured easily by external software ar-
tifacts. The use of system services, i.e. non-functional as-
pects, must be hard coded into objects and mixed with the
functional aspects of the application. DCC middleware pro-
vides the use of container servers which host downloadable
components and manage system services implicitly. Compo-
nent implementations need contain only application business

logic. With the use of DCC middleware, applications can be
composed from packaged, deployable and distributed com-
ponents.

In this paper, we describe the issues related to the certification
of DCC middleware and applications. We identify the open
problems and directions for future research.

The remainder of the paper is organized as follows. Section 2
is short introduction to the specifications in CORBA 3. The
issues related to certification are enumerated in Section 3.
Existing techniques for certification are summarized in Sec-
tion 4 and research issues and directions are discussed in Sec-
tion 5. Section 6 summarizes the paper.

2 FEATURES OF CORBA 3
The specifications in CORBA 3 can be divided into three cat-
egories [18]:

1. Internet integration
2. Quality of Service control
3. CORBA component architecture

Internet Integration
The specifications for internet integration are related to
1) Firewalls and 2) the Interoperable Name Service. The
Firewall specification defines transport-level firewalls,
application-level firewalls and a bi-directional GIOP
connection useful for callbacks and event notifications.

The Interoperable Name Service provides a way of ac-
cessing remote instances even if its object reference is not
known. This service defines one URL-format object refer-
ence, iioploc, that can be typed into a program to reach de-
fined services, such as the Naming Service, at a remote loca-
tion. A second URL format iiopname invokes the remote
Naming Service using the name that the user appends to the
URL and retrieves the IOR of the named object.

Quality of Service Control
A number of asynchronous and time-dependent invocation
modes for CORBA are defined in the new Messaging speci-
fication. Both static and dynamic invocations are allowed to
use the modes. Policies allow setting of QOS control of in-
vocations by clients and objects.

There are specifications related to Minimum, Fault-tolerant



and Real-time CORBA. The specifications for minimum
CORBA

�
are primarily intended for embedded systems. They

do not require the Dynamic Invocation Interface or the In-
terface Repository. Fault tolerance for CORBA is based on
entity redundancy and fault management control. Real-time
CORBA standardizes resource control to achieve predictable
behavior for both hard and statistical realtime environments.

CORBA Components
The CORBA Component Model presents a container envi-
ronment that packages transactionality, security and persis-
tence, and provides interface and event resolution. The func-
tions are prepackaged and offer a higher level of abstraction
to the programmer than the corresponding CORBA services.
Containers keep track of event types generated and con-
sumed by components and provide event channels to trans-
port events. The containers also keep track of interfaces pro-
vided and required by the components they contain, and con-
nect one to another where they fit. The architecture provides
navigational capabilities through the components and inter-
faces supported by them.

The model provides a framework that eases the development
of heterogeneous components, by providing, for instance, in-
tegration with EJBs. EJBs can be installed in a CORBA
Components container. CORBA components can be written
in multiple languages and support multiple interfaces. The
model also provides a software distribution format that en-
ables a CORBA component software marketplace.

3 ISSUES IN CERTIFICATION
Implementations that comply with the new CORBA stan-
dard need to be certified to ensure compliance with respect to
the specifications for Firewalls, Interoperable Name Service,
Quality of Service Control and Component Framework.

Applications that are built to the CORBA Component Model
also need to be certified for compliance with the standard.
Since these applications are composed of CORBA compo-
nents, the components themselves need to be certified. This
brings up several issues that need to be addressed.

Verification of each component, referred to as local certifica-
tion, is a necessary activity to enable reasoning about the be-
havior of component-based systems [24]. Components need
to be certified for quality, functionality and completeness. As
a business may have diverse components, quality assurance
personnel need to ensure that these components will work
and not be a liability to the company. A component may be-
have correctly for one set of customers and not for another.

Components obtained from the public domain are usually un-
supported while those purchased from a vendor are usually
supported. Certifying both kinds of components by an inde-
pendent third party increases the reusability of these compo-
nents. Components developed in-house may also need to be
certified by the developing organization or a separate quality
assurance group. The effort of independent testing required

for certification usually involves a significant resource con-
sumption.

Certification can be performed with different goals. The code
for a component can be tested using black-box and/or white-
box methods to ensure that it meets the application-specific
requirements. Functional attributes also need to be validated.
Components may need to be tested for interoperability, porta-
bility and adherence to standards in the domain of applica-
tion. Operational attributes such as performance, efficiency,
user friendly interfaces also need to be evaluated.

Issues related to the certification of DCC components and ap-
plications are listed below.

1. Identify configuration for certification:

By definition, components can be tested in a configura-
tion [20]. In the absence of adequate resources, these
configurations need to be fewer but representative of the
actual deployment configurations. The identification of
representative configurations is not an easy task. The
problem of finding representative test data for program
testing has been addressed in the testing literature. We
need to identify methods for finding representative con-
figurations based on the knowledge of the application
domains.

2. Enabling logging capabilities for tracing:

A strategy to make certification easier would be to
deploy components such that faults leave logged
traces [20]. This will enable the tracing of failures
in production component systems. Logging services
are implemented by distributed object management
systems, such as Jiro [19], for resource management.

3. Availability of source code:

The techniques used for certification vary depending on
the availability of source code. More rigorous certifica-
tion techniques can be used if the source code is avail-
able.

4. Metrics to quantify the certification process:

During certification, several metrics are needed to de-
scribe the quality of the components, the application and
the process of certification itself.

5. Certifying applications:

While certifying applications, components need to be
composed. Integration and system testing of compo-
nents is required. The testing technique employed needs
to be scalable.

6. Performance analysis:

Components presenting identical interfaces may be
evaluated on the basis of their performance character-
istics. Thus, techniques for evaluating the performance
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of components will be useful. Facilities to dynami-
cally create a large number of clients of the components
can be used for testing for performance. Profiling tech-
niques are required that provide different levels of gran-
ularity starting from components and going down to ob-
jects and individual methods.

7. Verification of real-time properties:

As applications may have asynchronous messaging ca-
pabilities, and real-time property guarantees in the spec-
ifications, it is necessary to verify these properties. If er-
rors are located and the code changed, the certification
of these properties might become difficult because the
timing characteristics may have changed. Techniques
for replaying tests will have to be employed.

8. Certification of security properties:

COTS components need to be certified for security rea-
sons to ensure that they do not behave maliciously. The
components may exploit vulnerabilities in the system.
Alternatively, the components themselves may have se-
curity holes that others can exploit when the compo-
nents are incorporated into the system.

9. Certification of process used to produce artifacts:

Apart from certifying artifacts, an indirect but comple-
mentary approach would be to certify the process used
to produce the artifacts.

10. Availability of standards

Certification standards exist for components in other
branches of engineering. We need to develop similar
standards related to the certification of products and pro-
cesses. Organizations like the OMG need to develop
these standards for CORBA. This also implies that de-
velopment organizations should use these standards for
certification. However, to develop the standards, several
empirical studies are needed to show strong causal links
between the product or process quality and the guide-
lines prescribed by the standards.

4 AVAILABLE CERTIFICATION TECHNIQUES
Since certification involves quality assurance (QA), and test-
ing is an important part of QA, we need to look at the testing
techniques that have been reported in the literature. Zhu et
al. [25] survey several black-box and white-box techniques
used for software testing. Mutation testing [4, 5, 8], object-
oriented testing [2, 6, 9, 11, 12, 17] and fault injection test-
ing [3, 10, 21, 22, 23] are other techniques that can be used
for software testing. Fault injection technique holds particu-
lar promise for certifying components.

5 RESEARCH DIRECTIONS
We believe that research is needed in the following areas.

1. Scalable testing methodologies need to be developed to
address the issues outlined in Section 3.

2. Appropriate tools to automate the task of certification.
Also needed are integrated test management frame-
works that can be used to visualize applications under
test and allow definition of events to be monitored and
states to be controlled. Implementations based on such a
framework would provide logging capabilities for trac-
ing.

3. Regression testing techniques need to be developed for
DCC components and applications.

4. Fault injection testing will require the identification of
appropriate faults and mechanisms for injection.

5. Test adequacy criteria based on suitable coverage met-
rics need to be formulated for component and applica-
tion testing.

6. Identification of appropriate configurations for testing
by the developer would become easier if there were gen-
eral guidelines.

7. Exploratory studies need to be done on the impact of the
software process on the quality of the artifacts.

8. Emergence of standards for certifying process and prod-
uct quality need to be defined by independent organiza-
tions and adhered to by the development organizations.

6 SUMMARY
Certification of middleware, components, and applications
conforming to the CORBA 3 standard presents several chal-
lenges that need to be overcome if reliable software is to be
deployed. We have identified these challenges and proposed
a research agenda to develop techniques and tools to meet
them.
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