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Abstract

The component reliability model described in [4] requires
that component execution frequency, reliability, and trans-
formations be analysed statistically based on parameters to
the component. This paper describes work in progress to-
ward that goal.

1 Introduction
In [4] we describe an approach to component reliability that
produces an overall system reliability given the reliabilities
of the components that make up the system, and the structure
of those components in the system. That paper makes some
simplifying assumptions about probability distributions of
program variables. For each component in such a system,
two functions are required and they are both parameterized
on the arguments to the component. One, a reliability func-
tion, is partially based on the execution frequency of various
parts of the component, as well as the (statistical) values of
the variables. The other, a transformation function, describes
the probability distributions of the outputs of the component.

In that context, to accurately, or even conservatively, deter-
mine the reliability of programs, we will need to know the
values that the variables and expressions in the program can
take on. This is partly because the values can determine the
reliability directly (for example if a variable could be zero
and is used in a division, there is a chance of a failure), and
partly because the values of variables usually determine the
frequency of execution of various parts of the program.

The simplest determination of the values that a variable could
have is the type of a variable. This is extended in languages
like Ada[1] to include subranges. This can, in some circum-
stances rule out certain failures, but for others, says nothing
about their likelihood.

The next level of determination of the values uses a symbolic
or abstract interpretation of the program to determine the set
or range of values that a variable can contain. This provides
a finer grain of checking, but is essentially the same as type-
based determination.

To provide the most accurate determination, we will need to

have a profile of the set of values that each variable can take
on. For some program variables (synthetic variables such as
loop controls) this can be determined via an abstract interpre-
tation of the program. For others (input variables), statistical
information can be provided about the environment in which
the program will run.

In this paper, we examine the concept of Probability Density
Functions and how they relate to variables, expressions, and
statements in a programming language.

Definitions
A Probability Density Function (PDF) is a non-negative
function with an integral of 1. That is,f is a PDF iff:

f(x) � 0;8x 2 dom(f); and

Z
dom(f)

f(x) dx = 1:

The value of the functionf(x) is the probability that if a
random value in thedom(f) is chosen, that the value will
be x. For continuous functions it is usually more relevant
to consider the probability that a value will lie within some
range,a < x � b, which is:

Z b

a

f(x) dx:

PDFs can be discrete or continuous. An example of a dis-
crete PDF is the probability that a flip of a fair coin will be
heads or tails:

flip(heads) = 0:5

flip(tails) = 0:5:

An example of a continuous PDF is the probability that a
person will be a particular height, or have a particular IQ. In
standard statistical usage, discrete PDFs are called Probabil-
ity Functions (PFs). The important difference is that in a PF,
a single value can be significant:

aX
a

f(x) dx



is equal tof(a) and may be non-zero, whereas for a PDF:Z a

a

f(x) dx

is equal to0, regardless of the value off(a). Note thatf may
not be a fully continuous function, but it will be at least left-
continuous or right-continuous at every point in its domain.
To simplify the presentation, we will use the term PDF for
both.

To further simplify the presentation, we will use integrals (
R

)
throughout - even over discrete sets where sum (

P
) would

be literally more correct. As long as we are talking about the
integral/sum over the complete domain of the PDF (which
we almost always do) they are essentially equivalent. Only
when actual values of the functions are required will we re-
place the integrals with sums.

In common usage in statistics, the domain of PDFs is the set
of real numbers. For our purposes, it may be any set, and
rather than using ranges over the real numbers we will often
use subsets of the domain of the PDF.

When we refer to the domain of PDFs we will mean val-
ues or subranges where the probability is non-zero, i.e.x 2

dom(P ) iff P (x) 6= 0:

2 PDFs of Program Variables and Operations
In order to accurately model program execution (for software
reliability or code optimization) we need to have a good rep-
resentation for the values that various program variables can
hold. We will use a PDF for each variable in the program, or
program fragment, under examination. For a variableabc
the PDF will bePabc, wherePabc(x) is the probability that
the value ofabc is x, and the domain ofPabc will be the set
of all values thatabc could take on.

For all integers and literals, the PDFs will be discrete distri-
butions. Floating-point, or “real” values will also be repre-
sented as discrete distributions if their values are enumerable
from examination of the program, or if they are input vari-
ables with specified discrete distributions. If they are the
result of functions such assin, log, or exp, or are contin-
uous input values, then they will be treated as continuous
distributions. Note that this assumption, while not techni-
cally correct since computer floating point numbers are actu-
ally finite-precision rational numbers, is a useful fiction that
will facilitate deriving closed-form solutions to the systems
of equations. By paying careful attention to confidence in-
tervals, accurate probabilities should be attainable.

If variables are represented as PDFs, then the result of pro-
gram expressions must also be PDFs. In the balance of
this section we look at expressions of random variables, ex-
pressed as PDFs. Some of the these are derived from [3]; the
remainded are developed in the same style.

Literals
The PDF for any program literal (or compile-time constant)

valuec is the function:

Pc(c) = 1:

The PDF for each literal (whether real or integer) is a discrete
PDF, with a single element in the domain.

Monadic Functions
The PDF for negation is:

P�x(z) = Px(�z):

This can be extended to any invertible monadic functionf

whereverf�1 is defined.

Dyadic Functions
The PDF for addition is:

Px+y(z) =

Z
dom(Py)

Px(z � y)Py(y) dy;

The form for addition can be extended to any dyadic left-
invertible function (such that:f�1(f(x; y); y) = x) as:

Pf(x;y)(z) =

Z
dom(Py)

Px(f
�1(z; y))Py(y) dy:

This works fine for subtraction and division, but there is
a potential problem with multiplication sincex � y is not
left-invertible if y = 0. However, this is just as ap-
plicable to any dyadic right-invertible function (such that:
f�1(x; f(x; y)) = y), so as long as a function is either left
or right invertible, there is a solution. For multiplication this
means that if, at least one of0 62 dom(Px) or 0 62 dom(Py),
we can produce a PDF.

Relations
The PDF for less-than is:

Px<y(true) =
R R � Px(x)Py(y); when x < y

0; otherwise

�
dx dy;

Px<y(false)=1� Px<y(true):

This can be extended to any relationR as:

PxRy(true) =
R R � Px(x)Py(y); when xRy

0; otherwise

�
dx dy;

PxRy(false)=1� PxRy(true):

3 Program Flow and PDFs
Program flow affects PDFs because a variable can be de-
fined on multiple pathways. The analysis is essentially that
of Static Single Assignment (SSA)[2].

Sequence
In a program sequence, a variable may be assigned multi-
ple times. For our purposes we will treat each such assign-
ment as creating a separate variable, and will number them
sequentially. So a program fragment like:



samp1: function (y)1

x := 12

y := y+13

x := x-y4

return x5

is transformed by SSA into:

samp1: function ( y0)1

x0  12

y1  y0 + 13

x1  x0 � y14

return x15

and the resulting set of PDFs is:

Fsamp1=1

Py0(v) is parameter 0 of samp1

Px0(v) =P1(v)

Py1(v) =Py0+1(v)

Px1(v) =Px0�y1(v)

Px1(v) is result of samp1

Here theFsamp1 is the frequency of execution for that basic
block. In the generated PDFs, the frequency of the main
block is always counted as 1. Later this will be weighted
when we consider functions calling other functions.

Conditional
A conditional creates multiple paths, conditionalized on
some test. On each such path, variables may be created simi-
larly to those created in the sequence. Where the paths come
together again, SSA describes this joining of multiple val-
ues for a variable as a� node that creates a new value as a
combination of the previous values.

samp2: function (x)1

if x<102

y := 23

else4

y := 35

return y6

becomes the SSA:

samp2: function ( x0)1

if x0 < 102

goto samp213

else4

goto samp225

samp21:6

y0  27

goto samp238

samp22:9

y1  310

goto samp2311

samp23:12

y2  �(y0; y1)13

return y214

In SSA, the� simply shows that the value comes from multi-
ple paths. For our analysis, this is complicated by the need to
weight the� of the PDFs (p1; : : : ; pn) with the frequencies
associated with the paths (f1; : : : ; fn) giving:

�f1;f2;:::;fn(p1; p2; : : : ; pn)=

P
fipiP
fi

:

For this trivial case the resulting set of PDFs is:

Fsamp2 =1

Px0(v) is parameter 0 of samp2

Fsamp21=Fsamp2 � Px0<10(true)

Py0(v) =P2(v)

Fsamp22=Fsamp2 � Px0�10(true)

Py1(v) =P3(v)

Fsamp23=Fsamp21 + Fsamp22

Py2(v) =�Fsamp21
;Fsamp22

(Py0(v); Py1(v))

Py2(v) is result of samp2

More Complex Conditional
As a slightly more complicated example:

samp3: function (x,z,v)1

if x<12

y := x+z3

y := x+v4

else5

y := x-36

w := y+z7

return w8

becomes the SSA:

samp3: function ( x0, z0, v0)1

if x0 < 12

goto samp313

else4

goto samp325

samp31:6

v1  v07

x1  x08

z1  z09

y0  x1 + z110

y1  x1 + v111

goto samp3312

samp32:13

x2  x014

z2  z015

y2  x2 � 316

goto samp3317

samp33:18

y3  �(y1; y2)19

z3  �(z1; z2)20

w0  y3 + z321

return w022



Now the analysis is further complicated by the need to
weight the values with the conditionals that got us to the cur-
rent block.

Conditional control flow in programs restricts the resulting
PDFs for variables that are dependent on the conditionals.
The PDF for conditional restriction is:

PxjwRv(y) =
g(y)R
g(z)dz

;

where g(z) =

Z Z �
Px(x); when wRv

0; otherwise

�
dw dv:

For this case the resulting set of PDFs is:

Fsamp3 =1

Px0(v) is parameter 0 of samp3

Pz0(v) is parameter 1 of samp3

Pv0(v) is parameter 2 of samp3

Fsamp31=Fsamp3 � Px0<1(true)

Pv1(v) =Pv0jx0<1(v)

Px1(v) =Px0jx0<1(v)

Pz1(v) =Pz0jx0<1(v)

Py0(v) =Px1+z1(v)

Py1(v) =Px1+v1(v)

Fsamp32=Fsamp3 � Px0�1(true)

Px2(v) =Px0jx0�1(v)

Pz2(v) =Pz0jx0�1(v)

Py2(v) =Px2�3(v)

Fsamp33=Fsamp31 + Fsamp32

Py3(v) =�Fsamp31
;Fsamp32

(Py1(v); Py2(v))

Pz3(v) =�Fsamp31
;Fsamp32

(Pz1(v); Pz2(v))

Pw0(v) =Py3+z3(v)

Pw0(v) is result of samp3

Loops
A loop creates multiple paths that flow back on themselves.
On each such path, variables may be created similarly to
those created in the sequence. Where the paths come to-
gether at the top of the loop, SSA describes this joining of
multiple values for a variable as a� node that creates a new
value as a combination of the previous values. This is simi-
lar to the� at the end of a conditional, except that there is a
circular dependency.

samp4: function ()1

x := 12

y := 13

while x<104

y := y*x5

x := x+16

return y7

becomes the SSA:

samp4: function ()1

x0  12

y0  13

if x0 < 104

goto samp415

else6

goto samp427

samp41:8

x1  �(x0; x2)9

y1  �(y0; y2)10

y2  y1 � x111

x2  x1 + 112

if x2 < 1013

goto samp4114

else15

goto samp4216

samp42:17

y3  �(y0; y2)18

return y319

and the resulting set of PDFs is:

Fsamp4 =1

Px0(v) =P1(v)

Py0(v) =P1(v)

Fsamp41=Fsamp4 � Px0<10(true) + Fsamp41 � Px2<10(true)

Px1(v) =�Fsamp4;Fsamp41
(Px0jx0<10(v); Px2jx2<10(v))

Py1(v) =�Fsamp4;Fsamp41
(Py0jx0<10(v); Py2jx2<10(v))

Py2(v) =Py1�x1(v)

Px2(v) =Px1+1(v)

Fsamp42=Fsamp4 � Px0�10(true) + Fsamp41 � Px2�10(true)

Py3(v) =�Fsamp4;Fsamp41
(Py0jx0�10(v); Py2jx2�10(v))

Py3(v) is result of samp4

Note that because of the loop, this is a system of simultane-
ous equations that must be solved.

4 Independence of PDFs
In the previous sections, the definitions of PDFs assume that
the PDFs are independent. This is clearly an unreasonable
symplifying assumption, but we are making progress toward
removing the assumption.

5 Cumulative Example
For a cumulative example of all of the rules to date, consider
the following simple program:

samp4: function ()1

x := 12

while x<103

if x<54

y := y*x5

else6

y := y+17

x := 1+x8

return y9

is treated as:

samp4: function ( y0)1

x0  12



if x0 < 103

goto samp414

else5

goto samp456

samp41:7

x1  �(x0; x5)8

y1  �(y0; y6)9

if x1 < 510

goto samp4211

else12

goto samp4313

samp42:14

x2  x115

y2  y116

y3  y2 � x217

goto samp4418

samp43:19

x3  x120

y4  y121

y5  y4 + 122

goto samp4423

samp44:24

x4  �(x2; x3)25

y6  �(y3; y5)26

x5  1 + x427

if x5 < 1028

goto samp4129

else30

goto samp4531

samp45:32

y7  �(y0; y6)33

return y734

and the resulting set of PDFs is:

Fsamp4 =1

Py0(v) is parameter 0 of samp4

Px0(v) =P1(v)

Fsamp41=Fsamp4 � Px0<10(true) + Fsamp41 � Px5<10(true)

Px1(v) =�Fsamp4;Fsamp41
(Px0jx0<10(v); Px5jx5<10(v))

Py1(v) =�Fsamp4;Fsamp41
(Py0jx0<10(v); Py6jx5<10(v))

Fsamp42=Fsamp41 � Px1<5(true)

Px2(v) =Px1jx1<5(v)

Py2(v) =Py1jx1<5(v)

Py3(v) =Py2�x2(v)

Fsamp43=Fsamp41 � Px1�5(true)

Px3(v) =Px1jx1�5(v)

Py4(v) =Py1jx1�5(v)

Py5(v) =Py4+1(v)

Fsamp44=Fsamp42 + Fsamp43

Px4(v) =�Fsamp42
;Fsamp43

(Px2(v); Px3(v))

Py6(v) =�Fsamp42
;Fsamp43

(Py3(v); Py5(v))

Px5(v) =P1+x4(v)

Fsamp45=Fsamp4 � Px0�10(true) + Fsamp41 � Px5�10(true)

Py7(v) =�Fsamp4;Fsamp41
(Py0jx0�10(v); Py6jx5�10(v))

Py7(v) is result of samp4

The PDF of the final result of the function,Py7 , is completely
parameterized on the input parameter (actually, free variable
in this case),Py0 . In principle this system of equations could
be solved to a closed-form equation, so that we could pro-
vide a new PDF fory and out would pop the result PDF.
Similarly, by providing failure targets, the frequency anayl-
ysis would give a reliability figure for the routine, also based
on the provided PDF fory .

6 Conclusions and Future Work
There are three parts to this work. The first is to describe
the transformations from programs into probability distribu-
tion functions parameterized by the arguments to the com-
ponents. The initial effort in this direction is described here.
The next stage is to integrate it into the component composi-
tion calculus described in [4]. Both of these stages are pro-
ceeding well.

The third stage is to develop the analytical tools to allow so-
lutions of the systems of equations that arise from the trans-
formation (particularly for loops, as well as recursive func-
tions). In particular, the differential equations that arise from
the transformations are quite different from those that oc-
cur in analysis of current and flow in traditional engineering.
The other problem is that many (if not most) of the PDFs that
come out of this analysis are for discrete sets, for which the
traditional mathematical tools are also less well developed.

The ultimate verdict on the usability of this technique must
await sufficient time for the development of analytical tech-
niques applicable to this domain. In the interim, we are de-
veloping simulation techniques that are applicable to small
systems.
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