Predicting Feature Interactions in Component-Based Systems

Judith Stafford and Kurt Wallnau
Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA, USA

+1 412-268-5051  +1 412-268-3265
[as@sei.cmu.edkcw@sei.cmu.edu

ABSTRACT

Software component technologies support assembly of systems from binary component implementations that may have
been created in isolation from one and another. While these technologies provide assistance in wiring components together
they fail to provide support for predicting the quality and behavior of configurations of components prior to actual system
composition. We believe that all quality attributes manifested at runtime are emergent properties of component interactions,
and hence arise as a consequence of planned, or unplanned, interactions among component features. In this paper we discus
the affinities among software architecture, software component technology, compositional reasoning, component property
measurement, and component certification for the purpose of mastering component feature interaction, and for developing
component technologies that support compositional reasoning, and that guarantee that design-time reasoning assumptions are
preserved in deployed component assemblies.

1. Introduction

Software component technologies provide a means for composing systems quickly from precom-
piled parts. Technologies such as CORBA and COM have been developed to support composition of
components that are created in isolation, perhaps by different people in different environments and in
different languages. However, current component-based technologies do not support reasoning about
system quality attributes, e.g., performance, reliability, and safety.

The quality of a software system is, in part, a function of the degree to which its features interact in
predictable ways. Users view systems from the perspective of system features whereas developers view
systems in terms of functional decomposition into components. The former is a view in the problem
domain; the latter is associated with the solution domain. Turner et al. study the relationship between
these two domains as they define a conceptual framework for feature engineering [23]. Quality attrib-
utes such as performance, reliability, and safety are emergent properties of patterns of interaction in an
assembly of components. Ultimately, all such patterns of interaction depend upon one or more features.
Therefore, many critical system quality attributes are expressions of component feature interaction. In-
deed, a failure to achieve system quality attributes may be attributable to unexpected feature interaction.
We suggest that predicting and ensuring system-level quality attributes and controlling component fea-
ture interactions are closely related. Moreover, we contend that the solution to both problems (to the
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extent they are distinct) will be found in the form of compositional reasoning. Informally, composi-
tional reasoning posits that if we know something about the properties of two compaorieats)j c2,

then we can define a reasoning functiuch thaf(cl, c2)yields a property of an assembly comprising
clandc2

Many would argue that compositional reasoning is the holy grail of software engineering: a noble
but ultimately futile quest for an unobtainable objective. This argument usually has as its unspoken
premise that only a fully formal and rigorofi&1, c2)will do. If we accept this premise, then progress
will indeed be slow. Instead, we suggest that it is possible to adopt a more incremental approach that in-
volves many levels of formality and rigor. To begin, we suggest that three interlocking questions must
be answered:

1. What system quality attributes are developers interested in predicting?

2. What analysis techniques exist to support reasoning about these quality attributes, and what compo-
nent properties do they require?

3. How are these component properties specified, measured, and certified?

Since compositional reasoning ultimately depends upon the types of component properties that can
be measured, these questions are interdependent. Therefore, answers to these questions are mutuall
constraining. Further, answering these questions will be
an ongoing process: new prediction models will require
new and/or improved component measures, which will in
turn lead to more accurate prediction, and to demand for

What do these better or additional prediction models.

What quality techniques need ) . . .

attributes do to know about The objective of our work in predictable assembly
components? . .

we want to from certifiable components (PACC) is to demonstrate

predict?

how component technology can be extended to support
compositional reasoning. To do this, PACC integrates
ideas from research in the areas of software architecture,
trusted components, and software component technology.

The rest of the paper is organized as follows: We be-
What compositional gin by describing two areas of related work, architecture-
analysis techniques based analysis and component certification. The former
deals with issues antecedent to compositional reasoning,
the latter with issues of component trust and specification.
We then describe a reference model for using component technology to link compositional reasoning
with component certification, and close with a summary of our position.

2. Background and Related Work

The ideas of architectural analysis and component certification are not new but, to the best of our
knowledge, their integration is. In this section we describe prior work in these areas and discuss their
relationship to our work on predictable assembly.



2.1 Architectural Analysis

Software architecture-based analysis provides a foundation for reasoning about system completeness
and correctness early in the development process and at a high level of abstraction. To date, research in
the area has focused primarily on the use of architecture description languages (ADLS) as a substrate for
analysis algorithms. The analysis algorithms that have been developed for these languages have, in gen-
eral, focused on correctness properties, such as liveness and safety [2,10,14,16]. However, other types
of analysis are also appropriate for use at the architecture level and are currently the focus of research
projects. Examples include system understanding [13,21,27], performance analysis [3,20], and archi-
tecture-based testing [4,24]. One still unresolved challenge for architecture technology is to bridge the
gap between architectural abstractions and implementation. Specification refinement is one approach
that seeks to prove properties of the relationship between abstract and more concrete specifications, ei-
ther across heterogeneous design notations [8] or homogeneous notations [17].

2.2 Component Certification

The National Security Agency (NSA) and the National Institute of Standards and Technology
(NIST) used the trusted computer security evaluation criteria (TCSEC), a.k.a. “Orange"Baokhe
basis for theCommon Criteria, which defines criteria for certifying security features of components.
Their effort was not crowned with success, at least in part because it defined no means of composing
criteria (features) across classes of component. The Trusted Components Initiativei§TeCO)ose af-
filiation of researchers with a shared heritage in formal specification of interfaces. Representative of
TCl is the use of pre/post conditions on APIs [15]. This approach does support compositional reasoning,
but only about a restricted set of behavioral properties of assemblies. Quality attributes, such as secu-
rity, performance, availability, and so forth, are beyond the reach of these assertion languages. Voas has
defined rigorous mathematical models of component reliability based on statistical approaches to testing
[26], but has not defined models of composing reliability measures. Commercial component vendors are
not inclined to formally specify their component interfaces, and it is not certain that it would be cost ef-
fective for them to do so. Shaw observed that many features of commercial components will be discov-
ered only through use. She proposed component credentials as an open-ended, property-based interfac
specification [19]. A credential is a triple <attribute, value, knowledge>, which asserts that a component
has an attribute of a particular value, and that this value is known through some means. Credentials re-
flect the need to address component complexity, incomplete knowledge, and levels of confidence (or
trust) in what is known about component properties, but do not go beyond notational concepts. There-
fore, despite many efforts, fundamental questions remain. What does it mean to trust a component? Still
more fundamental: what ends are served by certifying (or developing trust) in these properties?

3. PACC Approach

The PACC approach is based on two fundamental premises: first, that system quality attributes are
emergent properties adhere to patterns of interaction among components, and, second, that software
component technology provides a means of enforcing predefined and designed interaction patterns, thus
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facilitating the achievement of system quality attributes by construction.

3.1 Premises of PACC

The study of software architectural styles supports the first premisarémtectural stylds a recur-
ring design pattern, usually expressed as a set of component types and constraints on their allowable in-
teractions [1,7]. Architectural styles provided the first link between structural design constraints and
system properties. For example, thipe and filterstyle yields systems that can be easily restructured.
However, the link between system-level quality attribute and architectural style is informal and subjec-
tive. To better formalize this link, Klein et al. have developatiribute-based architectural style
(ABAS) [11]. Informally, ABAS associates one or moattribute reasoning frameworksith an archi-
tectural style. An attribute reasoning framework consists of a response variable, one or more stimuli
variables, and an analysis model that links stimuli to response. ABAS is a key foundation for PACC. It
provides the conceptual foundation for defining and analyzing the properties of assemblies (the response
variables). It also provides the link between system properties and component properties (stimuli vari-
ables).

Component technology provides the means to realize ABAS concepts in software and, in fact, the
concept of architectural style is quite amenable to a component-based interpretation [4]. In or view, a
component technology can play an analogous role to predictable assembly that structured programming
languages and compilers played for structured programming—it limits the freedom of designers (pro-
grammers) so that the resulting design (program) is more readily analyzed. In one of many possible ex-
amples, the Enterprise JavaBeans (EJB) specification defines component types, sesticaanden-
tity beans’ and constraints on how they interact with one another, with client programs, and with the
runtime environment. However serendipitous it may be, it is clear that EJB specifies an architectural
style. It is our thesis that analogous component technologies can be defined that go still further to in-
clude the additional style constraints needed to support ABAS-based reasoning. The result will be com-
ponent technologies that support design-time quality attribute analysis, and guarantee, by construction,
that the assumptions underlying these analyses are preserved in an assembly of components.

At this point in our research, we are noncommittal about what a prediction-enabled component tech-
nology should look like. However, we postulate the outlines of such a technology with the following
reference model.

3.2 A Conceptual Reference Model for PACC

Component technologies comprise four levels of abstraction. We generally depict this as a layered
reference model, but omit the graphic here for brevity. We describe this model beginning with the con-
crete and work our way up to the abstract:

— Assembly The most concrete level of our reference model comprises a set of components whose
resources (features) have been bound in such a way as to enable their interaction.

— Assembly specification At this level we find component specifications in place of components,
and specifications of their interactions. It is at this level of abstraction that attribute analysis and

* Components are denotediasansin EJB.



prediction occur.

tion.

3.3 Reference Model Instantiations

We have explored two complementary approaches to instantiate the PACC reference model: one that
assumes that attribute reasoning models will be integrated into a component technology, and one that
assumes the converse. We refer to the first as a component-centric instantiation, and the second as an
architecture-centric instantiation. We have validated both approaches with (admittedly simple) proofs of
feasibility. For the component-centric instantiation we used the WaterBeans [18] technology augmented
with latency prediction. For the architecture-centric instantiation we used a security ABAS for attribute
reasoning, and a Web-based enterprise system for the component technology (from the case study found

in [25]). Table 1 summarizes the mapping of these instantiations to the reference model.

Table 1: Complementary Instantiations

Types At this level we specify component and connector types and their features, thereby defining
a vocabulary to support design, that is, assembly specification and attribute analysis and prediction.

Metatypes At this level one defines what it meats bea component type, or a connector type, or
an assembly type, and define any constraints that must hold for all types to enable attribute predic-

Model Level

Component Centric

Architecture Centric

Metatypes

Properties shared by all WaterBeans com
nents, e.g., typed ports, connectors, and d
nection rules. Defined the latency attrib
and associated it with the compon
metatype.

DA simple, behavior-less ADL of compd
onents, interactions, assemblies, and th
groperties. Analogous to a simplified met
nmodel of UML collaboration diagrams.

eir

Types

Component type definitions for CD aud

pTypes that represent basic-level categollies

sampling and wave manipulation. Types

troduced the additional Boolean property fppeers, trusted computing base, key, cryg
aperiodic or periodic behavior, and, if pefi-graphic provider, threat agent, data asj

odic, the execution period. A quantitati
model for end-to-end latency is also defin
here.

for analysis of security properties, e.g

eEach category is mapped to an element
edhe simple ADL.

to-
et.
in

Specification

A topology of audio components annotat
with their latency attributes; assembly laten
prediction occurred here.

cyategories, where patterns exhibit desi
security property. Informal rules of attribu
preserving pattern refinement.

pdPatterns of interaction comprising only bagi

ed
e

Assembly

A benchmarked assembly, allowing compdriPattern refinements where each basic cate-

enn nf nradirtad varciie artiial aceceamta-
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tency. specific category, ultimately grounding {in
specific component and interaction featurgs.

4. Closing Thoughts

In closing, we take the position that the identification of feature interactions in complex systems is
closely tied to analysis of system-level quality attributes. Quality attributes of systems are a product of
properties associated with both the components that comprise a system and their patterns of interaction.
Designing systems as assemblies of components based on architectural styles produces systems that ar
analyzable by design. We are exploring the application compositional reasoning techniques to assem-
blies of components in order to predict properties of systems. It is our belief that this line of work can
support the identification of the potential for feature interaction before actual system assembly.
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