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discovering defects to correcting defects (e.g., the testing effort is being applied to correction
activities and not to testing). A measure can be generated for other development resources
(e.g., the number of development computers) and correlated to the defect discovery rate.

The program manager can also analyze the slope of each curve. If the slope of the open
defect curve is positive, it could indicate that defects are being identified faster than they can
be resolved; if the slope is negative, then the defect detection and correction process may be
working or little effort is being expended to discover defects [BRETT], [MUSA].

Understanding both the data and what the data represents is clearly needed as shown in
Figure 3-13. In this figure, the total number of defects discovered are being tracked.
However, without knowing that the total includes the code related defects and non-code
related defects, the program manager could be led to believe that many more defects are
being discovered in the software than really exist. From such a figure, the program manager
can also get information on the rate of discovery of defects. By correlating the figure to other
measures such as the milestone performance and the effort measures, the program manager
can get indications of impacts on the schedule.
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Figure 3-13 Example lllustrating the Need for Understanding Software Defects
Discovered
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Tracking the number of defects found during integration or acceptance testing can provide
data for reliability models as well as information on the rate at which defects are being
discovered during testing. By determining the software's defect density by normalizing the
number of defects found during testing to the size measurement (Figure 3-14), the program
manager also has an indication of testing adequacy and code quality.
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Figure 3-14 Sample Defect Density Measure

Increases in reported defects are frequently observed after major reviews (i.e., action items)
and the start of testing activity (testing errors). If the increase is minor, it is necessary to
investigate whether the product is of high quality or whether the review was ineffective.

The program manager needs to be concerned about the length of time that known defects
remain open. The sooner defects can be detected, the lower the cost to correct them and
the lower their impact on the schedule [BOEHM81]. The program manager needs to ensure
that detected defects are corrected in a timely manner so that the risk impact is minimized.
Figure 3-15 is an example indicator report that program managers can use to track the
longevity of defect reports.
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Number of Problem Reports
2167A That Have Been Open x Days

Priority
Levels x <30 30<x<60 60 <x <90 X > 90 Totals

Priority 1

Priority 2

Priority 3

Priority 4

Priority 5

Totals

Figure 3-15 Example Table Showing Longevity of Defects

Analyzing the root causes of defects can motivate an improvement process to prevent the
introduction of errors [HUMPHREY®89]. Analyzing the root causes of defects may also result
in higher quality end-product and less product rework in later releases of a multi-release
project.

The program manager can also use techniques such as Pareto analysis (as in Figure 3-16)
to help isolate modules that are the most prone to error [ISHIKAWA]. If certain modules have
more errors than others, those modules may be more complex, the functionality may not be
completely understood [BURR], or the modules may be very large compared to those with
few or no errors. The program manager could have the modules redeveloped (i.e.,
redesigned and recoded) or require more testing for the modules. For example, in Figure 3-
16, CSCs D and F are responsible for 80 percent of the errors found. In this case, the
program manager would have the contractor redesign those modules or apply more effort to
them during testing.
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Figure 3-16 Example of Pareto Analysis Showing Defects Per CSC

3.6.5 Other Measurements and Partitions

Based on program issues, the program manager might also want to consider the following
software defect measurements and partitions:

Priority, severity, or criticality of defect

Software language

Development process or activity that caused the defect
Development process or activity that found the defect
Contractor or subcontractor

Effort expended to close defects (or categories of defects, e.g., effort expended to
close defects by various levels of defect severity)
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3.7 Computer Resource Utilization

3.7.1 Purpose (Computer Resource Utilization)

Computer resource utilization (CRU) measures give the program manager an indication of
the percentage of computer hardware resources used. The program manager is concerned
about the use of computer resources because the software must operate within tangible
hardware limits.4 The program manager is also concerned that resources be available for
future expansion of software functionality or for needed increases in software performance.
The CRU measures track the use of a computer's processors, memory, mass storage
devices, and input/output channel throughput. CRU growth should be reviewed and
analyzed early in the program if spare capacities are of concern.

3.7.2 Description (Computer Resource Utilization)

The CRU measures track four categories of computer resources:

» Central processing unit (CPU) utilization: measures the percentage of available
processing power used during worst-case software execution.

 Memory utilization: measures the percentage of total available computer memory
process-resident software and data.

e |/O throughput: measures the speed and amount (number of bytes) of total
throughput capacity used during worst-case data transfers.

» Mass storage utilization: measures the percentage of total storage used at peak
residency.

The measures may be applied to development computer and target computer depending on
criticality.

The program manager determines how much spare capacity is needed by considering the
software's purpose and future. For example, if the software's purpose is an overnight
processing of database reports for an inventory management system, spare capacities may
be small because performance may not be an issue. In this case, expansion could be
achieved by adding another computer. However, if the software is for the flight control
system of a plane, the spare capacities may need to be large for increased performance or to
allow for future expansion of the software because another computer is not easily added.

4 In some systems, the program manager may choose not to use this indicator because it is not
important to the system. However, in mission critical computer resource (MCCR) applications, the
program manager should include it.
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3.7.3 Data Inputs and Collection (Computer Resource Utilization)

For the CRU measures, the program manager has the following data inputs reported via a
CDRL item:

» Total available capacity of each resource
» Current measurements
» Estimates projected to a designated milestone for each resource

Example of the units for each computer resource data input are:
« CPU throughput capacity: millions of instructions per second (MIPS)
« Memory: the kilobytes or megabytes for each type of memory (e.g., RAM or ROM)
« 1/O throughput: bytes per second (BPS)
« Mass storage devices: kilobytes or megabytes for each device

The program manager determines the required spare capacities and has estimates made for
the use of the resources until actual data are available. Estimates should be replaced with
simulated results and actual data as they become available. Extremely important to the
program manager are the method of calculating the data and the assumptions used to
develop resource loadings for the "worst-case scenario." The program manager needs to
ensure that the method used is valid and verifiable. Examples of methods include analysis
by comparison, simulation analysis, or demonstration of the possible scenarios of resource
use.

The earliest estimates of processor throughput availability should be carefully specified in
terms of instruction mix and other benchmark assumptions until these estimates can be
replaced by measurements.

Monthly tracking against plans should start at PDR and continue throughout the development
effort.

3.7.4 Sample Indicators, Analysis, and Actions (Computer Resource Utilization)

Early insight into the resource demands of the software will highlight any inadequacy of the
planned resources. Early CRU assessments are vital for long lead time procurements of
special purpose processors, memories, buses, and mass storage devices. This is
particularly important when there are physical or other constraints on the amount of
resources that can be provided. Excessive use of computer resources contributes to
increased schedule delay, increase of development cost, lowered reliability, potential loss of
system functionality, and expensive software or system redesign.

The program manager tracks the CRU measures using a graph similar to Figure 3-17. Spare
capacity levels for target CPU should be established to allow for software upgrades after the
software has been released. The program manager monitors the use of resources to verify
that spare capacities are sufficient. For systems where resources are critical, a spare
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capacity requirement lower than 50 percent must be carefully weighed in terms of cost,
feasibility, and operational suitability. If a spare capacity (i.e., reserve) lower than 50 percent
is established, there should be rigorous formal tracking and proactive risk management.
Sometimes system engineering tradeoffs do not permit reasonable spare capacity targets.
The program manager might then manage this risk formally by requiring quantitative
allocations of resource capacity to CSCls, CSCs, and management of these allocated
resources.

When use of resources is near the specified upper bound for physically constrained
computer resources, this measure should be correlated with the schedule and development
progress measures to assess the potential impact of any necessary redesign.
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Figure 3-17 Sample Computer Resource Utilization Measure

The 1/O resource is the hardest to measure fully because there may be many /O
measurements to consider. These include disk channel capacities and rates for serial data,
parallel data, disk access, printers, plotters, local network data, I/O data bus, and special
peripheral data. The I/O resource to be tracked must be defined if it can adversely affect
system operation.
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When system utilities cannot provide the CPU processor time used during execution of
specific tasks, the program manager should consider the use of a "time burner" stub during
design to simulate and estimate via a prototype the worst-case amount of time a subroutine
is expected to take to execute after it has been fully coded. During verification testing, such
a stub can be used as a test driver to set up a high priority task and increase appropriate
time delays while looking for system degradation effects.

When the estimated use of resources exceeds management criteria for spare capacities, the
following actions might be considered.

« Optimizing the software: the software and/or storage devices could be optimized
using commercially available utility software.

« Redesigning the software: time critical functions could be redesigned and recoded in
assembly language; time "hogging" functions could be redesigned for optimal
processing; and time consuming data transfers could be redesigned using double
buffering design techniques.

« Adding computer resources: if feasible, faster processors, more memory, larger disks,
etc. could replace slower or smaller devices.

» Accepting loss of mission or support functionality: if necessary, functionality may
need to be deferred to later releases or eliminated.

« Changing system requirements: as a last resort, the system requirements could be
revised and alternatives considered. The system may not be possible within certain
usage constraints.

Carefully defined and collected CRU data can provide a valuable historical basis for
improving the accuracy of future estimates of computer resources, the effectiveness of
methods for data collection and estimation, and the choices for management reaction criteria.

Other measurement correlations that the program manager can use include:

e Check data from the defect measures regarding defects related to resource
utilizations.

e Investigate rework to determine if resource utilization problems are causing
unplanned staff growth and excessive effort expenditures.

» Scrutinize size allocations to determine if size growth is, or will be, within hardware
resource limits.

» Probe schedule and progress reports to assure that resource utilization plans are not
impacting delivery dates and commitments.
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3.7.5 Other Measurements and Partitions (Computer Resource Utilization)
The program manager might also want to consider the following CRU measurements and
partitions:

» Absolute counts instead of percentages of CRU units to highlight changes in total
reallocated available resources.

» No-load and average-load in addition to worst-case assumptions for resource loading
scenarios to highlight the impact of different scenarios of resource loading.

e Separate reports on use of resources in a multi-resource architecture that has
dedicated functions to highlight the impact of different dedicated functions on CRU.
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4. Other Sample Analysis Techniques

A good software development process yields good quantitative data. Good quantitative data,
in turn, provides information that contributes to successful software program management.
Analyzing measurement data will provide the program manager insight into the software
development process throughout the development life cycle.

Based on the program manager's issues, indicators are derived from low-level measurement
data and analyzed to gain insights into the program. The program manager tracks the plans
and estimates against the actual data as it becomes available. The program manager then
extrapolates trends in the actual data to estimate future performance and progress and to
determine if the trends mitigate known risks or expose new ones. Several analysis
techniques can be used to maximize the insight achieved. The other techniques discussed
are:

« Trend analysis. For example, plot and analyze the number of CSUs completing unit
test.

« Multiple metric relationship analysis. For example, plot the current staffing plan
through completion and compare it to the scheduled tasking to assess whether the
planned staffing is realistic and adequate.

* Modeling input data analysis. For example, use a model such as the constructive
cost model (COCOMO) or other commercially available tools to generate estimates
and to extrapolate data to predict future performance.

« Thresholds and warning limits. For example, set thresholds around planning curves,
then analyze the variability of the actual data using the thresholds as warning signals
when the actual data approaches or crosses them.

4.1 Trend Analysis

Trend analysis is a basic technique for gaining insight into a program. Consider the example
trend graph shown in Figure 4-1 which illustrates the number of problem reports and
indicates their status. One purpose of this measure is to support the management and
assessment of cost and schedule risk (i.e., if a large number of unresolved problems is
allowed to accrue, cost and schedule overruns may result by the time the problem reports
are finally addressed).
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Figure 4-1 Example of Single Parameter Trend Analysis

Based on this graph, the program manager can assess whether problem report status poses
a cost or schedule risk to the program. An analysis of the graph shows a large number of
new problem reports around SSR, with successively smaller jumps around PDR and CDR. It
also shows that the resolution rate has nearly kept pace with the new problem report
identification rate. The one possible cause for concern is the closure rate, which shows that
half of the total problem reports remain open, and none have closed since PDR. In the
example, the failure to close problem reports should be investigated; however, given that
most of the open problem reports have been resolved, they do not appear to be a significant
cause of risk.

Trend analysis can also be used to compare plans with actual data. These analyses can
encompass data for plans, plan changes, actuals, actual changes, projections, and projection
changes. In addition to providing specific insight into the aspect of the program being
measured, planned versus actual measures provide an indication of the maturity and
reliability of the planning and estimating process.

Consider the CSU development progress measure shown in Figure 4-2. This measure
shows planned, replanned, and actual completion rates for design, code/unit test, and
integration of CSUs. The measure also shows rework. The primary uses of this measure
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are to assess the schedule risk and measure real technical progress. This graph shows that
there was one replan just prior to CDR, which appears to have been caused by a 10 percent
increase in the total CSUs defined. Actual design completion slipped another month beyond
the replan. CDR, coding, and integration all began as originally scheduled. The main
problem appears to be in integration progress, which is below the plan and progressing at a
declining rate. The level of redesign and recoding during integration also raises a warning
flag. Armed with this measure , the program manager can ask specific questions (such as
queries into the nature of the rework performed) to identify the source of the integration
problem.
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Figure 4-2 Example of Multiple Parameter Trend Analysis
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4.2 Multiple Metric Relationship Analysis

The program manager should correlate the trends from all of the measures before making
decisions based on them. Analysis of relationships between multiple measures is an
essential tool for correlating such trends and for obtaining and confirming program insights.
Often the benefit of analyzing the relationship between multiple measures is greater than the
sum of the individual benefits of the same measures. An example of this is shown in Figure
4-3, where the number of software development personnel overlays the schedule. Notice
that the design and implementation activities planned are highly parallel even as planned
staffing is decreasing. Assuming the budget is based on the planned staffing shown, this
program exhibits significant cost risk, since it is unrealistic to assume that the schedule can
be maintained with the planned decrease in staffing. Also, the program has been able to
stay on schedule by using more staff than planned, but just as schedule activities intensify,
the staffing levels are beginning to drop below the planned level. If each of these measures
were only considered independently, it is possible that the program manager would overlook
the apparent inconsistency in the plans.

As shown by the example, the technique is simple to use, yet very powerful and valuable as
a tool for assessing plans. Measures based on data from plans will generally exhibit one of
three relationships with each other:

» Positive trend relationships, where both measures are expected to track in a
consistent direction. Where the expected tracking does not occur, such as in the
example above, further investigation by the program manager is warranted.

« Inverse relationships, where there is an underlying tradeoff implicit in the things being
measured. A simple example is estimated cost and estimated SLOC. If the
developer determines that a portion of the originally planned level of reusable
software will have to be new SLOC, a nhegative cost impact would be expected.

» Independence, where there is no presumed relationship between the measures.
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Figure 4-3 Example of Multi-Metric Relationship Analysis

60

CMU/SEI-92-TR-11




4.3 Modeling Input Data Analysis

Use of models fits naturally with software measurement. Models provide specialized
algorithms for predicting or estimating certain key characteristics of a software program. The
most common examples are cost models and reliability models. Often these models can use
the same data that is being collected for use in generating the other measures discussed
previously.

Models often use data from similar, past projects as bases for comparisons and to guide
decisions on the input data. Such historical data is critical in validating the model used. But
because no two programs are alike, care must be used to not overemphasize the model's
output. Because of the emphasis on understanding inputs to models, modeling becomes an
important analysis tool for understanding contractor estimates and forecasts.

Cost models typically provide predictions of cost and schedule based on a set of input
parameters, such as lines of code, labor rates, quality requirements, application
characteristics, environment characteristics, and demonstrated past performance. While the
actual value of certain input parameters (especially lines of code) is not available until late in
the program, early estimates of these parameters have been successfully used with many
cost models.

Reliability models typically estimate the number of operational failures that will occur per unit
of time. The primary drawback of the most common reliability models is the unavailability of
input parameter data (or reasonable estimates) until late in the development of a software
system. Most reliability models use test results (failure data during operational testing) as the
key input parameter. For this reason, the main benefit of reliability models occurs in the
testing stages and later during post deployment software support. A typical application of a
reliability model is as an aid in determining when testing can stop.

An example analysis using a cost model (in this case COCOMO) is shown in Figure 4-4.
This example shows the results of independent predictions of cost and schedule by the
software development contractor, the government, and an independent estimator. Given the
significant difference in the predicted cost and schedule, further investigation of the
underlying assumptions is warranted. Figure 4-5 shows a possible result of such an
investigation, based on the government versus contractor assumptions of the input
parameters driving the cost model. An item by item review with the contractor can be
conducted to understand and evaluate the rationale for the input values used.
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Estimates of Cost and Schedule by Various Sources
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Figure 4-4 Example of Modeling Input Data Analysis Using COCOMO

COCOMO Model Analysis
Driver assumptions used by government and contractor for their estimate

Contr Gov't Contr Gov't Contr Gov't
ACAP HI NML RELY HI HI VIRT HI HI
AEXP NML NML DATA NML HI TURN NML HI
PCAP NML LO CPLX HI HI MODP HI NML
VEXP NML LO TIME NML NML TOOL LO LO
LEXP NML LO STOR NML NML SCED NML  NML
Size = 200K 250K Mode = Semi Semi
Staff Months Cost (%M) Schedule (Months) Staff
Contr Gov't Contr Gov't Contr Gov't Contr Gov't
RP 4.8 233.3 .786 1.750 6.5 51 16.2 455
PD 201.0 298.1 1.507 2.236 8.2 7.4 24.6 40.3
DD 3315 618.1 2.486 4.636 7.8 9.2 426 66.9
CT 466.1 1048.6 3.496 7.865 8.2 10.8 57.1 6.8
IT 498.9 1368.9 3.739 10.264 13.0 21.7 38.2 63.1
Total 1601.9 3566.8 12.015 26.750 43.6 54.3 36.7 65.7

Figure 4-5 Example of Modeling Input Data Analysis Results of Government
Versus Contractor Estimates

62

CMU/SEI-92-TR-11




4.4 Thresholds and Warning Limits

The program manager can also use an analysis method that is similar to statistical process
control to help analyze the variability of the data received based on preconceived ideas of
when an identified issue has become (or is about to become) a problem. The basic
technique uses an adaptation of statistical process control charts. However, the program
manger usually does not have a sample of data from which to apply statistical methods such
as control limits; instead, the program manager uses subjective thresholds of variability about
the plan data. That is, the program manager uses the plan data (or if plan data does not
exist, determines a goal, e.g., the number of software defects) and applies ranges of
variability whose boundaries are predetermined thresholds. These charts then allow the
program manger to see how the contractor is performing relative to the thresholds regarding
each issue.

Each measure would have an upper and lower threshold (UT and LT) and upper and lower
warning limits (UWL and LWL). The program manager would predetermine the threshold
limits and warning limits. These predeterminations could be dependent upon the priority of
the issue, the amount of risk that is associated with an issue, and the criticality or impact an
issue might have on the eventual outcome of the system (i.e., the potential loss). In Figure 4-
6, the UT and LT are set at plus and minus 20 percent of the plan data and the UWL and
LWL are set at plus and minus 10 percent. In practice, the thresholds and warning limits do
not have to be symmetrical, e.g., an upper limit could be plus 10 percent and a lower limit
could be minus 25 percent.

In Figure 4-6, productivity is plotted as staff hours per thousand function points as an
example of how to apply the technique. Whenever the actual data curve falls outside the
warning levels, the program manager should interpret it as a signal that potential problems
are starting to show up and further investigation is needed. Seemingly good trends, such as
the actual data curve being higher than the UWL, should also be investigated. The program
manager investigates trends by asking probing questions and analyzing the data and
contract information more closely.
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Figure 4-6 Example of Statistical Analysis Using Productivity
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Acronyms

BPS
CDR
CDRL
CM
COCOMO
COTS
CPU
CRU
CSC
CSCI
Ccsu
DoD
FCA
GFE
GFlI
IDD
IEEE
I/O
IRS
V&V
KSLOC
LT
LWL
MCCR
MIPS

Bytes Per Second

Critical Design Review

Contract Data Requirements List
Configuration Management
Constructive Cost Model

Commercial Off the Shelf

Central Processing Unit

Computer Resource Utilization
Computer Software Component
Computer Software Configuration ltem
Computer Software Unit

Department of Defense

Functional Configuration Audit
Government Furnished Equipment
Government Furnished Information
Interface Design Document

Institute of Electrical and Electronics Engineers
Input/Output

Interface Requirements Specification
Independent Verification and Validation
Thousands of Source Lines of Code
Lower Threshold

Lower Warning Limit

Mission Critical Computer Resources

Millions of Instructions Per Second
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PCA
PDCA
PDR
RAM
ROM
RFP
SAMWG
SDD
SDP
SDR
SEI
sLoc
SPR
SQA
SRS
SSR
SSDD
SSS
TR
TRR
USAF
uT
UWL
WBS

Physical Configuration Audit
Plan-Do-Check-Act
Preliminary Design Review
Random Access Memory
Read Only Memory

Request For Proposal

Software Acquisition Metrics Working Group

Software Design Document
Software Development Plan
System Design Review

Software Engineering Institute
Source Lines of Code

Software Problem Report

Software Quality Assurance
Software Requirements Specification
Software Specification Review
System/Segment Design Document
System/Segment Specification
Technical Report

Test Readiness Review

United States Air Force

Upper Threshold

Upper Warning Limit

Work Breakdown Structure
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