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An increasingly important requirement for software-based systems is their ability to adapt at run time to
handle such things as resource variability, changing user needs, changing demands, and system faults. In
the past, systems that supported such self repair were rare, confined mostly to domains such as telecom-
muni cations switches or deep-space control software where taking a system down for upgrades was not
an option and where human intervention was not always feasible. However, today more and more sys-
tems have this requirement, including ecommerce systems and mobile embedded systems. For systems
to adapt themselves, one of the essential ingredientsis self reflection: a system must know what its status
is, and it must be able to identify opportunities for improving its own behavior.

Traditionally software systems have operated in relatively stable, fixed environments (such as a desktop)
and could be taken down for maintenance, upgrading, or replacement. However, software systems must
increasingly function in environments where resources (such as wireless bandwidth) change rapidly,
where their resource demands are difficult to predict, where they must interact with potentially faulty
components and services not under their control, and yet where they must continue to operate continu-
oudly. In short, such systems must begin to take more responsibility for their own health and welfare,
adapting at run time to handle errors, changing resources, and varying user needs.

Today software engineers have few tools or techniques to create such self-adaptive systems reliably,
flexibly, and at low cost. Most technigues at our disposal rely on low-level mechanisms such as excep-
tions and timeouts. But these mechanisms generally provide little help in alowing a system to determine
the true source of problems or to choose a response to them. Moreover, they are ineffective at dealing
with softer problems, such as gradual performance degradation, or at recognizing opportunitiesto im-
prove behavior even when things are not broken.

For the past year, we have been investigating a new paradigm for software systems that is already show-
ing promise for solving this problem. The underlying ideais to associate with each software system a
reflective architecture model that allows a system to reason about its own behavior at run time and take
action to modify its own structure and behavior when necessary. By reflecting the current state of asys-
tem as an architectural model that exposes only the main components, interactions, and their high-level
properties, a system can more easily understand what its current state is and take necessary actions.

A critical step toward achieving this vision is the ability to know exactly what the architecture of arun-
ning system is. We use run-time monitoring and abstraction, together with codified knowledge about ar-
chitectural styles, to develop adynamic view of a system’s architecture asit runs. In this way, we can
instrument a system with probes that produce streams of low-level system observations that are then in-
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terpreted by arule-based abstraction engine to produce higher-level architectural events and operations
reflecting the system’ s architecture asit is running. (See Figure 1.)

Analysis Architectural
& Repair <> Model
N

l Reification Abstraction
=
Adaptation Monitoring

—_—> Running
Svstem

Figure 1 Architecture-Based Adaptation

Currently two techniques have been used to determine or enforce relationships between a system’ s archi-
tecture and implementation. The first is to ensure consistency by construction. This can be done by em-
bedding architectural constructsin an implementation language where program analysis tools can check
for conformance. Or it can be done through code generation, using tools to create an implementation
from amore abstract architectural definition. While effective when it can be applied, this technique has
limited applicability. In particular, it can usually be applied only in situations where engineers are re-
quired to use specific architecture-based development tools, languages, and implementation strategies.
For systems that are composed out of existing parts or that require a style of architecture or implementa-
tion outside those supported by generation tools, this approach does not apply.

The second technique is to ensure conformance by extracting an architecture from a system’s code using
static code analysis (for more information see http://www.sel.cmu.edu/ata/ata_extraction.html). When an
implementation is sufficiently constrained that modularization and coding patterns can be identified with
architectural elements, this can work well. Unfortunately, however, the technique is limited by an inher-
ent mismatch between static, code-based structures (such as classes and packages) and the run-time
structures that are the essence of most architectural descriptions. In particular, the actual run-time struc-
tures may not even be known until the program runs: clients and servers may come and go dynamically;
components not under direct control of the implementers may be dynamically loaded; etc.

A third technique—the one we are following here—is to determine the architecture of a system by exam-
ining its behavior at run time. Observations about its behavior can then be used to infer its dynamic ar-
chitecture. This approach has the advantages that in principal it appliesto any system that can be moni-
tored, it gives an accurate image of what is actually going on in the real system, it can accommodate sys-
tems whose architecture changes dynamically, and it imposes no a priori restrictions on system imple-
mentation or architectural style.
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There are anumber of hard technical challenges in making this technique work. The most seriousis find-
ing mechanisms to bridge the abstraction gap: in general, low-level system observations do not map di-
rectly to architectural actions. For example, the creation of an architectural connector might involve
many low level steps, and those actions might be interleaved with many other architecturally relevant
actions. Moreover, thereislikely no single architectural interpretation that will apply to all systems: dif-
ferent systems will use different runtime patterns to achieve the same architectural effect, and con-
versely, there are many possible architectural elements to which one might map the same low level
events.

We have devel oped a technique to solve the problem of dynamic architectural discovery for alarge class
of systems. The key is to provide aframework that allows the mapping of implementation styles to archi-
tecture styles. This mapping is defined as a set of conceptually concurrent state machines that are used at
run time to track the progress of the system and output architectural events when predefined run time
patterns are recognized. By parameterizing the framework by both architectural and implementation
styles, we are able to exploit regularity in systems while still providing flexibility in defining new ab-
straction mappings.

The system we have built to do thisis called DiscoTect [Yan 04]. Any approach that supports dynamic
discovery of architectures must be able to (a) observe a system’ s runtime behavior, (b) interpret that run-
time behavior in terms of architecturally meaningful events, and (c) represent the resulting architecture.
In DiscoTect we are primarily concerned with the second problem of bridging the abstraction gap be-
tween system observations and architectural effects.

In DiscoTect we adopt an approach illustrated in Figure 2. Monitored events arefirst filtered by atrace
engine to select the subset of system observations that must be considered. The resulting stream of events
isthen fed to a state engine The heart of this recognition engine is a state machine designed to recognize
interleaved patterns of runtime events and, when appropriate, to output a set of architectural operations.
Those operations are then fed to an architecture builder that incrementally creates the architecture, which
can then be displayed to a user or processed by architecture-analysis tools.

To handle the variahility of implementation strategies and possible architectural styles, we provide alan-
guage to define new mappings. Given a set of implementation conventions (an implementation style) and
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Figure 2. The DiscoTect Architecture
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avocabulary of architectural element types and operations (an architectural style), we provide a descrip-
tion that captures the way in which runtime events should be interpreted as operations on elements of the
architectural style. Thus each pairing of implementation style and architectural style hasits own map-
ping. A significant consegquence is that these mappings can be reused across programs that are imple-
mented in the same style.

We have used DiscoTect to recover the architecture of a number of systems, the largest of which are the
JBoss J2EE Server (http://www.jboss.org) and Sun’s J2EE Server (http://java.sun.com/j2eg/). Suchisthe
generality of our approach that we were able to reuse most of the effort in creating the JBoss mapping
when we analyzed Sun’s J2EE Server.

We are now working on recovering the architecture of systems writtenin C and C++, to test the general-
ity of our approach. Early results from this work appear promising. DiscoTect is showing tremendous
potential as atool to recover and monitor run-time architectures, a critical step in realizing architecture-
based run-time adaptation.
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