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1 Introduction

Organizations that are in the process of developing a Request for Proposal (RFP) have often
looked to existing sources for ideas on how to phrase language to cover a specific topic. They are
often disappointed to learn that the search for RFP languag@lesasa timeconsuming

exercise that involves searching across multiple publications that may or may not include the
topical information that they seek.

The Carnegie Mellon Software Engineering Instﬁu(SEI) has initiated an effort to compile

publicly available recommendations for RFP content and examples of language for RFP Sections

C, M, and L. The sources are referenced in the text and fully listed at the end of this document.

This paper was developed in response to Task 2.2.2 of the FY09 StSaiftgiare Improvement

Plan (SSIMP), which is the implementation plan for the Army Strategic Software Improvement
Program (ASSIP). Task 2.2.2 seeks to Adefine and
management evendgsd deliverables necessary to belirded in the Request for Proposal (RFP)

or the contract to support succelssful acquisitio

Please note that we have elected to discuss the specifics of Section M before L since that is the
order in which the effort is needleEvaluation factors are defined before one can complete the
Instructions to Offerorsso thatSection Ldirectly elicits information supporting Section M.

It should also be noted that the material is provided exactly as written in the original sandces,

there is no information in these sources regarding the effectiveness or appropriateness of the

language in a particular context. However, this information can serve as a starting point for

determining phrasing that will lead to desired results. Ttasguhge suggestions should be

tailored for organizational needs and in accorda
organizational policies and procedures.

We invite the community to provide additional examples of language and recommendations for
the sections covered by this document or for additional sections that it would be useful to add.
Send your comments and recommendationgfesurvey@sei.cmu.edu

Carnegie Mellon and Software Engineering Institute are trademarks of Carnegie Mellon University.

1  ASSIP is a long-term partnership among the Assistant Secretary of the Army (Acquisition, Logistics, and
Technology) (ASA(ALT)); the Armyo6és Program Executive Officers
( DRPMs) , and the SEI to dramatically improve tshe acquisition
Software Engineering Centers (SECs), Training and Doctrine Command (TRADOC), Army Test and Evaluation
Command (ATEC), and the Army CIO-G6 also participate in ASSIP. The ASSIP is focused on acquisition
programs, people, production/sustainment, and institutionalizing continuous improvement.

1 | CMU/SEI-2009-SR-008



2 Overview of RFP Sections C, M, and L

The government solicits proposals from potential offethrough the issuance of a solicitation. In
negotiated procurements, this document is called a Request for Proposal (RFP). The RFP includes
information necessary for the offerors to understand what the government is buying, what
information they must jmvide, and how their proposals will be evaluated [Army 2008].

The success of an acquisition is directly linked to the quality of the RFP. Awittin RFP will

. facilitate a fair competition

« limit criteria to discriminators that add value

« clearly detaiinformation required by the offerors

« clearly identify the evaluation and award criteria

e preserve the offerorsé flexibility to propose |
« convey a clear understanding of tievernmeri e2quirements

« specify areas where the offerors carkentechnical and cost tradeoffs in their proposals
[Army 2008]

Our focus on Sections,®, and L is based on the number of examples of publicly available
language that were available. Please note that we treat Section M before Section L because
understanthg the evaluation factongrecedesleveloping a list of required proposal information.

Uniform Contract Format

Section Title

Part 16 The Schedule

Solicitation/contract form

Supplies or services and prices/costs

Description/specifications/statement of work

Packaging and marking

Inspection and acceptance

Deliveries or performance

Contract administration data

IO |mMm|{o|O|®|>

Special contract requirements

Part 116 Contract Clauses

| ’ Contract clauses

Part 1116 List of Documents, Exhibits, and Other Attachments

J ‘ List of attachments
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Part IVd Representations and Instructions

K Representations, certifications, and other statements of offerors or
respondents

L Instructions, conditions, and notices to offerors or respondents

M Evaluation factors for award

[FAR]

Section Cis part ofPart 17 The Schedulef the typical RFPIn our search for publicly available
language, we founthat Section C providepublicly accessible and attributalidgguage in
sufficient quantity to be included in this documesaction C (includes Description/Specification/
Statement of Objectivg$SOO0) or Statement of WorkSOW) and containshe description of the
products to be delivered or the work to be performed under the contract. This section typically
includes thegovernmerd SOO (or SOW) and preliminary system performance specification
[DOD 2006].

Sectiond. and M are inPartIVd Representations and Instructior@ection Mof the RFP states

the evaluation factors that are used for selecting the contractor. Section M should be carefully

structured to address only those elements determined to be discriminators in the source selection

to select the béproposal with acceptable program rigkie most effective Section M evaluation

factors araneasurablerelevant to the program, traceable, with expected differentiation among

the offers, and underthéfoer or 6 s cont r ol cont@reaoytevatuation¥bcterdoo ul d not
subfactors for which there is not a corresponding request for proposal information in Section L. In
preparing Sections M and L, be aware of the proposal preparation time and page limitations. Ask

only for information thashould be readily available to offerors and that is necessary to

accomplish the source selectiewaluation [DOD 2006].

Section L of the RFP instructs the offerors on how to structure their proposal and what should be
included ineach proposal section. It needs to clearly identify the structure and composition of
each volume and section of the proposal and should track to the evaluation factors in Section M
[DOD 2006].

The technical definition of the computer software architectatedata metamodedstimated
sizing, throughput timing, and growth migration strategy also need to be defined as criteria in
Section L and in the offeroré6s proposal [SMC 200

The questions below help to develop the technical aspects of Section M and Section L [DOD
2006].

Example questions for developing specific software engineering -related criteria and
instructions for Sections M and L

1. How will the evaluation team establisha under st anding of th?e offeror

2. How can the evaluation team develop confidence
solutions will meet all technical requirements, including operational performance and
logistics/sustainment requirements?

3. Is the technical approad@mplemented within performance, cost, and schedule requirements?
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4. How will the evaluation team evaluate the syst#rsystems (SOS) or familgf-systems
(FOS) interfaces and integration issues on the program?

5. How will the evaluation team estaditi whether the specific plans for implementing and
managing the technical (i.software engineerings) and technical management processes
are based on company enterprise processes? Is there objective evidence of the capability or
maturity of these presses based on industry best practices? How will they be evaluated for
consistency and compatibility with tigevernmenri technical and management processes (as
defined in theSystems Engineering PI§SER)?

6. How will the evaluation team determine that the domain experience, past perforamace
process maturity of the specific project team, company subgroup, teammates, and
subcontractorproposed to execute the watkectly related to the program being bid?

7. How will the evaluation team understand whether the proposed technical sidution
adequately supported by studies, analyses, modeling and simulations, and demonstrations?

8. How will the evaluation team evaluate the fidelity and appropriateness of modeling and
simulationproposed for the project, and how will it be validated?

9. How will the evaluation team determine whether the offeror's proposed information
architecturglA) approach solution meets Department of Defense (DoD) requirements? How
will it do the same for any security safetyengineering requirements?

10. How will the evaluation team assess the maturityandappht i on of the offeroro
processes in the proposal reskssessment?

11. How will the evaluation team determine that the risdnagement approach proposed is
appropriate for the program being bid (for example, consistentampatible with the
governmeri sk management proces8s)

12. How will the evaluation team determine that technical cost and resources proposed for the
program are reasonable and realistic for the planned program approach?

How will the evaluation eam est abl i sh that the offerords pr
that the critical path(s) analysis is realistic [DOD 2006]?

NOTE: Forourdiscussion n t hi s r e ficending Istell&wria Property for3 ,

Government Use, we haircludedRFP Section 11 Contract Clause8ecause the acquisition of

rights to computer software and computer software documentation is a special interest in the
community, we have incorporated examples of Section | language that are relevant for acquiring
these rightsContracting officers are wellersed on the clauses that should be included to address
specific issues, but acquiring organizations should have some knowledge regarding clause content
and applicability. These clauses considgFefleral Acquisition Reguian (FAR), Defense

Federal Acquisition Regulation SupplemedEARS), and other local clauses, and are readily
available in those regulations. Section | incorporates the clauses by reference with the same force
and effect as if they were given in full text.
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3 Licensing Intellectual Property for Government Use

This sectionof this reporincludesexamples of contract clausgection l)that can beised in
RFPstodefinet he t ype( s) 0o ft hfgbvermmagmesiects broequires ehen
acquiring software and software docemtation. While contracting officers are responsible for
inserting contract clauses, data managers or other requirements personnel are responsible for
identifying thegovernmens minimum needdo do this, data managers and requirements
personnel must urgstand their options.

In addition to desired software performance, compatibility, or other technical considerations,

needs determinations should consi@etorssuch as multipleite or shared use requirements

whether thegovernmeri s s o f t w arceghiloa@phymwill equise the right to modify or

have third parties modify the softwaend any special computer software documentation
requirements. Due to the shared responsibility between data manager and contracting and the cost
associated with faires to understand options, the pertinent DFAB&ract clauses are shown

here to increase the understanding of those who are participating in RFP deve[Dyidient

2007}
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3.1 Deferred Delivery of Technical Data or Computer Software
3.1.1 Section C - SOW/SOO; Requirements

3.1.2 Section| - Contract Clauses

EXAMPLE 1

[DFARS 252.2277026]
As prescribed at 227.7188a) and 227.7208, use the following clause:
Deferred Delivery Of Technical Data Or Computer Software
(Apr 1988)

The Government shall have the right to require, at any time during the performance of this

contract, within two (2) years after either acceptance of all items (other than data or

computer software) to beetivered under this contract or termination of this contract,

whichever is later, delivery of any technical datacomputer software item identified in this
contract as fAdeferred deliveryofuhshhsachor comput
technical dataequired to be prepared by a subcontracoid pertaining to an item

obtained from him shall expire two (2) years after the date Contractor accepts the last

delivery of that item &m that subcontractdor use in performing this contract.

(End of clause)

GENERAL RECOMMENDATIONS

This clause applies to Technical Dated Computer Software/Documentati®teview the
complete text of DFAR227.71 and DFARS 227.72 ffipOD 2007}

+ Specific uses of 25227-7026

+ Clauses used in conjunction with 252.22026.

+ Clauses used iresad of 252.227026

3.1.3 Section M - Evaluation

3.1.4 Section L - Instructions to Offerors
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3.2 Deferred Ordering of Technical Data or Computer Software
3.2.1 Section C - SOW/SOO; Requirements

3.2.2 Section | - Contract Clauses
EXAMPLE 1
[DFARS252.2277027
As prescribed at 227.718&b) and 227.7208, use the following clause:
Deferred Ordering Of Technical Data Or Computer Software
(Apr 1988)

In addition to technical datar computer software specified elsewhere in this contract to be
delivered hereunder, the Government may, at any time during the performance of this
contract or within a period of three (3) years after acceptance of all items (other than
technical dateor computer software) to be delivered under this contract or the termination

of this contract, order any technical datacomputer software generated in the

performance of this contract or any subcontract hereand/hen the technical data

computer software is ordered, the Contractor shall be compensated for converting the data
or computer software into the prescribed form, for reproduction and delivery. The obligation
to deliver the teahical dataof a subcontractoand pertaining to an item obtained from him

shall expire three (3) years after the date the Contractor accepts the last delivery of that item
from that subcontractannder this contract. The Government's rights to use said data or
computer software shall be pursuant to the #fARi
Softwareo clause of this contract.

(End of clause)

GENERAL RECOMMENDATIONS

This clauseapplies to Technical Daand Computer Software/DocumentatRaview the
complete text of DFARR27.71 and 227.72 for:

+ Specific uses of 252.227027

+ Clauses used in conjunction with 252.22027

« Clauses used instead of 252.22027

3.2.3 Section M - Evaluation

3.2.4 Section L - Instructions to Offerors
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3.3 Identification and Assertion of Use, Release, or Disclosure Restrictions
3.3.1 Section C - SOW/SOO; Requirements

3.3.2 Section | - Contract Clauses
EXAMPLE 1
[DFARS 252.227.7017]

As prescribed i227.71033(b), 227.7104e)(2), and227.72033(a), use the following provision:

Identification And Assertion Of Use, Release, Or Disclosure Restridtioms1995)

(@) The terms used in this provisiare defined in following clause or clauses contained in
this solicitatiord

1) If a successful offeror will be required to deliver technical dtta Rights in
Technical Datd Noncommercial Items clause, or, if this solicitation
contemplates a contract under the Small Business Innovative Reé8BiEn
Program, the Rights in Noncommercial Technical Data and Computer
Softwar® Small Business InnovatiResearch (SBIR) Program clause.

2) If a successful offeror will not be required to deliver technical ddi&a Rights in
Noncommercial Computer Software and Nonotercial Computer Software
Documentatiorclause, or, if this solicitation contemplates a contract under the
SBIRProgram, the Rights in Noncommercial Technical Data and Computer
Softwaré® Small Business Innovatilesearch (SBIRProgram clause.

(b) The identification and assertiongeirements in this provision apply only to technical
data including computer software documentation, or computer software to be delivered
with other tharlUnlimited rights For contracts to bawarded under th&BIRProgram,
the notification and identification requirements do not apply to technicalatata
computer software that will be generated under the resulting conatfication and
identification is notequired for restrictions based solely on copyright.

(c) Offers submitted in response to this solicitation shall identify, to the extent known at the
time an offer is submitted to the Government, the technicalodatamputer software
that the Offeror, its subcontractoes suppliers, or potential subcontractoos suppliers,
assert should be furnished to the Government with restrictions on use, release, or
disclosure.

(d) The Offeror's assertia@ including the assertions of its subcontractmrsuppliers or
potential subcontractorsr suppliers, shall be submitted as an attachment to its offer in
the following format, dated and signed by an officiath@rized to contractually obligate
the Offeror:

Identification and Assertion of Restrictions the Government's Use, Release, or Disclosure of
Technical Data or Computer Software.

The Offeror asserts for itseliy the persons identified below, that the Government's rights to use,
release, or disclose the following technical dataomputer software should be restricted:
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http://www.acq.osd.mil/dpap/dars/dfars/html/current/227_71.htm#227.7103-3
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Technical Data or
Computer Software Name of Person
to beFurnished Basis for Asserted Rights Asserting
With Restrictions* Assertion** Category*** Restrictions****
(LIST) e (LIST) (LIST) (LIST)

*For technical datéother than computer software documentation) pertaining to items,
components, or processes developed at private expense, identify both the deliverable technical
dataand each such item, component, or prodésscomputer softwarer@aomputer software
documentation identify the software or documentation.

**Generally, development at private expense, either exclusively or partially, is the only basis for
asserting restrictiongor technical dateother than comger software documentation,

development refers to development of the item, component, or process to which the data pertain
The Government's rights in computer software documentation generally may not be reBwicted
computer software, development msféo the softwardndicate whether development was
accomplished exclusively or partially at private expetisievelopment was not accomplished at
private expense, or for computer software documentation, enter the specific basis for asserting
restrictins.

***Enter asserted rights category (e.Ggvernmenpurpose licensgghts from a prior contract,
rights in SBIRdata generated under another contract, limiestricted, okGovernment purpose
rightsunder this or a prior contract, or specially negotiated licenses).

****Corporation, individual, or other person, as appropriate.
***xx*Enter Anoneo wih bkersubmited withauttrestricions. s of t war e

Date
Printed Name and Title

Signature

(End of identification andssertion)

(e) An offeror's failure to submit, complete, or sign the notification and identification
required by paragraph (d) of this provision with its offer may render the offer ineligible
for award.

(H If the Offeror is awarded a contract, the assertiaentified in paragraph (d) of this
provision shall be listed in an attachment to that contidgbn request by the
Contracting Officeythe Offeror shall provide sufficient information to enabie
Contracting Officer to evaluate any listed assertion.

(End of provision)
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GENERAL RECOMMENDATIONS

This clause applies to both Technical Data and Computer Software/Documentation. Reviey the
complete text oDFARS227.71 and 227.72 for:

» Specific uses of 252.227017

+ Clauses used in conjunction with 252.2ZA117.
« Clauses used instead of 252.22¥17

3.3.3 Section M - Evaluation

3.3.4 Section L - Instructions to Offerors
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3.4 Limitations on the Use or Disclosure of Government -Furnished Information
Marked with Restrictive Legends

3.4.1 Section C - SOW/SOO; Requirements

3.4.2 Section | - Contract Clauses

EXAMPLE 1

[DFARS 252.2277025]

As prescribed ir227.71036(c), 227.7104f)(1), or227.72036(d), use the following clause:

Limitations On The Use Or Disclosure Of GovernrmEuntnished Information Marked With
Restrictive Legends

(Jun 1995)

(a) 1) For contracts requiring the delivery of technical data t h e Lidemse togse i
computer softwae and A Gover nméare defmadinphe Rightsini ght s
Technical Datd Noncommercial ltems clause of this contract.

2) For contracts that do not require the delivery of technical diita terms
AGovernment purposerigiis and A r e sot raircet edde friingehdt si n t he
in Noncommercial Computer Software and Noncommercial Computer Software
Documentation clause of this contract.

3) ForSBIRpr ogr am c¢ ont rLeensesaqse dorhpeter softwaias a i d
Arestriotederdghteed in the Rights in Non
and Computer SoftwadeSmall Business InnovatiVesearch (SBJRProgram
clause of this contract.

(b) Technical dataor computer software provided to t@®ntractor asGovernment
furnished informatioffGFI) under this contract may be subject to restrictions on use,
modification, reproduction, release, performance, display, or further disclosure.

1) GFI markedwith limited or restricted righttegendsThe Contractor shall use,
modify, reproduce, perform, or display technical dageeived from the
Government witl.icense to use computer softwéggends or computer
software received with restricted righeggends only in the performance of this
contract The Contractor shall not, without the express written permigsidine
party whose name appears in the legend, release or disclose such data or
software to any person.

2) GFI marked withGovernment purpose rightsgendsThe Contractor shall use
technical dataor computer software received from the Government with
Government purpose righisgends foxGovernmenpurposes onlyThe
Contractor shall not, without the express written permission of the party whose
name appears in the restrictive legend, use, modify, reproduce, release, perform,
or display such data or software for any commercial purpose or disclose such
data or software to a person other than its subcontractrppliers, or
prospective subcontractos suppliers, who require the data or software to
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3)

submit offers for, or perform, contracts under this contrBdir to disclosing
the data or software, the Contractor shall require the persons to whom
disclosure will be made to complete and sign the-disclosure agreemeat
227.71037 of the Defense Federal Acquisition Regulation Supplement
(DFARS.

GFI marked with specially negotiated licengghts legendsThe Contractor
shall use, modify, reproduce, release, perform, or display technicabdata
computer software received from the Government with specially negotiated
licenselegends only as permitted in the licenSach data or software may not
be released or disclosed to other persons unless permitted by the doehse
prior to release or disclosure, the intended recipient has completed the non
disclosure agreemeat DFARS227.71037. The Contractor shall modify
paragraph (1)(c) of the nedisclosure agreemet reflect the recipient's
obligations regarding use, maodification, reproduction, release, performance,
display, and disclage of the data or software.

(c) Indemnificationand creation of third party beneficiary righfBhe Contractor agreés

1)

To indemnify and hold harmless the Government, its agents, and emgtogees
every claim or liability, including attorneys fees, court costs, and expenses,
arising out of, or in any way related to, the misuse or unauthorized modification,
reproduction, release, performance, display, or disclosure of technical data or
computersoftware received from the Government with restrictive legends by the
Contractor or any person to whom the Contractor has released or disclosed such
data or software; and

2) That the party whose name appears on the restrictive legend, in addition to any

othe rights it may have, is a third party beneficiary who has the right of direct
action against the Contractor, or any person to whom the Contractor has
released or disclosed such data or software, for the unauthorized duplication,
release, or disclosure ¢échnical data or computer software subject to
restrictive legends.

(End of clause)

GENERAL RECOMMENDATIONS

This clause applies to both Technical Data and Computer Software/Documentation. Revieyw the

complete text of DFAR27.71 and 227.72 for:

+ Specific uses of 252.22025
+ Clauses used in conjunction with 252.22025.
+ Clauses used instead of 252.22025

3.4.3

Section M - Evaluation

3.4.4 Section L - Instructions to Offerors
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EXAMPLE 1

Attachment CDX to Volume XTechnical Data Restrictiofg SAF 2005]

Pursuant to DFARS provision 252.221@13, list any data which the Offeror proposes to
deliver with other than unlimited rights, and define the limitations it proposes to apply (e.g.,
limited rights, GovernmerRurpose License Rights, etc.). If the Offeror notifies the
Government that technical data will be delivered with other than unlimited rights, the notice
shall be accompanied by the representation found in DFARS 252073(j), and shall be
included hereinFor all such instances, include:

Name of party claiming rights in data (the prime or subcontractor)
Type of items, components, processes or computer software
Description of technical data or computer software

Type of Government rights restrictions
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3.5

Rights in Bid or Proposal Information

3.5.1 Section C - SOW/SOO; Requirements

3.5.2 Section | - Contract Clauses

EXAMPLE 1

[DFARS 252.2277016]

As prescribed i227.71036(e)(1),227.7104e)(1), or227.72036(b), use the following
clause:

Rights In Bid Or Proposal Information
(Jun 1995)
Definitions

For contracts that require the delivery of technical datat he t er mso fidarecc hni c al d

Acomputer softwareo ar e de B Naonmmmercial ltamh e

clause of this contract or, if this is a contract awarded undeSBHERProgram, the Rights
in Noncommercial Technical Data and Computer Softé&mall Businesshovative
Research (SBIRProgram clause of this contract.

(2) For contracts that do not require tlkelivery of technicaldata t he t er m
softwareodo is defined in the Rights i
Computer Software Documentatiolause of this contract or, if this is a contract

awarded under thésBIR Rogram, the Rights in Noncommercial Technical Data and
Computer Softwake Small Business InnovatiWesearch (SBIRProgram clause of this

contract.

(b) Government rights prior to contract awar8y submission of its offer, the Offeror
agrees that the Governmént

(1) May reproduce the bid or proposal, or any portions thereof, to the extensaeges

to evaluate the offer.

(2) Except as provided in paragraph (d) of this clause, shall use information contained
in the bid or proposal only for evaluation purposes and shall not disclose, directly
or indirectly, such information to any person includpmential evaluators, unless

Right s

omput e
Noncom

that person has been authorized by the head of the agency, his or her designee, or

the Contracting Officeto receive such information.
(c) Government rights subsequent to contract awals Contractoagree®

(1) Except as provided in paragraphs (c)(2), (d), and (e) of this clause, the Government
shall have theights to use, modify, reproduce, release, perform, display, or disclose

informationcontained in the Cordctor's bid or proposal within the Government
The Government shall not release, perform, display, or disclose such information

outside the Government without the Contractor's written permission

(2) TheGo v e r n nghtatd Wse, modify, reproduce, release, perform, display, or

disclose informatiothat is technical datar computer software required to be
delivered under this contract are determined by the Rights in Technicad Data
Noncommercial Items, Rights in Noncommercial Computer Software and
Noncommercial Computer Software DocumentatmrRights in Noncommercial
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(d)

(e)

(f)

Technical Data and Computer Softwdr8mall Business Innovatiesearch
(SBIR Program clause(s) of this contract.

Governmenturnished informatiofGFI). The Government's rights with respect to
technical dataor computer software contained in the Contractor's bid or proposal that
were provided to the Contractor by the Government are subject only to restrictions on
use, modification, reproduction, release, performance, display, or disclosure, if any,
imposed byhe developer or licensor of such data or software.

Information available without restrictionghe Government's rights to use, modify,
reproduce, release, perform, display, or, disclose information contained in a bid or
proposal, including technical datar computer software, and to permit others to do so,
shall not be restricted in any manner if such information has been released or disclosed
to the Government or to other persons without restrictions other than a release or
disclosire resulting from the sale, transfer, or other assignment of interest in the
information to another party or the sale or transfer of some or all of a business entity or
its assets to another party.

Flowdown The Contractor shall includédnis clause in all subcontracts or similar
contractual instruments and require its subcontractorsuppliers to do so without
alteration, except to identify the parties.

(End of clause)

This clause applies tooth Technical Data and Computer Software/Documentd@eview the
complete text of DFAR27.71and 227.7Zor:

+ Specific uses of 252.227016

+ Clauses used in conjunction with 252.2ZAY16.

« Clauses used instead of 252.22¥16

GENERAL RECOMMENDATIONS

3.5.3

354

Section M - Evaluation

Section L - Instructions to Offerors
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3.6 Rights in Noncommercial Computer Software  and Noncommercial Computer
Software Documentation

3.6.1 Section C - SOW/SOO; Requirements
3.6.2 Section | - Contract Clauses
EXAMPLE 1

[DFARS 252.2277014]

Rightsin Noncommercial Computer Software And Noncommercial Computer Software

Documentation

(a) Definitions As used in this clause:

(1)

(@)
@)

(4)

(5)

(6)

0}
(i)
(i)

(iv)

(i)

AiCommerciak o mput er softwareodo means software

nonGovernmerdl purposes whiah
Has been sold, leased, or licensed to the public;
Has been offered for sale, lease, or licettsthe public;

Has nd been offered, sold, leased, or licensed to the public but will be available
for commercial sale, lease, or licensetiime to satisfy the delivery requirements
of this contract; or

Satisfies a criterion expressadparagraph (a)(1)(i), (i), or (iii) of this clause
and would require only minor modification to meet the requirements of this
contract.

dev

AComput erd dreetaantbsasae col l ection of recorded dz¢

being processed by a computer. The term does not include computer software.

AComput erd premaqirsam set of instructions,
form that is capable of causing a computer to perform aifspeperation or series
of operations.

AComput er s odompuarpegrams) soaroecod®urce coddstings,
object code listings, design details, algorithms, proegsfow charts, formulae, and
related material that would enable the software to be reproduced, recreated, or
recompiled. Computer software does not include computer databases or computer
software documentation.

AComputer soft warnee achosc womenretrdtsi aormanual s,
installation instructions, operating instructions, and other similar items, regardless

of storage medium, that explain the capabilities of the computer software or provide
instructions ér using the software.

ADeved omeads t hat

A computer program has been successfully operated in a computer and tested to
the extent sufficient to demonstrate to reasonable persons skilled in the art that
the program can reasonably be expected to perform its intended purpose
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(i) Computer software, other than computer programs, has been tested or analyzed
to the extent sufficient to demonstrate to reasonable persons skilled in the art
that the software can reasonably be expected to perform its intended punpose

(i) Computer software documentatimequired to be delivered under a contract has
been written, in any medium, in sufficient detail to comply with requirements
under that contract.

(7) fADewloped exclusively at private expediseme ans devel opment was ac
entirely with costs charged to indirect cost pools, costs not allocated to a
Governmentontract, or any combination theof.

® Private expense determinatiosisould be made at the lowest practicable level.

(i) Under fixedprice contracts, when total costs are greater than the-fixed
price or ceiling price of the contract, the additional development costs necessary
to complete development shall not be considered when determining whether
development was &overnment, private, or mixed expense.

B8 nDevel oped eGovelnmenfund® | mewnshdevel opment was
accomplished exclusively or partially at private expense.

9 nDevel oped ndingd hmena xe dddwel opment was accomp
with costs charged to indirect cost pools and/or costs not allocateGtivarnment
contract, and partially with costs charged directly tGavernmentontract.

(10) AGovernmeat mpanpoawvy activity in which the
a party, including cooperative agreements with international or maltional
defense organizatiors sales or transfers by the United States Government to
foreignGovernmens or international organizationssovermnment purposes include
competitive procurement, but do not include the rights to use, modify, reproduce,
release, perform, display, or disclose computer software or computer software
documentation for commercial purposes or authorize others to do so.

(11) A Go wreentpurposerights means téhe rights to

® Use, modify, reproduce, release, perform, display, or disclose computer software
or computer software documentation within the Government without restriction;
and

(i) Release or disclose computer software or computer software documentation
outside the Government and authorize persons to whom release or disclosure
has been made to use, modify, reproduce, release, perform, display, or disclose
the software or documentatidor United State&overnmenpurposes.

(12) AMinor modificatodd means a modi fi cation trioat does nc
Governmentafunction or purpose of the software or is of the type customarily
provided inthe commercial marketplace.

(A3) ANoncommerci al & omgpants rs cfotfwawaea et hat does n
commercial computer software under paragraph (a)(1) of this clause.

(14) fARestri otappdiyglonsdy to noncommerci al comput
Government's rights &

® Use a computer program with one computer at one time. The program may not
be accessed by more than one terminal or central processing uniteoshianed
unless otherwise permitted by this contract;
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(i) Transfer a computer prograto another Government agency without the further
permission of the Contractor if the transferor destroys all copies of the program
and related computer software documentation in its possession and notifies the
licensor of the transfer. Transferred programemain subject to the provisions
of this clause;

(i) Make the minimum number of copies of the computer software required for
safekeeping (archive), backup, or modification purposes;

(iv)  Modify computer software provided that the Governmen®may

(A)  Use the modifiedoftware only as provided in paragraphs (a)(14)(i) and
(iii) of this clause; and

(B) Not release or disclose the modified software except as provided in
paragraphs (a)(14)(ii), (v) and (vi) of this clause;

(v)  Permit contractors or subcontractoperforming service contrac{see 37.101
of the Federal Acquisition Regulation) in support of this or a related contract to
use computer software to diagnose and ecrdeficiencies in a computer
program, to modify computer software to enable a computer program to be
combined with, adapted to, or merged with other computer programs or when
necessary to respond to urgent tactical situations, provideé that

(A) The Governnm notifies the party which has granted restricted rights
that a release or disclosure to particular contractors or subcontractors
was made;

(B)  Such contractors or subcontractaee subject to the use and rRon
disclosure agreemeat 227.71037 of the DFAR®r are Government
contractors receiving access to the software for performance of a
Government contract that contains the clause at DFARS 257225,
Limitations on the Use or Disclosure of GovernrAemtnished
Information Marked with Restrictive Legeand

(C)  The Government shall not permit the recipient to decompile,
disassemble, or reverse engineer the softwarese software
decompiled, disassembled,reverse engineered by the Government
pursuant to paragraph (a)(14)(iv) of this clause, for any other purpose;
and

(D)  Such use is subject to the limitation in paragraph (a)(14)(i) of this
clause; and

(vi)  Permit contractors or subcontractoperforming emergency repairs or overhaul
of items or components of items procured under this or a related contract to use
the computer software when necessary to perform the repairs or overhaul, or to
modify the comyter software to reflect the repairs or overhaul made, provided
thatd

(A)  The intended recipient is subject to the use anddistiosure
agreemenat DFARS227.71037 or is a Government contractor
receiving accesto the software for performance of a Government
contract that contains the clause at DFARS 2522275, Limitations
on the Use or Disclosure of Governmé&irnished Information Marked
with Restrictive Legengdand
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(B) The Government shall not permit the recipienD&compile,
disassemble, or reverse engineer softwaraise software decompiled,
disassembled, or reverse engineered by the Government putsuant
paragraph (a)(14)(iv) of this clause, for any other purpose.

(15) AUnlimitedright® means rights to use, modi fy, repro
or disclose computer software or computer software documentatishole or in
part, in any manner and for any purpose whatsoever, and to have or authorize others
to do so.

(b) Rights in computer software or computer software documentation. The Contractor grants or
shall obtain for the Government the following royaltyefresorldwide, nonexclusive,
irrevocable licenseights in noncommercial computer software or computer software
documentation. All rights not granted to the Government are retained by the Contractor.

(1)  Unlimited rights. The Government shall haldnlimited rightsind
(i)  Computer software developed exclusively with Government funds;
(i) Computer software documentatimquired to be delivered under this contract;

(i) Corrections or changes to computer software or computer software
documentation furnished to the Contractor by the Government;

(iv)  Computer software or computer software documentation that is otherwise
publicly availableor has been released or disclosed by the Contractor or
subcontractowithout restriction on further use, release or disclosure, other
than a release or disclosure resulting from the sale, transfer, or other
assignment of interest in the software to another party or the sale or transfer of
some or all of a business entityits assets to another party;

(v)  Computer software or computer software documentation obtained with
Unlimited rightsunder another Government contract or as a result of
negotiations; or

(vi)  Computer software or computesfsvare documentation furnished to the
Government, under this or any other Government contract or subcontract there
under wittd

(A) Restricted rightsn computer softward,icense to use computer
softwarein technical dataor Governmenpurpose licenseghts and
the restrictive conditions have expired; or

(B) Government purposgghts and the Contractor's exclusive right to use
such software or documentation for commercial purposes have expired.

(2)  Government purpose rights

(i)  Except as provided in pareaph (b)(1) of this clause, the Government shall
haveGovernment purpose righits computer software developed with mixed
funding.

(i)  Government purpose righshall remain in #ect for a period of five years
unless a different period has been negotiated. Upon expiration of theetiver
other negotiated perigdhe Government shall haunlimited rightsin the
computer software or computer software documentationGwernment
purpose rightgperiod shall commence upon execution of the contract,
subcontract, letter contract (or similar contractual instrument), cacttr
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moadification, or option exercise that required development of the computer
software.

(i) The Government shall not release or disclose computer software in which it has
Government purpose rights any other personnles$

(A)  Prior to release or disclosure, the intended recipient is subject to the use
and nondisclosure agreemenat DFARS227.71037; or

(B)  The recipient is a Government contractor receiving access to the
software or documentation for performance of a Government contract
that contains the clause at DFARS2.2277025, Limitations on the
Use or Disclosure of Government Furnished Information Marked with
Restrictive Legends.

(3) Restricted rights

(i)  The Government shall have restricted rigihtoncommercial computer
software required to be delivered or otherwise provided to the Government
under this contract that were deleped exclusively at private expense.

(i) The Contractor, its subcontractgrsr suppliers are not required to provide the
Government additional rights in noncommercial computer softaaligeredor
otherwise provided to the Government with restricted rightavever, if the
Government desires to obtain additional rights in such software, the Contractor
agrees to promptly enter into negotiations with the t€ating Officerto
determine whether there are acceptable terms for transferring such rights. All
noncommercial computer software in which the Contractor has granted the
Government additional rightshall be listed or described in a licersgreement
made part of the contract (see paragraph (b)(4) of this clause). The liskalte
enumerate the additionaightsgranted the Government.

(4)  Specifically negotiated licensights.

()  The standard licensdghts granted to the Government under maphs (b)(1)
through (b)(3) of this clause, including the period during which the Government
shall haveGovernment purpose righits computer software, may be modified by
mutual agreement to provide such rightdfaes parties consider appropriate but
shall not provide the Government lesser rights in computer software than are
enumerated in paragraph (a)(14) of this clause or lesser rights in computer
software documentation than are enumerated in paragraph (a)(1B& &tights
in Technical Datd Noncommercial Items clause of this contract.

(i) Any rights so negotiated shall be identified in a licesxpeement made part of
this contract.

(5)  Prior Governmentights. Computer software or computer software documentation
that will be delivered, furnished, or otherwise provided to the Government under this
contract, in which the Government has previously obtained rights shdéllvered,
furnished, or provided with the pexisting rights, unlegs

(i)  The parties have agreed otherwise; or

(ii) Any restrictions on the Government's rights to use, modify, reproduce, release,
perform, display, or disclose the data have expired or no longeya

(6) Release from liability. The Contractor agrees to release the Government from
liability for any release or disclosure of computer software made in accordance with
paragraph (a)(14) or (b)(2)(iii) of this clause, in accordance with the terms of a

20 | CMU/SEI-2009-SR-008



licensenegotiated under paragraph (b)(4) of this clause, or by others to whom the
recipient has released or disclosed the software, and to seek relief solely from the
party who has improperly used, modified, reproducel@ased, performed,

displayed, or disclosed Contractor software marked with restrictive legends.

(c) Rights in derivativeomputer software or computer software documentation. The
Government shall retain its rights the unchanged portions of any computer software or
computer software documentation delivered under this contract that the Contractor uses to
prepare, or includes in, derivative computer software or computer software documentation.

(d) Third party copyrightedomputer software or computer software documentation. The
Contractor shall not, without the written approval of the Contracting Officeorporate any
copyrighted compet software or computer software documentation in the software or
documentation to be delivered under this contract unless the Contractor is the copyright
owneror has obtained for the Government theehiserights necessary to perfect a licerme
licenses in the deliverable software or documentation of the appropriate scope set forth in
paragraph (b) of this clause, andiqr to delivery of sucé

(1) Computer software, has provided a statement of the licégigs obtained in a form
acceptable to the Contracting Officer

(2) Computer software documentatjdras affixed to the transmittal document a
statement of the licensights obtained.

(e) ldentification and delivery of computer software and computer software documentaten to b
furnished with restrictions on use, release, or disclosure.

(1) This paragraph does not apply to restrictions based solely on copyright.

(2)  Except as provided in paragraph (e)(3) of this clause, computer software that the
Contractor asserts should be furnisitedhe Government with restrictions on use,
release, or disclosure is identified in an attachment to this contract (the Attachment).
The Contractor shall not deliver any software with restrictive markimjgsss the
software is listed on the Attachment.

(3) In addition to the assertions made in the Attachment, other assertions may be
identifiedafter award when based on new information or inadvertent omissions
unless the inadvertenmissions would have materially affected the source selection
decision. Such identification and assertion shall be submitted to the Contracting
Officeras soon as practicable prior to the scheduled @iatelelivery of the
software, in the following format, and signed by an official authorized to
contractually obligate the Contractor:

Identification and Assertion of Restrictionns the Government's Use, Release, or Disclosure
of Computer Software.

The Contractor asserts for itself, or the persons identified below, that the Government's rights
to use, release, or disclose the following computer software should be restricted:

Computer Software Name of Person
to be Furnished Basis for Asserted Rights Asserting

With Restrictions* Assertion** Category*** Restrictions****
(LIST) (LIST) (LIST) (LIST)
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*Generally, development at private expense, either exclusivgdgrtially, is the only basis
for asserting restrictions on the Government's rights to use, release, or disclose computer
software.

**|ndicate whether development was exclusively or partially at private expense. If
development was not at private expensegreihe specific reason for asserting that the
Government's rights should be restricted.

***Enter asserted rights category (e.g., restricteovernment purpose righits computer
software,Governmenpurpose licensaghtsfrom a prior contract, rights in SBIgbftware
generated under another contract, or specifically negotiated ligenses

****Corporation, individual, or other person, as appropriate.

Date

Printed Name and Title

Signature

(End of identificatiorand assertion)

(4)  When requested by the Contracting Offij¢ee Contractor shall provide sufficient
information to enabl¢he Contracting Officer to evaluate the Contractor's
assertions. The Contracting Officer reserves the right to add the Contractor's
assertions to the Attachment and validate any listed assertion, at a later date, in
accordance with the procedures of theitfation of Asserted Restrictiofis
Computer Software clause of this contract.

(H Marking requirements. The Contractor, and its subcontractorsuppliers, may only assert
restrictions on the Govament's rights to use, modify, reproduce, release, perform, display,
or disclose computer software by markthg deliverable software or documentation subject
to restriction. Except as provided in paragraph (f)(b}ros clause, only the following
legends are authorized under this contract: @@/ernment purpose righlisgend at
paragraph (f)(2) of this clause; the restricted riglggend at paragraph (f)(3) of this clause;
or the special licenseghts legend at paragraph (f)(4) of this clause; and/or a notice of
copyright as prescribed under 17 U.S.C. 401 or 402.

(1)  General markingnstructions The Contractor, or its subcontractoos suppliers,
shall conspicuously and legibly mark the appropriate legend on all computer
software that qualify for such markings. The authorized legends shall be placed on
the transmittal document or software storage container and each page, or portions
thereof, of printed material containing computer software for which restrictions are
asserted. Computer software transmitted directly from one computer or computer
terminal to another shall contain a notice of asserted restrictions. However,
instructions hat interfere with or delay the operation of computer software in order
to display a restrictive rights legend or other liceststement at any time prior to or
during use of the computer software, or otherwiseseauch interference or delay,
shall not be inserted in software that will or might be used in combat or situations
that simulate combat conditions, unless the Contracting OSigeitten permission
to deliver such software bdbeen obtained prior to delivery. Reproductions of
computer software or any portions thereof subject to asserted restrictions, shall also
reproduce the asserted restrictions.

22 | CMU/SEI-2009-SR-008



(2)  Government purpose rights marking®mputer software delivered or otherwise
furnished to the Government wiBovernment purpose righshall be marked as
follows:

GOVERNMENT PURPOSE RIGHTS

Contract No.
Contractor Name

Contractor Address

Expiration Date

The Government's rights to use, modify, reproduce, release, perform, display, or disclose this
software are restricted by paragraph (b)(2) of the Rights in Noncommercial Computer
Software and Noncommercial Computer Software Docurtientelause contained in the

above identified contract. No restrictions apply after the expiration date shown above. Any
reproduction of the software or portions thereof marked with this legend must also reproduce
the markings.

(Endof legend)

(3) Restricted rights markingSoftware delivered or otherwise furnished to the
Government with restricted righshall be marked with the following legend

RESTRICTED RIGHTS

Contract No.
Contractor Name

Contractor Address

The Government's rights to use, modify, reproduce, release, perform, display, or disclose this
softwareare restricted by paragraph (b)(3) of the Rights in Noncommercial Computer
Software and Noncommercial Computer Software Documentelémise contained in the

above identified contract. Any reproduction of computer software or pottiensof marked

with this legend must also reproduce the markings. Any person, other than the Government,
who has been provided access to saftware must promptly notify the above named
Contractor.

(End of legend)
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(4)

(5)

(i)

(ii)

Special license rights markings

Computer software or computer software documentation in which the
Government's rights stem from a specifically negotiated liceimsébe marked
with the following legend

SPECIAL LICENSE RIGHTS

The Government's rights to use, modify, reproduce, release, perforn
display, or disclose these data are restricted by Contract No. (
contract number)___ | License No. ____ (Insert Beggtentifier) .
Any reproduction of computer software, computer software
documentation, or portions thereof marked with this legend must als
reproduce the markings.

(End of legend)

For purposes of this clause, special licenses do not in€bmlernnent purpose
licenserights acquired under a prior contract (see paragraph (b)(5) of this
clause).

Pre-existing markingslf the terms of a prior contract or licenpermitted the
Contractor to restrict the Government's rights to use, modify, release, perform,
display, or dsclose computer software or computer software documentation and
those restrictions are still applicable, the Contractor may mark such software or
documentation with the appropriate restrictive legend for which the software
qualified under the prior contii or license The markingrocedures in paragraph
(N(2) of this clause shall be followed.

(g) Contractor procedures and recordshroughout performance of this contract, the Contractor
and its subcontractorsr suppliers that will deliver computer software or computer software
documentation with other thagnlimited rights shalb

1)
)

Have, maintain, and follow written procedures sufficient to assure that restrictive
markingsare used only when authorized by the terms of this clause; and

Maintain records sufficietrto justify the validity of any restrictivearkings on
computer software or computer software documentation delivered under this
contract.

(h) Removal of unjustifiednd nonconfoning markings

(1)

(2)

Unjustified computer software or computer softwaoeumentation markings. The
rights and obligations of the parties regarding the validation of restrictivekings

on computer software or computer software documentation furnished or to be
furnished under this contract are contained in the Validation of Asserted
Restriction§ ComputerSoftware and the Validation of Restrictive Markings on
Technical Data clauses of this contract, respectively. Notwithstanding any provision
of this contract concerning inspection and acceptance, the Government may ignore
or, at the Contractor's expens@reect or strike a markingf, in accordance with the
procedures of those clauses, a restrictive marigrdgtermined to be unjustified

Nonconformingcomputer software or computer software documentation markings. A
nonconforming marking a marking placed on computer software or computer
software documentatn delivered or otherwise furnished to the Government under
this contract that is not in the format authorized by this contract. Correction of
nonconforming markings not subject to the Validation of Asserted Retshnsd
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Computer Software or the Validation of Restrictive Markings on Technical Data
clause of this contract. If the Contracting Officentifies the Contractor of a
nonconforming markingr markings and the Contractor fails to remove or correct
such markingsvithin sixty (60) days, the Government may ignore or, at the
Contractor's expense, remove or correct any nonconforming markings.

(i) Relation to patents. Nothing contained in this clause shall imply a li¢eriie Goernment
under any patent or be construed as affecting the scope of any larentber right
otherwise granted to the Government under any patent.

() Limitation on charges for rights in computer softwarecomputer software documentation.

(1)

)

i)
(ii)

(iii)

(iv)

The Contractor shall not charge to this contract any cost, including but not limited to
license fees, royalties, or similar charges, for rights in computer software or
computer software documigtion to be delivered under this contract wiien

The Government has acquired, by any means, the same or greater rights in the
software or documentation; or

The software or documentation is available to the public without restrictions.
The limitation in paagraph (j)(1) of this claus®

Includes costs charged by a subcontractosupplier, at any tier, or costs
incurred by the Contractor to acquire rights in subcontradosupplier

computer software or computsoftware documentation, if the subcontraator
supplier has been paid for such rights under any other Government contract or
under a licenseonveying the rights to the Government; and

Doesnot include the reasonable costs of reproducing, handling, or mailing the
documents or other media in which the software or documentation will be
delivered.

(k) Applicability to subcontractorsr suppliers

@)

(4)

(5)

(6)

Whenever any honcommercial computer software or computer software
documentation is to be obtained from a subcontragt@upplier for delivery to the
Government under this contract, the @awctor shall use this same clause in its
subcontracts or other contractual instruments, and require its subcontramtors
suppliers to do so, without alteration, except to identify the parties. No other clause
shall be used to enlaegor diminish the Government's, the Contractor's, or a higher
tier subcontractos or supplier's rights in a subcontrac®or supplier's computer
software or computer software documentation.

The Contractor anthigher tier subcontractorsr suppliers shall not use their power
to award contracts as economic leverage to obtain rights in computer software or
computer software documentation from their subcontracpripgiers.

The Contractor shall ensure that subcontraatosupplier rights are recognized and
protected in the identification, assertion, and delivery processes required by
paragraph (e) of this clause.

In no event shall the Contractase its obligation to recognize and protect
subcontractoror supplier rights in computer software or computer software
documentation as an excuse for failing to satisfy its contractual obligation to the
Government.

(End of clause)
Alternate | (Jun 1995)
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As prescribed in 227.726&a)(2), add the following paragraph (l) to the basic clause:
(I) Publication for sale

(1) This paragraph only applies to computer software or computer software
documentation in which the Government has obtadnited rightsor a license
to make an unrestricteglease of the software or documentation.

(2) The Government shall not publish a deliverable item or items of computer software
or computer software documentatiimientified in this contract as being subject to
paragrgph (1) of this clause or authorize others to publish such software or
documentation on its behalf if, prior to publication for sale by the Government and
within twentyfour (24) months following the date specified in this contract for
delivery of such softare or documentation, or the removal of any national security
or export control restrictions, whichever is later, fBentractorpublishes that item
or items for sale and promptly notifies the Contracting Offafesuch publication(s).
Any such publication shall include a notice identifying the number of this contract
and the Government's rights in the published software or documentation.

(3) This limitation on the Government's right to publish for sale shallicoatas long as
the software or documentation is reasonably available to the public for purchase.

GENERAL RECOMMENDATIONS

This clause applies to Computer Software/Documentafexiew the complete text of DFARS
227.72 for:

+ Specific uses a252.2277014

» Clauses used in conjunction with 252.2ZA714.

+ Clauses used instead of 252.22014

3.6.3 Section M - Evaluation

EXAMPLE 1

In evaluating the Data Rightmd Patent Rights, the Government will use information in the
proposal to assess the extent to which the rights in technica{T@a)acomputer software

(CS), computer software documentation (CSD), and inventions/patents offdred to
Government ensure unimpeded, innovative, and cost effective production, operation,
maintenance, and upgrade of the [SYSTEM NAME] throughout its life cycle; allow for open
and competitive procurement of [SYSTEM NAME] enhancements; and permit ther tohnsf
the [SYSTEM NAME] neproprietaryobject code and source cotieother contractors for

use on other systems or platforms.

3.6.4 Section L - Instructions to Offerors
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3.7 Rights in Noncommercial Technical Data  and Computer Software 6 Small
Business Innovation Research (SBIR) Program

3.7.1 Section C - SOW/SOO; Requirements

3.7.2 Section | - Contract Clauses

EXAMPLE 1
[DFARS 252.2277018]

As prescribed i227.7104a), use the following clause:

Rights In Noncommercial Technical Data And Computer Softva@mall Business
Innovation Research (SB)JRProgram

(Jun 1995)
(a) Definitions As used in this clause:

(1) ACommercial computer softwaredo means soft wal
non-Governmentapurposesvhichd

(i)  Has been sold, leased, or licensed to the public;
(i) Has been offered for sale, lease, or licettsthe public;

(i) Has not been offered, sold, leased, or licensed to the public but will be available
for commercial sale, lease, or liceriseiime to satisfy the delivery requirements
of this contract; or

(iv)  Satisfies a criterion expressed in paragraph (a)(1)(i), (i), or (iii) of this clause
and would require only minor modification to meet the requirements of this
contract.

(2) AComput ermedns & @lecian ®f recorded data in a form capable of being
processedby a computerThe term does not include computer software.

3 AComputer programd means a set of instructi
form that is capable of causing a computer to perform a specific operation or series
of operations.

(4) A Co mp ufttewa rs e@omputeapnograms, source codurce codéstings,
object code listings, design details, algorithms, processes, flow charts, formulae, and
related material thatvould enable the software to be reproduced, recreated, or
recompiled Computer software does not include computer databases or computer
software documentation.

5) AComputer soft vwarnme athosc wmesrasedstsiaramis,n u a |
installation instructions, operating instructions, and other similar items, regardless
of storage medium, that explain the capabilities of the computer software or provide
instructions for using the software.

(6) fADetail ed mapnruofcaecstsu rdiantga 0o rntleabdessribgétieec hni cal d:
steps, sequences, and conditions of manufacturing, processing or assembly used by
the manufacturer to produce an item or component or to perform a process.

(7) fDeved omeédans

27 | CMU/SEI-2009-SR-008


http://www.acq.osd.mil/dpap/dars/dfars/html/current/227_71.htm#227.7104

® (Applicable to technical datather than computer software documentatidm)
item, component, or process, exists and is workdlbles, the item or
component must have been constructed optbeess practicedVorkability is
generally established when the item, component, or process has been analyzed
or tested sufficiently to demonstrate to reasonable people skilled in the
applicable art that there is a high probability that it will operateiatended
Whether, how much, and what type of analysis or testing is required to establish
workability depends on the nature of the item, component, or process, and the
state oftheartTo be considered Adeveloped, 0 the i
neednot be at the stage where it could be offered for sale or sold on the
commercial market, nor must the item, component or process be actually
reduced to practice within the meaning of Title 35 of the United States Code;

(i) A computer program has been sucadsbperated in a computer and tested to
the extent sufficient to demonstrate to reasonable persons skilled in the art that
the program can reasonably be expected to perform its intended purpose

(i) Computer software, ber than computer programs, has been tested or analyzed
to the extent sufficient to demonstrate to reasonable persons skilled in the art
that the software can reasonably be expected to perform its intended purpose
or

(iv)  Computer software documentaticeguired to be delivered under a contract has
been written, in any medium, in sufficient detail to comply with requirements
under that contract.

B8 nDeveloped exclusdvmégnatdevehbVapmenrkpwas ac
entirely with costs charged to indirect cost pools, costs not allocated to a
Governmentontract, or any combination thereof.

(i)  Private expense determinatisshould be made at the lowest practicable level.

(i) Under fixedprice contracts, when total costs are greater than the-fixed
price or ceiling price of the contract, the additional development costs necessary
to complete development shall not be considered when determining whether
development was &@overnment, private, or mixed expense.

99 fADevel oped eGoeetnmenfund® | mewnshdevel opment was
accomplished exclusively or partially at private expense.

(10) fADevel opedfundingi hmena xeddevel opment was accomp
with costs charged to indirect cost pools and/or costs not allocateGtvarnment
contract, and partially with costs charged directly tGavernmentontract.

(11) AForm, fit, d nme drus cttdatleatdesmitzstha reduired a
overall physical, functional, and performance characteristics (along with the
qualificationrequirements, if applicable) of an item, component, or process to the
extent necessary to permit identification of physically and functionally
interchangeable items.

(12) fAGeneratedod means technical data or comput e
performance ofhis contract.

(13) AGover nment panyaptivitg ie whichmieedUnited States Government is
a party, including cooperative agreements with international or maltional
defense organizatiorw sales or transfers by the United States Government to
foreignGovernmert or international organization&overnment purposes include
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competitive procurement, but do not include the rights to use, modify, reproduce,
release, perform, display, or disclose technical dataomputer software for
commercial purposes or #horize others to do so.

(14) fLicense to use computer software means the rights to use, mo
release, perform, display, or disclose technical datavhole or in partwithin the
GovernmentThe Government may not, without the written permission of the party
assertingLicense to use computer softwarelease or disclose the technical data
outside the Government, use the technical éatananufacture, or permit the
technical datao be used by another party, except that the Government may
reproduce, release or disclose such data or permit sieeon reproduction of the
data by persons outside the Government if reproduction, release, disclosure, or use
isd

(i)  Necessary for emergency repair and overhaul

(ii) A release or disclosure of technical détdher than detailed manufacturing or
process data) to, or use of such data by, a for&8gmernmenthat is in the
interest of the Government and is required for evaluation or informational
purpcses;

(i) Subject to a prohibition on the further reproduction, release, disclosure, or use
of the technical datsand

(iv)  TheContractoror subcontractoasserting the restriction is notified of such
reproduction, release, disclosure, or use.

(35) AMi nor madinfeiamast iaomodi fi cati on trioat does nc
Governmentafunction or purpose of comimr software or is of the type customarily
provided in the commercial marketplace.

(6) ANoncommerci al & omgpaintse rs cfotfwawae et hat does n
commercial computer software under paragrdp)(1) of this clause.

17 ARestri otagppdiyglonsy to noncommercial comput
Government's rights &

® Use a computer program with one computer at one.flthe program may not
be accessedytmore than one terminal or central processing unit or time shared
unless otherwise permitted by this contract;

(i)  Transfer a computer prograto another Government agency without the further
permission of th€ontractorif the transferor destroys all copies of the program
and related computer software documentation in its possession and notifies the
licensor of the transfefransferred programs remain subject to the provisions
of this clause;

(iii) Make the minimumumber of copies of the computer software required for
safekeeping (archive), backup, or modification purposes;

(iv)  Modify computer software provided that the Governmen®may

(A)  Use the modified software only as provided in paragraphs (a)(17)(i) and
(iii) of this clause; and

(B) Not release or disclose the modified software except as provided in
paragraphs (a)(17)(ii), (v) and (vi) of this clause;

(v)  Permit contractors or subcontractoperforming service contrac{see 37.101
of the Federal Acquisition Regulation) in support of this or a related contract to
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use computer software to diagnose and correct deficiencies in a computer
program, to modify computer software to enabl®@@puter program to be
combined with, adapted to, or merged with other computer programs or when
necessary to respond to urgent tactical situations, provided that

(A)  The Government notifies the party which has granted restricted rights
that a release or disclosure to particular contractors or subcontractors
was made;

(B)  Such contractors or subcontractase subject to the nedisclosure
agreemenat 227.71037 of the DFARSr are Government contractors
receiving access to the software for performance of a Government
contract that containdhe clause at DFARZ52.2277025 Limitations
on the Use or Disclosure of Governmé&iutrnished Information Marked
with Restrictive Legends

(C)  The Government shall not permit the recipient to decompile,
disassemble, or reverse engineer the softwarese software
decompiled, disassembled, or reverse engineeregeb@odvernment
pursuant to paragraph (a)(17)(iv) of this clause, for any other purpose;
and

(D)  Such use is subject to the limitation in paragraph (a)(17)(i) of this
clause; and

(vi)  Permit contractors or subcontractopgrforming emergencyepairs or overhaul
of items or components of items procured under this or a related contract to use
the computer software when necessary to perform the repairs or overhaul, or to
modify the computer software to refiehe repairs or overhaul made, provided
thatd

(A)  The intended recipient is subject to the Haligclosure agreemeat
DFARS227.71037 or is a Governmertontractorreceiving access to
the software for performance of a Government contract that contains
the clause at DFARZ52.2277025 Limitations on the Use or
Disclosure of Government Furnished Information Marked with
Restrictive Legends; and

(B)  The Government shall not permit the recipient to decompile,
disassemble, or reverse engineer the softwarese software
decompiled, disassembled, or reverse engineered by the Government
pursuant to paragraph (a)(17)(iv) of this clause, for any other purpose.

(18) fnA SBdaRrightd me an -feeticensdrthte Government, including its
support service contractors, to use, modify, reproduce, release, perform, display, or
disclose technical datar computer software generated and delivered under this
contract for any United Stat&&overnmenpurpose.

(19) ATechnicaldatd means recorded information, regardlI
the recording, of a scientific or technical nature (including computer software
documentation)The term does not include computer software or data incidental to
contract administration, such as financial and/or management information.

(20) AUnlimitedrighsd0 means rights to use, modi fy, repro
or disclose, technical datar computer software in whole or in part, in any manner
and for any purpose whatsoever, anchaive or authorize others to do so.
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(b) Rights in technical datand computer softwar@heContractorgrants or shall obtain for the
Government the following royalyee, worldwide, nonexclusive, irrevocable licerraghts
in technical dataor noncommercial computer softwardl rights not granted to the
Government are retained by the Contractor.

(1)  Unlimited rights The Government shall hainlimited rightsin technical data
including computer software documentation, or computer software generated under
this contract that aré

® Form, fit, and function ata;

(i) Necessary for installation, operation, maintenance, or training purp@sker
than detailed manufacturing or process data);

(iii) Corrections or changes to Governmémtnished technical datar computer
software;

(iv)  Otherwise publicly available or have been released or disclosed by the
Contractor or a subcontractarithout restrictions on further use, release or
disclosureother than a release or disclosure resulting from the sale, transfer, or
other assignment of interest in the technical dataomputer software to
another party or the sale or transfer of some or all of a business entity or its
asts to another party;

(v) Data or software in which the Government has acquired previdirdiynited
rights under another Government contract or through a specific ligearss

(vi)  SBIRdata upon expiration of the SBIR data rightgiod

(2) License to use computer softwafbe Government shall hatéense to use
computer softwaren technical datathat were not generated under this contract,
pertain to items, components or processes developed exclusivalas pxpense,
and are marked, in accordance with the markimgjructionsin paragraph (f)(1) of
this clause, with the legend prescribed in paragraph (f)(2) of this clause.

(3) Restricted rightsn computer softwarélfrhe Government shall have restricted rights
in noncommercial computer software required to be delivered or otherwise furnished
to the Gvernment under this contract that were developed exclusively at private
expense and were not generated under this contract.

(4) SBIR data rights

® Except for technical datancluding computer software documentation, or
computer software in which the Governmentamited rightsunder
paragraph (b)(1) of this clause, the Government shall have 8&#rrightsin
all technical dataor computer software generated under this contract during the
period commencing with contract award and ending upon dite five years
after completion of the project from which such data were generated.

(i) The Government may not release or disclose SBtRto any person, other than
its support services contractors, except

(A)  As expressly permitted by the Contractor;
(B)  For evaluational purposes; or

(C) Arrelease, disclosure, or use that is necessary for emergency repair or
overhaul of items operated by the Government.

(i) A release or disclosure of SBtRata to the Government's support services
contractors, or a release or disclosure under paragraph (b)(4)(ii)(B) or (C) of
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(5)

(6)

()

this clause, may be made only if, prior to release or disclosure, the intended
recipient is subject to the use andndisclosure agreemeiat DFARS

227.71037 or is a Government contractor receiving access to the technical data
or software for performance of a Government contract that contains the clause
at DFARS252.2277025 Limitations on the Use or Disclosuoé Government
Furnished Information Marked with Restrictive Legends

Specifically negotiated licensights. The standard licenseghts granted to the
Government under paragraphs (b)(1) through (b)(4) of this clause may be modified
by mutual agreement to provide such rights as the parties consider appropriate but
shall not provide the Government lesser rights in technical, dlatbuding computer
software documentation, than are enumerated in paragraph (a)(14) of this clause or
lesser rights in computer software than are enumerated in paragraph (a)(17) of this
clause Any rights so negotiated shall be identifiach licenseagreement made part

of this contract.

Prior Governmentights. Technical dataincluding computer software
documentation, or computer software that will be delivered, furnished, or otherwise
provided to the Government under this contract, in which the Government has
previously obtained rights shall be delivered, furnished, or provided with the pre
existing righs, unlesd

The parties have agreed otherwise; or

Any restrictions on the Government's rights to use, modify, release, perform,

display, or disclose the technical datacomputer software have expired or no

longer apply
Releasdrom liability. The Contractor agrees to release the Government from
liability for any release or disclosure of technical datamputer software, or
computer software documentation made in accordance with paragraph (a)(14),
(2)(17),0r (b)(4) of this clause, or in accordance with the terms of a license
negotiated under paragraph (b)(5) of this clause, or by others to whom the recipient
has released or disclosed the data, software, or docutimtand to seek relief
solely from the party who has improperly used, modified, reproduced, released,
performed, displayed, or disclosed Contractor data or software marked with
restrictive legends.

(c) Rights in derivativeomputer software or computer software documentalibe

(d)

(1)
(@)

Government shall retain its rights in the unchanged portions of any computer software or
computer software documentation delivered under this contract that the Contractor uses to
prepare, orincludes in, derivative software or documentation

Third party copyrightedechnical dateand computer softward@he Contractor shall not,

without the written approval of theéontracting Officerincorporate any copyrighted

technical dataincluding computer software documentation, or computer software in the data
or software to be delivered under this contract unless ther@cot is the copyright owner

or has obtained for the Government the licefiglts necessary to perfect a licertse

licenses in the deliverable data or software of the appropriate scope set forth in paragraph
(b) of this clause and, prior to delivery of séch

Technical datahas affixed to the transmittal document a statement of the license
rights obtained; or

Computer software, has provided a statement of the licégigs obtained in a form
acceptable to the Contracting Officer
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(e) ldentification and delivery of technical data computer software to be furnished with
restrictions on use, release, or disclosure.

(1) This paragraph does not apply to technical dataomputer software that \gaor
will be generated under this contract or to restrictions based solely on copyright.

(2) Except as provided in paragraph (e)(3) of this clause, technicalaatamputer
software that the Contractor asserts should be furnisheget@overnment with
restrictions on use, release, or disclosure is identified in an attachment to this
contract (the AttachmentJhe Contractor shall not deliver any technical data
computer software with restrictive markingsless the technical data computer
software is listed on the Attachment.

(3) In addition to the assertions made in the Attachment, other assertions may be
identifiedafter award when based on new information or inadvertent omissions
unless the inadvertent omissions would have materially affected the source selection
decision Such identification and assertion shall be submitted t&€Cth&racting
Officeras soon as practicable prior to the scheduled date for delivery of the
technical dataor computer software, in the following format, and signed by an
official authorized to contractuallobligate the Contractor:

Identification and Assertion of Restrictions the Government's Use, Release, or Disclosure
of Technical Data or Computer Software.

The Contractor asserts

for itself, or the persons
identified below, that the
Government's rights to
use, release, or disclose
the following technical
data or computer

software should be
restricted: Technical Data
or

Computer Software Name of Person
to be Furnished Basis for Asserted Rights Asserting

With Restrictions* Assertion** Category*** Restrictions****
(LIST) (LIST) (LIST) (LIST)

*If the assertion is applicable to items, components, or processes developed at private
expense, identify both the technical datal each such item, component, or process.

**Generally, development at private expense, either exclusively or partially, is the only
basis for asserting restrictions on the Government's rights to use, release, or disclose
technicaldataor computer softwardndicate whether development was exclusively or
partially at private expensk development was not at private expense, enter the specific
reason for asserting that the Government's rights should betesbtri

**Enter asserted rights category (e.gicense to use computer softwarestricted rights
Government purpose rightsr Governmenpurpose license righfsom a prior contract,
SBIR data rightaunder another contract, or specifically negotiated licenses).

** **Corporation, individual, or other person, as appropriate.
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(4)

Date

Printed Name and Title

Signature

(End of identificatiorand assertion)

When requested by the Contracting Officke Contractor shall provide sufficient
information to enabléhe Contracting Officeto evaluate the Contractor's
assertionsThe Contracting Officereserves the right to add the Contractor's
assertions to the Attachment and validate any listed assertions, at a later date, in
accordance with the pcedures of the Validation of Asserted Restrictions
Computer Software and/or Validation of Restrictive Markings on Technical Data
clauses of this contract.

(H Marking requirementsThe Contractor, and its subcontractassuppliers, may only assert
restrictions on the Government's rights to use, modify, reproduce, release, perform, display,
or disclose technical datar computer softwa to be delivered under this contract by
markingthe deliverable data or software subject to restrictibrecept as provided in
paragraph (f)(6) of this clause, only the following markings are authorized under this
contract: theLicense to use computer softwidggend at paragraph (f)(2) of this clause; the
restricted rightdegend at paragraph (f)(3) of this clause, the S&fa rightslegend at
paragraph (f)(4) of this clause, or the special licenghts legend at paragraph (f)(5¥ this
clause; and/or a notice of copyright as prescribed under 17 U.S.C. 401 or 402.

1)

(2)

General markingnstructions The Contractor, or its subcontractoos suppliers,

shall conspicuously anddély mark the appropriate legend to all technical data

and computer software that qualify for such markifige authorized legends shall

be placed on the transmittal document or storage container and, for printed material,
each pag of the printed material containing technical datacomputer software for
which restrictions are asserte@hen only portions of a page of printed material are
subject to the asserted restrictions, such portions shall be idert§ieircling,
underscoring, with a note, or other appropriate identifieechnical data or

computer software transmitted directly from one computer or computer terminal to
another shall contain a notice of asserted restrictibimvever, instructionthat

interfere with or delay the operation of computer software in order to display a
restrictive rights legend or other licenstatement at any time prior to or during use

of the computer software, or otherwisaisa such interference or delay, shall not be
inserted in software that will or might be used in combat or situations that simulate
combat conditions, unless the Contracting Offarritten permission to deliver

such software ds been obtained prior to delivefigeproductions of technical data
computer software, or any portions thereof subject to asserted restrictions shall also
reproduce the asserted restrictions.

License to use computer softwanarkings. Technical datanot generated under this
contract that pertain to items, components, or processes developed exclusively at
private expense and delivered or otherwise furnishedbidénse tause computer
softwareshall be marked with the following legend
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LICENSE TO USE COMPUTER SOFTWARE

Contract No.

Contractor Name

Contractor Address

The Government's rights to use, modify, reproduce, release, perform, display, or disclose
these technical datae restricted by paragraph (b)(2) of the Rights in Noncommercial
Technical Data and Computer Softw@ar8mallBusiness InnovativResearch (SBIR

Program clause contained in the above identified conkagtrepioduction of technical
dataor portions thereof marked with this legend must also reproduce the maskinygs
person, other than the Government, who has been provided access to such data must
promptly notify the above named Contractor

(End of legend)

(3) Restricted rights marking€omputer software delivered or otherwise furnished to
the Government with restricted rigtgball be marked with the following legend

RESTRICTED RIGHTS

Contract No.

Contractor Name

Contractor Address

The Government's rights to use, modify, reproduce, release, pedispiay, or disclose this
software are restricted by paragraph (b)(3) of the Rights in Noncommercial Technical Data
and Computer SoftwadeSmall Business Innovativieesearch (SBIRProgram clause

contained in the above identified contraaty reproduction of computer software or

portions thereof marked with this legend must also reproduce the markimgserson,

other than the Government, who has been provided access to such software must promptly
notify the above named Contractor.

(End of legend)

(4) SBIRdata rightsmarkings Except for technical datar computer software in which
the Government has acquirebhlimited rightsunder paragraph (b)(1) of this clause,
or negotiated special license rights as provided in paragraph (b)(5) of this clause,
technical dateor computer software generated under this contract shall be marked
with the following legendlhe Contractor shall enter the expiration date for the
SBIR data rightperiod on the legend:
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SBIRDATA RIGHTS

Contract No.

Contractor Name

Contractor Address

Expiration of SBIRData Rights Period

The Government's rights to use, modify, reproduce, release, perform, display, or disclose
technical datar computer software marked with this legend are restricted during the period
shown as provided in paragraph (b)(4) of the Rights in Noncommercial Technical Data and
Computer Softwa@ Small Business Innovatiieesearch (SBIRProgram clause contained

in the above identified contradlo restrictions apply after the expiration date shown above
Any reprodution of technical datacomputer software, or portions thereof marked with this
legend must also reproduce the markings.

(End of legend)

(5) Special license rights markings

()  Technical data ocomputer software in which the Government's rights stem
from a specifically negotiated license shall be marked with the following legend

SPECIAL LICENSE RIGHTS

The Government's rights to use, modify, reprodtelease, perform,
display, or disclose this technical datacomputer software are restricter
by Contract No. (Insert contract number)_____, License No.
____ (Insert licensilentifier) . Any reproduction of technical data
computer software, or portions thereof marked with this legend must
reproduce the markings.

(End of legend)

(i) For purposes of this clause, special licenses do not in€haernmentpurpose
licenserights acquired under a prior contract (see paragraph (b)(6) of this
clause).

(6) Preexisting data markingsf the terms of a prior contract or licenpermitted the
Contractor to restrict the Government's rights to use, modify, reproduce, release,
perform, display, or disclose technical datacompuér software, and those
restrictions are still applicable, the Contractor may mark such data or software with
the appropriate restrictive legend for which the data or software qualified under the
prior contract or licenseThe markingorocedures in paragraph (f)(1) of this clause
shall be followed.
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(g) Contractor procedures and recordehroughout performance ofighcontract, the

Contractor, and its subcontractoos suppliers that will deliver technical data computer
software with other thabnlimited rights shalb

(1) Have, maintain, and follow written procedumasficient to assure that restrictive
markingsare used only when authorized by the terms of this clause; and

(2)  Maintain records sufficient to justify the validity of any restrictivarkings on
technical dateor computer software delivered under this contract.

(h) Removal of unjustifiednd nonconforming markings

(i)

0)

(1)  Unjustified markingsThe rights and obligations of the parties regarding the
validation of restrictive markingsn technical datar computer software furnished
or to be furnished under this contract are contained in the Validation of Restrictive
Markings on Technical Data and the Validation of Asserted RestriétiGasnpter
Software clauses of this contract, respectividiytwithstanding any provision of this
contract concerning inspection and acceptance, the Government may ignore or, at
the Contractor's expense, correct or strike a markinigp accordance with the
applicable procedures of those clauses, a restrictive marking is determined to be
unjustified

(2)  Nonconforming markingg\ nonconforming markg is a marking placed on
technical data or computer software delivered or otherwise furnished to the
Government under this contract that is not in the format authorized by this contract
Correction of nhonconforminmarkingsis not subject to the Validation of Restrictive
Markings on Technical Data or the Validation of Asserted Restridi@wmputer
Software clause of this contratitthe Contracting Officenotifies the Contractor of
a nonconforming markingr markingsand the Contractor fails to remove or correct
such markingsvithin sixty (60) days, the Government may ignore or, at the
Contractor's expense, remove or correct any nonconforming markings

Relation to patentdNothing contained in thidause shall imply a licende the Government
under any patent or be construed as affecting the scope of any laeotber right
otherwise granted to the Government under any patent.

Limitation on charges for righti® technical data or computer software.

(1) The Contractor shall not charge to this contract any cost, includingét limited
to, licensdees, royalties, or similar charges, for rights in technical dataomputer
software to be delivered under this contract when

(i)  The Government has acquired, by amgans, the same or greater rights in the
data or software; or

(i)  The data are available to the public without restrictions.
(2)  The limitation in paragraph (j)(1) of this clause
® Includes costs charged by a subcontractosupplier, at any tier, or costs
incurred by the Contractor to acquire rights in subcontracosupplier
technical dateor computer software, if the subcontractorsupplier has been

paid for such rights under any other Government contract or under a license
conveying the rights to the Government; and

(i) Does not include the reasonable costs of reproducing, handling, or mailing the
documents or dier media in which the technical daiacomputer software will
be delivered.
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(k) Applicability to subcontractorer suppliers

(1)

()

@)

(4)

(5)

The Contrator shall assure that the rights afforded its subcontracam suppliers
under 10 U.S.C. 2320, 10 U.S.C. 2321, and the identification, assertion, and delivery
processes required by paragraph (e) of this clause are recognized and protected.

Whenever any noncommercial technical dataompuer software is to be obtained
from a subcontractoor supplier for delivery to the Government under this contract,
the Contractor shall use this same clause in the subcontract or other contractual
instrument, and require its subcoattorsor suppliers to do so, without alteration,
except to identify the partiehe Contractor shall use the Technical Diata
Commercial Items clause of this contract to obtain technical ptiining to
commecial items, components, or procesdés other clause shall be used to
enlarge or diminish the Government's, the Contractor's, or a higher tier
subcontractos or supplier's rights in a subcontract®or supplér's technical data

or computer software.

Technical data required to be delivered by a subcontramtaupplier shall

normally be delivered to the next higher tier contractor, subcontraotasupplier
However, when there is a requirement in the prime contract for technical data which
may be submitted with other thimlimited rightsby a subcontractoor supplier,

then saidsubcontractoior supplier may fulfill its requirement by submitting such
technical datadirectly to the Government, rather than through a higher tier
contractor, subcontracteror supplier

The Contractor and higher tier subcontractarssuppliers shall not use their power
to award contracts as economic leverage to obtain rights in technicabdata
computer software from their subcontractorssuppliers.

In no event shall the Contractor use its obligation to recognize and protect
subcontractoior supplier rights in technical datar computer software as an excuse
for failing to satisfy its contractual obligation to the Government.

(End of clause)
Alternate | (Jun 1995)

As prescribed ir227.7104d), add the following paragraph (1) to thasic clause:
() Publication for sale

(1)
()

)

This paragraph applies only to technical datacomputer software delivered to the
Government with SBIBata rights

Upon expiration of the SBIl&ata rightsperiod,the Government will not exercise its
right to publish or authorize others to publish an item of technical datamputer
software identified in this contract as being subject to paragraph (1) of this clause if
the Contractor, prioito the expiration of the SBIR data riglpesriod, or within two

years following delivery of the data or software item, or within twésiy months
following the removal of any national securityexport control restrictions,

whichever is later, publishes such data or software item(s) and promptly notifies the
Contracting Officemf such publication(s)Any such publication(s) shall include a
notice identifying the maber of this contract and the Government's rights in the
published data.

This limitation on the Government's right to publish for sale shall continue as long as
the technical data or computer software are reasonably available to the public for
purchase.
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GENERAL RECOMMENDATIONS

This clause applies to both Technical Data and Computer Software/DocumeiRatimw the
complete text of DFARR27.71and 227.7Zor:

+ Specific uses of 252.227018

+ Clauses used in conjunction with 252.2ZA118.

« Clauses used instead of 252.22718

3.7.3 Section M - Evaluation

3.7.4 Section L - Instructions to Offerors
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3.8 Rights in Special Works
3.8.1 Section C - SOW/SOO; Requirements

3.8.2 Section | - Contract Clauses
EXAMPLE 1
[DFARS 252.227702Q

As prescribed i227.71053, 227.7106a) or227.720%a), use the following clause:
Rights In Special Work&un 1995)

(a) Applicability. This clause applies to works first created, generated, or produced and required
to be delivered under this contract.

(b) Definitions As used in this clause:

(1) AComputer data base0O means a collection of
being processed by a comput€he term does not include computer software.

2 AComputer programd means a set of instructi
form that is capable of causing a computer to perform a specific operation or series
of operations.

3 AComput er s odomputarp@grams) soaroesod®urce coddstings,
object code listings, design details, algorithms, processes, flow charts, formulae and
related material that would enable the software to be reproduced, redreate
recompiled Computer software does not include computer data bases or computer
software documentation.

4 AComputer soft vwarnme achosc womenretrdtsi ormanual s, user
installation instructions, operatg instructions, and other similar items, regardless
of storage medium, that explain the capabilities of the computer software or provide
instructions for using the software.

(5) fLicense to use computer softwaére ams the rights to use, modify, reproduce,
perform, display, release, or disclose a work in whole or in part, in any manner, and
for any purpose whatsoever, and to have or authorize others to do so.

@) The term fAwor kso incl ude oftware,rgampeer dat a bas
software documentation; literary, musical, choreographic, or dramatic
compositions; pantomimes; pictorial, graphic, or sculptural compositions; motion
pictures and other audiovisual compositions; sound recordings in any medium; or,
items of similar nature.

(c) License rights

(1) The Government shall hanlimited rightsin works first produced, created, or
generated and required to be delivered under thisracht

(2) When a work is first produced, created, or generated under this contract, and such
work is required to be delivered under this contract, the Contractor shall assign
copyright in those worki® the GovernmenThe Contractor, unless directed to the
contrary by the Contracting Officeshall place the following notice on such works:
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AE (Year date of delivery) United States

Secretay of (department)A | | rights reserved. 0

(3) The Contractor grants to the Government a roy&iee, worldwide, nonexclusive,
irrevocable licens¢o reproduce, prepare derivative works from, distribute, perform,
or display, and to have or authorize others to do so, the Contractor's copyrighted
works not first produced, created, or generated under this contract that have been
incorporated into the works deliverable under this contract.

(d) Third party copyrightedlata The Contractor shall not incorporate, without the written
approval of the Contracting Officeany copyrighted works in the works to be delivered
under this contract unlegshe Contractor is the copyright owner has obtained for the
Government the licens@ghts necessary to perfect a licertfehe scope identified in
paragraph (c)(3) of this clause and, prior to delivery of such wirks

(1) Has affixed to the transmittal document a statement of the licigyinte obtained; or

(2)  For computer software, Isgprovided a statement of the liceniggats obtained in a
form acceptable to the Contracting Officer

(e) Indemnification The Contractor shall indemnify and seaaed hold harmless the
Government, and its officers, agents and employees acting for the Government, against any
liability, including costs and expenses, (1) for violation of proprietayyts, copyrights, or
rights of privacyor publicity, arising out of the creation, delivery, use, modification,
reproduction, release, performance, display, or disclosure of any works furnished under this
contract, or (2) based upon any libelous or other unlawful matter contained in such works.

() Governmenfurnished informatioffGFI). Paragraphs (d) and (e) of this clause are not
applicable to information furnished to the Contractor by the Government and incorporated in
the works delivered under ghcontract.

(End of clause)

GENERAL RECOMMENDATIONS

This clause applies to both Technical Data and Computer Software/DocumeiRatim@w the
complete text of DFARR27.71 and 227.72 for:

+ Specific uses of 252.22/020
+ Clauses used iconjunction with 252.227020
« Clauses used instead of 252.2220

3.8.3 Section M - Evaluation

3.8.4 Section L - Instructions to Offerors
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3.9 Rights in Technical Data and Computer Software (Foreign)
3.9.1 Section C - SOW/SOO; Requirements

3.9.2 Section | - Contract Clauses
EXAMPLE 1
[DFARS 252.2277032]

As prescribed ir227.710317, use the following clause:
Rights In Technical Data And Computer Software (Foreign)
(Jun 1975)

The United States Government may duplicate, use, and disclose in any manner for any
purposes whatsoever, including delivery to ofBerernmens for the furtherance of mutual
defense of the United States Government and @beernmens, all technical data
including reports, drawings and blueprints, and all computer software, specified to be
delivered by the Contractor to the United States Government under this contract.

(End of clause)

GENERAL RECOMMENDATIONS

This clause applies to both Technical Data @ochputer Software/DocumentatidReview the
complete text of DFAR27.7kand 272.72or:

+ Specific uses of 252.227032

+ Clauses used in conjunction with 252.22¥32.

« Clauses used instead of 252.22¥32

3.9.3 Section M - Evaluation

3.9.4 Section L - Instructions to Offerors
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3.10 Technical Data or Computer Software Previously Delivered to the Government.
3.10.1 Section C - SOW/SOO; Requirements

3.10.2 Section | - Contract Clauses
EXAMPLE 1
[DFARS 252.2277028]

As prescribed i227.71036(d), 227.7104f)(2), or 227.72036(e), use the following provision:
Technical Data Or Computer Software Previously Delivered To The Government
(Jun 1995)

The Offeror shall attach to its offer an identification of all documents or other media
incorporating technical datar computer software it intends to deliver under this contract
with other tharlJnlimited rightsthat are identical or substantially similar to documents or
other media that the Offeror has produced for, delivered to, or is obligated to deliver to the
Government under any contract or subcontratte attachment siadentifyd

(&) The contract number under which the data or software were produced;

(b) The contract number under which, and the name and address of the organization to whom,
the data or software were most recently delivered or will be delivered; and

(c) Any limitations on the Government's rights to use or disclose the data or software, including,
when applicable, identification of the earliest date the limitations expire.

GENERAL RECOMMENDATIONS
Review the complete text of DFARR7.71 and 227.72 for

« Specific uses of 252.227028
« Clauses used in conjunction with 252.24128
+ Clauses used instead of 252.22028

3.10.3 Section M - Evaluation

3.10.4 Section L - Instructions to Offerors
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3.11 Third Party Development
3.11.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

TheContractor shall address how it will provide to the Government information needed to
support thirdparty development and delivery of competitive alternatWekesigns for
software or other components or modules on an arggbasis. The Contractor shall provide
a list of those proprietaryvendorunique elements that it requests be exempt from this
review[USN 2007a]

3.11.2 Section | - Contract Clauses
3.11.3 Section M - Evaluation

3.11.4 Section L - Instructions to Offerors
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3.12 Validation of Asserted Restrictions - Computer Software
3.12.1 Section C - SOW/SOO; Requirements

3.12.2 Section | - Contract Clauses
EXAMPLE 1
[DFARS 252.2277019]

As prescribed i227.7104e)(3) or227.72036(c), use the following clause:
Validation Of Aserted RestrictiodsComputer Software
(Jun 1995)
(a) Definitions

(1) As wused in this clause, unless otherwise sp
means the Contractor and its subcontractorsuppliers.

(2) Other terms used in this clause are defined in the Rights in Noncommercial
Computer Software and Noncommercial Computer Software Documentation clause
of this contract.

(b) Justification The Contractor shall maintain recosdsufficient to justify the validity of any
markings that assert restrictions on the Government's rights to use, modify, reproduce,
perform, display, release, or disclose computer software delivered or required to be delivered
under this contract and shdle prepared to furnish to the Contracting Offieewritten
justification for such restrictive markings response to a request for information under
paragraph (d) or a challengender paragraph (f) of this clause.

(c) Direct contact with subcontractom suppliers The Contractor agrees that the Contracting
Officer may transact matters under this clause directly with subcontraotassppliers at
any tier who assert restrictions on the Government's right to use, modify, reproduce, release,
perform, display, or disclose computer softwdteither this clause, nor any action taken by
the Government under this clause, creates or espbrivity of contract between the
Government and the Contractor's subcontractarsuppliers

(d) Requests for information.

(1) The Contradhg Officermay request the Contractor to provide sufficient information
to enablethe Contracting Officer to evaluate the Contractor's asserted restrictions
Such information shall be based upon the records required by this clause or other
information reasonably available to the Contractor.

(2) Based upon the information provided, ifdhe

(i)  Contractor agrees that an assertedtriction is not valid the Contracting
Officer mayd

(A)  Strike or correct the unjustifietharkingat the Contractor's expense; or

(B)  Return the computer software to the Contractor for correction at the
Contractor's expenséf the Contractor fails to correct or strike the
unjustifiedrestriction and return the coected software to the
Contracting Officemithin sixty (60) days following receipt of the
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software, the Contracting Officer may correct or strike the markings at
that Contractor's expense.

(ii) Contracting Officerconcludes that the asserted restriction is appropriate for this
contract, the Contracting Officer shall so notify the Contractor in writing.

(3) The Contractor's failure to provide a timely response to a Contracting Odficer
request for information or failure to provide sufficient information to endide
Contracting Officer to evaluate an asserted restriction shall constitute reasonable
grounds for questioning the validity of an eded restriction.

(e) Government right to challengad validate asserted restrictians

(1) The Government, when there are reasonable grounds to do so, has the right to
review andchallengethe validity of any restrictions asserted by the Contractor on
the Government's rights to use, modify, reproduce, release, perform, display, or
disclose computer software delivered, to be delivered unidecdhtract, or
otherwise provided to the Government in the performance of this corixaept for
software that is publicly availabléas been furnished to the Government without
restrictions, or has beenlwrwise made available without restrictions, the
Government may exercise this right only within three years after the date(s) the
software is delivered or otherwise furnished to the Government, or three years
following final payment under this contract, isfever is later.

(2) The absence of a challenggean asserted restriction shall not constitute validation
under this clauséOnly a Contracting Offices final decision or actions of an agan
Board of Contract Appealsr a court of competent jurisdiction that sustain the
validity of an asserted restriction constitute validation of the restriction.

(f) Challengeprocedures.
(1) A challengemust be in writing and shall
()  State the specific grounds for challenging the asserted restriction;
(i) Require the Contractor to respond within sixty (60) days;

(i) Require the Contractor to provigestification for the assertion based upon
records kept in accordance with paragraph (b) of this clause and such other
documentation that are reasonably available to the Contractor, in sufficient
detail to enable the Contracting Officer determine the validity of the asserted
restrictions; and

(iv)  State that a Contracting Officerfinal decision, during the thregear period
preceding this challenger action ofa court of competent jurisdiction or Board
of Contract Appealthat sustained the validity of an identical assertion made by
the Contractor (or a licensee) shall serve as justification for the asserted
restriction.

(2) The Cotrracting Officershall extend the time for response if the Contractor submits
a written request showing the need for additional time to prepare a response.

(3) The Contracting Officemay request additial supporting documentation if, in the
Contracting Officerés opinion, the Contract
sufficient evidence to justify the validity of the asserted restricfidnes Contractor
agrees to promptly respond to the Contracting @ff&crequest for additional
supporting documentation.
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(4)  Notwithstanding challengley the Contracting Officethe parties may agree on the
disposition of an asserted restriction at any tipner to a Contracting Officer's
final decision or, if the Contractor has appealed that decision, filed suit, or provided
notice of an intent to file suit, at any time prior to a decision by a court of competent
jurisdiction or Board of Contract Appeals

(5) If the Contractor fails to respond to the Contracting Offieeequest for information
or additional information under paragraph (f)(1) of this clause, the Contracting
Officer shall issue a firlalecision, in accordance with the Disputes clause of this
contract, pertaining to the validity of the asserted restriction.

(6) If the Contracting Officerafter reviewing the written explanation furnished pursuant
to paragraph (fj1) of this clause, or any other available information pertaining to
the validity of an asserted restriction, determines that the asserted restrictidn has

® Not been justified, the Contracting Officgrall issue promptly a finaecision,
in accordance with the Disputes clause of this contract, denying the validity of
the asserted restriction; or

(ii) Been justified, the Contracting Officglnall issue promptly a final decision, in
accordance with the Dispes clause of this contract, validating the asserted
restriction.

(7) A Contractor receiving challenges to the same asserted restriction(s) from more than
one Contracting Officeshall notify each Contracting Officer of the othealténges
The notice shall also state which Contracting Officer initiated the first in time
unanswered challeng&he Contracting Officer who initiated the first in time
unanswered challengafter consultation with the other Contracting Officers who
have challenged the restrictions and the Contractor, shall formulate and distribute a
schedule that provides the Contractor a reasonable opportunity for responding to
each challenge

(g) Contractor appeal Government obligation.

(1) The Government agrees that, notwithstanding a Contracting Offiibeal decision
denying the validitpf an asserted restriction and except as provided in paragraph
(9)(3) of this clause, it will honor the asserted restriafion

® For a period of ninety (90) days from the date of the Contracting Offifieal
decision to allowhe Contractor to appeadb the appropriate Board of Contract
Appealsor to file suit in an appropriate court;

(i) For a period of one year from the date of the Contracting Offidaral decision
if, within the first ninety (90) days following the Contracting Officer's final
decision, the Contractor has provided notice of an intent to file suit in an
appropriate court; or

(i) Until final disposition by the approjate Board of Contract Appeats court of
competent jurisdiction, if the Contractor has:

(A) appealed to the Board of Contract Appeaidiled suit an appropriate
court within ninety (90) ays; or

(B)  submitted, within ninety (90) days, a notice of intent to file suit in an
appropriate court and filed suit within one year.

(2) The Contractor agrees that the Government may strike, correct, or ignore the
restrictive markingsf the Contractor fails t6
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(i)  Appeal to a Board of Contract Appealghin ninety (90) days from the date of
the Contracting Officés final decision;

(ii) File suit in an appropriateaurt within ninety (90) days from such date; or

(iii) File suit within one year after the date of the Contracting Oficmal decision
if the Contractor had provided notice of intent to file suit within ninety (90) days
following the date of the Contracting Officer's final decision.

(3) The agency head, on a nondelegable basis, may determine that urgent or compelling
circumstances do not permit awaiting the filing of suit in an appropriate court, or the
rendering of a decision by a adwf competent jurisdiction or Board of Contract
AppealsIn that event, the agency head shall notify the Contractor of the urgent or
compelling circumstanceblotwithstanding paragraph (g)(1) of this clause, the
Contracor agrees that the agency may use, modify, reproduce, release, perform,
display, or disclose computer software marked witks@yernmenpurpose legends
for any purpose, and authorize others to do so; or (ii) restricted or special license
rights for Governmenpurposes onlyThe Government agrees not to release or
disclose such software unless, prior to release or disclosure, the intended recipient is
subject to the use and nalisclosure agreemeat 227.71037 of DFARS or is a
Government contractor receiving access to the software for performance of a
Government contract thabntains the clause at DFARS2.2277025 Limitations
on the Use or Disclosure of Governmé&itrnished Information Marked with
Restrictive Legend3he agency head's determination may be made at any time after
the date of the Contracting Officgffinal decision and shall not affect the
Contractor's right to damages against the United Statesttar relief provided by
law, if its asserted restrictions are ultimately upheld.

(h) Final disposition of appealr suit If the Contractor appeals or files suit and if, upon final
disposition of the appeak suit, the Contracting Officésr decision is:

(1) Sustained

(i)  Any restrictive markingn such computer software shall liusk or corrected
at the Contractor's expense or ignored; and

(i) If the asserted restriction is found not to be substantially justified, the Contractor
shall be liable to the Government for payment of the cost to the Government of
reviewing the asserted reistion and the fees and other expenses (as defined in
28 U.S.C. 2412(d)(2)(A)) incurred by the Government in challenging the
restriction, unless special circumstances would make such payment unjust.

(2)  Not sustained
()  The Government shall be bound by the asserted restriction; and

(ii) If the challengéy the Government is found not to have been made in good faith,
the Government shall be liable to the Contractor for payment of fees and other
expenses (as defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the Contractor in
defending the restriction.

(i) Flowdown. The Contractor shall insert this clause in all contracts, purchase orders, and
other similar instruments with its subcontractorssuppliers, at any tier, who will be
furnishing computer software to the Governiriarthe performance of this contradthe
clause may not be altered other than to identify the appropriate parties.

(End of clause)
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GENERAL RECOMMENDATIONS

This clause applies to both Technical Data and Computer Software/DocumeiRatimw the
complee text of DFARR227.71 and 227.72 for:

« Specific uses of 252.227019

+ Clauses used in conjunction with 252.2ZA119.

« Clauses used instead of 252.22¥19

3.12.3 Section M - Evaluation

3.12.4 Section L - Instructions to Offerors
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3.13 Validation of Restrictive  Markings on Technical Data
3.13.1 Section C - SOW/SOO; Requirements

3.13.2 Section | - Contract Clauses
EXAMPLE 1
[DFARS 252.2277037]

As prescribed ir227.71023(c), 227.71036(e)(3),227.7104e)(5), or227.72036(f), use the
following clause:

VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL DAT899)

(a) Definitions The terms used in this clause are defined in the Righschnical Daté
Noncommercial Items clause of this contract.

(b) Contracts for commercial itegpresumption of development at private expedseer a
contract for a commercial item, component, or processD#martment of Defense shall
presume that a Contractorés asserted use or r e
the item, component, or process was developed exclusively at private eXpense
Department shall not challengeich assertions unless information the Department provides
demonstrates that the item, component, or process was not developed exclusively at private
expense.

(c) Justification The Contractor or subcontractat ary tier is responsible for maintaining
records sufficient to justify the validity of its markings that impose restrictions on the
Government and others to use, duplicate, or disclose technicatidiared or required to
be deliverd under the contract or subcontra&ixcept under contracts for commercial items,
the Contractor or subcontractahall be prepared to furnish to the Contracting Offiaer
written justification for such regctive markingsn response to a challengmder paragraph
(e) of this clause.

(d) Pre-challenge request for information

(1) TheContracting Officermay request the Contractor or subcontradiofurnish a
written explanation for any restriction asserted by the Contractor or subcontractor
on the right of the Uméd States or others to use technical ddtaipon review of the
explanation submitted, the Contracting Officer remains unable to ascertain the basis
of the restrictive markinghe Contractig Officer may further request the
Contractor or subcontractaio furnish additional information in the records of, or
otherwise in the possession of or reasonably available to, the Contractor or
subcontractotto justify the validity of any restrictiv@arkingon technical data
delivered or to be delivered under the contract or subcontract (e.g., a statement of
facts accompanied with supporting documentatidhg Contractor or subcontractor
shall submit such written data as requested by the ContractimgpOifithin the
time required or such longer period as may be mutually agreed.

(2) If the Contracting Officerafter reviewing the written data furnished pursuant to
paragraph (d)(1) of this clause, or any other available infororapertaining to the
validity of a restrictive markingdetermines that reasonable grounds exist to
guestion the current validity of the markiagd that continued adherencethe
markingwould make impracticable the subsequent competitive acquisition of the
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item, component, or process to which the technical adées, the Contracting
Officer shall follow the proedures in paragraph (e) of this clause.

(3) If the Contractor or subcontractdails to respond to the Contracting Offiter
request for information under paragraph (d)(1) of this clause, and the Contracting
Officer determines that continued adherence to the mavkowdd make
impracticable the subsequent competitive acquisition of the item, component, or
process to which the technical daidates, the Contracting Officer may challenge
the validity of the markings described in paragraph (e) of this clause.

(e) Challenge

(1) Notwithstanding any provision of this contract concerning inspection and
acceptance, if the Contracting Officgéetermines that a challenge the restrictive
markingis warranted, the Contracting Officer shall send a written challergie
to the Contractor or subcontractasserting the restrictive markingSuch challenge
shalld

(i)  State the specific grounds for challenging the asserted restriction;

(i) Require a response within sixty (60) days justifying and providing sufficient
evidence as to the currewdlidity of the asserted restriction;

(iii) State that a DoD Contracting Officerfinal decision, issued pursuant to
paragraph (g) of this clause, sustaining the validity of a restrictive marking
identical to the asserted restriction, within the thyear period preceding the
challenge shall serve as justification for the asserted restriction if the validated
restriction was asserted by the same Contraor subcontractofor any
licensee of such Contractor or subcontragtiar which such notice is being
provided; and

(iv)  State that failure to respond to the challemgéice may result in issuance of a
final decision pursuant to paragraph (f) of this clause.

(2) The Contracting Officeshall extend the time for response as appropriate if the
Contractor or subcontractosubmits a written request showing the need for
additional time to prepare a response.

(3) The Contractor's or subcontracterwritten response shall be considered a claim
within the meaning of the Contract Disputes Act of 1978 (41 UBBL et seq.), and
shall be certified in the form prescribed at 33.207 of the Federal Acquisition
Regulation, regardless of dollar amount

(4) A Contractor or subcontractaeceiving challenges to the same restrictive markings
from more than one Contracting Officglnall notify each Contracting Officer of the
existence of more than one challengiee notice shall also state whi€ontracting
Officer initiated the first in time unanswered challenblee Contracting Officer
initiating the first in time unanswered challergféer consultation with the
Contractor or subcontractaaind the other Contracting Officers, shall formulate and
distribute a schedule for responding to each of the challangees to all inteested
parties The schedule shall afford the Contractor or subcontraatoopportunity to
respond to each challengwtice All parties will be bound by this schedule.

(H Final decision when Cdractor or subcontractofails to respondUpon a failure of a
Contractor or subcontractaio submit any response to the challengéce, other than a
failure to respond nder a contract for commercial items, the Contracting Offiedlrissue a
final decision to the Contractor or subcontractoraccordance with the Disputes clause of
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this contract pertaining to the valigiof the asserted restrictiomhis final decision shall be
issued as soon as possible after the expiration of the time period of paragraph (e)(1)(ii) or
(e)(2) of this clausd~ollowing issuance of the final decision, the Contracting Officer will
comply vith the procedures in paragraphs (g)(2)(ii) through (iv) of this clause.

(g) Final decision when Contractor or subcontractesponds.

() If the Contracting Officedetermines that the Contractor or subcontradies
justified the validity of the restrictive markinpe Contracting Officer shall issue a
final decision to the Contractor or subcontracsustaining the validity of the
restrictive markingand stating that the Government will continue to be bound by the
restrictive markingThis final decisia shall be issued within sixty (60) days after
receipt of the Contractor's or subcontractoresponse to the challengetice, or
within such longer period that the Contracting Officer hasfreatithe Contractor or
subcontractoithat the Government will requir@he notification of a longer period
for issuance of a final decision will be made within sixty (60) days after receipt of the
response to the challengetice.

)
® If the Contracting Officedetermines that the validity of the restrictive marking

is not justified, the Contracting Officer shall issue a final decision to the
Contractor or subcontractan accordance with the Disputes clause of this
contract Notwithstanding paragraph (e) of the Disputes clause, the final
decison shall be issued within sixty (60) days after receipt of the Contractor's or
subcontractas response to the challengetice, or within such longer period
that the Contracting Officer has nifi¢d the Contractor or subcontractof the
longer period that the Government will requifiehe notification of a longer
period for issuance of a final decision will be made within sixty (60) days after
receipt of the response to tbleallengenotice.

(i)  The Government agrees that it will continue to be bound by the restrictive
markingfor a period of ninety (90) days from the issuance of the Contracting
Officer's final decision under paragraph (g)(2)(i) of this claLBke Contractor
or subcontractolagrees that, if it intends to file suit in the United States Claims
Court it will provide a notice of intenbftfile suit to the Contracting Officer
within ninety (90) days from the issuance of the Contracting Officer's final
decision under paragraph (g)(2)(i) of this claufehe Contractor or
subcontractoffails to appealfile suit, or provide a notice of intent to file suit to
the Contracting Officer within the ninety (90ay period, the Government may
cancel or ignore the restrictive markingand the fdure of the Contractor or
subcontractotto take the required action constitutes agreement with such
Government action.

(i) The Government agrees that it will continue to be bound by the restrictive
markingwhere a notice of intent to file suit in the United States Claims Court is
provided to the Contracting Officevithin ninety (90) days from the issuance of
the final decision under paragraph (g)(2)(i) of this clauBee Government will
no longer be bound, and the Contractor or subcontraagyees that the
Government may strike or ignore the restrictive markiifghe Contractor or
subcontractoffails to file its suit within one (1) year after issuance of the final
decision Notwithstanding the foregoing, where the head of an agency
determines, on a nondelegable basis, that urgent or compelling circumstances
will not permit waiting forthe filing of a suit in the United States Claims Court,
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the Contractor or subcontract@grees that the agency may, following notice to
the Contractor or subcontractpauthorize release or disclosure of the t&ichl

data Such agency determination may be made at any time after issuance of the
final decision and will not affect the Contractor's or subcontrastaght to

damages against the United States whereegfictive markingsre ultimately
upheld or to pursue other relief, if any, as may be provided by law.

(iv)  The Government agrees that it will be bound by the restrictive mankiege an
appealor suit is filed pursuant to the Contract Disputes Act until final
disposition by an agency Board of Contract Appealihe United States Claims
Court Notwithstanéhg the foregoing, where the head of an agency determines,
on a nondelegable basis, following notice to the Contractor that urgent or
compelling circumstances will not permit awaiting the decision by such Board of
Contract Appeals or the United States @laiCourt, the Contractor or
subcontractolagrees that the agency may authorize release or disclosure of the
technical dataSuch agency determination may be made at any time after
issuance of the final decisi@md will not affect the Contractor's or
subcontractas right to damages against the United States where its restrictive
markingsare ultimately upheld or to pursue other relief, if any, as bey
provided by law.

(h) Final disposition of appeair suit.

(1) If the Contractor or subcontract@ppeals or files suit and if, upon final disposition
of the appeabr suit, the Contracting Offic&r decision is sustainéd

(i)  The restrictive markingn the technical datahall be cancelled, corrected or
ignored; and

(i) If the restrictive markings found not to be substantially justified, the Contractor
or subcontractoras appropriate, shall be liable to the Government for payment
of the cost to the Governmef reviewing the restrictive markirand the fees
and other expenses (as defined in 28 U.S.C. 2412(d)(2)(A)) incurred by the
Government in challenging the markjnmless spgal circumstances would
make such payment unjust.

(2) If the Contractor or subcontract@ppeals or files suit and if, upon final disposition
of the appeabr suit, the Contracting Officér decision is not sustainéd

(i)  The Government shall continue to be bound by the restrictive magkidg

(i) The Government shall be liable to the Contractor or subcontrdotqrayment
of fees and other expenses (as defined in 28 U.S.C. 2412(d)(2)(A)) incurred by
the Contractor or subcontractan defending the markingf the challengédy the
Government is found not to have been made in good faith.

(i) Duration of right to challengeThe Government may review the validity of any restriction on
technical datadelivered or to be delivered under a contract, asserted by the Contractor or
subcontractorDuring the period within three (3) years of final payment on a contract or
within three (3) years of delivery of the technical datthe Government, whichever is later,
the Contracting Officemay review and make a written determination to challehge
restriction The Government may, however, challeagestriction on the release, disclosure
or use of technical datat any time if such technical déta

(1) Is publicly available
(2) Has been furnished to the United States without restriction; or
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(3) Has been otherwise made available without restrict@nly the Contracting
Officers final decision resolving a formal challenigg sustaining the validity of a
restricive markinc onsti tutes fivalidationdo as address

()) Decision not to challeng@ decision by th&overnment, or a determination by the
Contracting Officerto not challeng¢he restrictive markingr asserted restriction shall not
constiltiudet ifovma. 0

(k) Privity of contract The Contractor or subcontract@agrees that the Contracting Officeray
transact matters under this clause directly with subcontra@besy tier tha assert
restrictive markingsHowever, this clause neither creates nor implies privity of contract
between the Government and subcontractors

() Flowdown The Contractor osubcontractormagrees to insert this clause in contractual
instruments with its subcontractoos suppliers at any tier requiring the delivery of technical
data, except contractual instrumesfor commercial items or commercial components.

(End of clause)

GENERAL RECOMMENDATIONS

This clause applies to both Technical Data and Computer Software/DocumeiRatim@w the
complete text of DFAR27.71 and 227.72 for:

» Specific usesf 252.2277037

« Clauses used in conjunction with 252.2Z037.

+ Clauses used instead of 252.22737

3.13.3 Section M - Evaluation

3.13.4 Section L - Instructions to Offerors
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4 Process and Product Support Activities

The Process and Product Support Activigestion ofthis document provides RFP language
examples that are used in the context of performing all projaagieneral, these activities may
address processes and their products that apply more generally to the organization. For example,
quality assurance, cogfiration managemerdand measurement che used to support all

processes and products, and to provide objective evaluafitims processes and work products.
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4.1 Automated Development and Support  Environment

4.1.1 Section C - SOW/SOO; Requirements

EXAMPLE 1
An automated computdrased software lifeycle development and support environment will
be used by the contractor. Development of the

responsibility of the prgram office. The environment should provide the following

capabilities: 1) specification of the l#gycle software development processl the
monitoring/enforcement of that process, 2) integration of Comyaldied Sétware

Engineering (CASEANd other tools supporting the various interphase activities of the life
cycle, and 3) interphase support including program management, configuration management
and baselining, dcument/specification generation, traceability and change impact analysis
[USAF 1996].

4.1.2 Section M - Evaluation

4.1.3 Section L - Instructions to Offerors
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4.2 Certification and Accreditation Processes

4.2.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

Contractors must alswarrant that proposed system and software product specifications and

security and data access architectures have either been addressed in ongoing documentation
required by the agencydés certification and acc
regulationsgoverning the process, and specific documentation where this must be

addressed] and are ready for evaluation in applicable phases of the process [list the specific

phases of the process and specifically what is required in each phase]. Contractors must

also address willingness to provide proposed equipment and engineering assistance as

required, at no cost to the government, to the specified [name the testing facility] testing

facility to obtain required certificatioof functionality[DHS 2008]

EXAMPLE 2

Contractors must warrant that their products have been satisfactorily validated under
common criteria or that products will be satisfactorily validated with the period of time
specified in the contract artdat such product validation will be maintained for updated
versions or modifications by subsequent evaluation as regjiite¢8 2009].

4.2.2 Section M - Evaluation

4.2.3 Section L - Instructions to Offerors
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4.3

Configuration Management  Audit

4.3.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

4.3.2

4.3.3

The contractor shall conduct formal audits of the configuration managdmmtiion, as

provided for in theSoftware Quality Assurance (SQRJan, to ensure strict compliance

with the requirements of the contract, the approSettware Development Plan (SDPand

the approved Software Configuration Manageniehta n. The contractor és
ensure the effective configuration managenoéiiie developmental baseline from the time

of contract award until final acceptance of the software and its associated documentation by
the procuring agency. Also to be included in these procedures is the independent auditing of
the status accounting system to assess effectiveness in tracking Software Trouble Reports
The contractor shall ensure that symtocedures are integrated with the configuration
managemenprocedures addressing the total defense system when the software is only a
portion of the total system developmiitL -STD-QQQ)].

Section M - Evaluation

Section L - Instructions to Offerors
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4.4  Defect Prevention

4.4.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The Governmentds objective is for the supplier
process riskassociated with the design solution through the development of producible

designs, capable fabrication and assembly processes, and associated controls. This includes

activities such as the followirf@OD 1998]:

(1) Developing and implementing an approachtfoe identification of key product
characteristics Key product characteristics are the features of a material or part
whose variation has a significant influence on product fit, performance, service life,
or manufacturdility [DOD 1998]

(2) Identifying manufacturing process risfesg., the riskselated to developing stable
and capable processes, to minimizing the need for engineering changes, to
preventing defects) associated with the evolviegjgh solution, and developing and
implementing appropriate design alternatives and reskuction effortgDOD 1998]

442 Section M - Evaluation

EXAMPLE 1
Proposed approaches will be evaluated based (ip@D 1998]:

(1) The extent to which theynploy disciplined, structured processes (versus ad hoc or
anecdotal) to identify and mitigate manufacturing process (isks, the risks
related to developing stable and capable processes, to minimizing the need for
engineeringchanges, to preventing defediSiPD 1998].

(2) The extent to which the processes for identifying key product characteaistics
identifying/mitigating of manufacturing process rigke integrated with the evall
systems engineering procg¢BOD 1998].

(3) The extent to which the proposed approaches reflect the integration of
manufacturing process risk reduction efforts into the planning for this program
[DOD 1998].

443 Section L - Instructions to Offerors

EXAMPLE 1

Propose and discuss any defpaventionpractices to be employed for this acquisition. To
facilitate Government evaluation methods, provide rationale for each such method,
indicating how it helps to meet the SOO paragraphs on defegentioDOD 1998].

Describehow key product characteristiedgll be identified and how existing manufacturing
process capabilities are considered in the assessment of manufacturing process risks
associated with the evolving product iges Define how manufacturing process risk
assessments are fed back to product design efforts to ensure that reducibility considerations
are included in the evolving product des[OD 1998].
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45 Measures

45.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The System Development P{&@woftware Development Plan (SDRhall specify the
collection of the following minimum set of metyiaad the collection methodology
[Army 2006]

a. Requirementsolatility: total number of requirements at S&& requirement changes
over time after SSR.

b. Software sizeplanned and actual number of units, lines of code, or other size
measurement over time.

c. Software staffing: planned and actual staffing levels over time.

Software progress: planned and actual number of software units designed, implemented,
unit testedand integrated over time.

e. Problem/change reports statustal number, number closed, number opened in the
current reporting period, number by each software unit, age, and priority of open
reports.

f. Computer hardware resoueautilization planned and actual use of computer hardware
resources (e.g., processor capacity, memory capacity, input/output device capacity,
communications/network equipment capacity, auxiliary storage device capacity, and bus
bandwidth) over time and for the worstse operations scenario.

g. Milestone performance: planned and actual dates of software development activities and
events (detailed Work Breakdown Structure (WB&) chart).

EXAMPLE 2

It is imperative that the operatnal Reliability, Availability, and Maintainability (RAM)
metricsassociated with the system are translated into contractual terms that become system
RAM requirementwithin the RFP and contract. Farcquisition of an overall weapons

system, an overall RAM requirement including Integrated Diagnostics should be imposed in
the contract and demonstratddOD 2005]

EXAMPLE 3

The contractor shall systematically collect and report actual contract coptevide DoD

cost analysts with needed data to estimate future costs. Contractor reports shall be prepared
in accordance with the instructions contained in the most recently approved versions of DI
FNCL-81565, DIFNCL-81566, and DIFNCL-81567. The contraot as part of the response

to the solicitation wl [DOD2008a]

a. Accept or propose changes to the approved Contract Cost and Software Data Reporting
(CSDR) Plan, DD Form 2794, that includes the contract WBS using the approved
Program Plan and the ContraBian provided by the DoD program office as the
baseline. The Contract CSDR Plan will include level 3 of the contract WBS and any
lower level WBS elements designated by DoD as being high risk, high value, or high
technical interest. The contractor may fugtlextend the WBS for its own reporting
purposes.
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b. Negotiate, if appropriate, a revised Contract CSDR Plan that will be submitted by the
DoD program office to the DCARC for review and the Cost Analysis Improvement
Group (CAI G) Chai r powvedQoptrach @SBOR Plan Witk f i n al ap
incorporated into the contract.

c. |IAW DFAR 215.40%, provide contract cost estimates on the DD Forms 1921,-1921
and 19212 using the contract CWBS dictionary proposed in subparagraph a above.

After contract award the cortctor shall:

d. Provide the final contract WBS and dictionary IAWNDGMT-81334 within 60 days
after contract award. Maintain and update the WBS and dictionary during contract
execution. Submittals will be no more frequent than CCDR reports.

e. Prepare and prode CCDRs IAW DFNCL-81565, DFNCL- 81566, and DIFNCL
81567 and with the approved Contract CSDR Plan.

f. Flow down CCDR requirements to any lower tier contractor that will have a contract
valued at over $50 million or any contracts valued at between $i@msaind $50
million that are designated by the DoD program office as being high risk, high value, or
high technical interadDOD 2008a].

EXAMPLE 4

The metricshould clearly portray variances between planned and actual performance,
enable early detection or prediction of situations that require management attention, and
support the assessment of proposed changes on the program. All programs of record with
any ®ftware,regardless of ACAT category, shall define, develop, and implement the
following minimum set of core metrispecific to their program.

« Software Size

« Cost Schedule (WB®cus on software)

« Software Quality

« Software Organization

The core metricshould be tailored and implemented consistent with both of the Program

of ficebs and the developerds internal tools an
should establish and agree upon additional mewicsieans of insigho identify and

address software issues deemed critical or unique to the prdif@i 2008a]

GENERAL RECOMMENDATIONS
Specify the tracking and analysis of performakiegricsimeasurein the RFP [SEI 2007a].
Establish cleaperformance thresholdsr each performance measure [SEI Test 2007].

Performancéetricsimeasuresnust be directly related to the risksu identify, and support the
acions you take to mitigate those rigigEl 2007a].

If you do not know what decision a measure supports, THROW IT OUT [SEI 2007a].
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Your RFP should define the indicators and methieggovernmenneeds to trackrogress,
quality, schedule, cost, and maintainability. What you should look for when analyzing an
of ferorés MeitgsiftcoWtsragle. &1 Bmr ough measur
workings are defined and assessed. If &ctfe process improvement planexecuted (which
requires that appropriate measurements are taken) data are collected and analyzed to pr
process failures. Therefore, the offeror must have a corporate mechanismemntgla in a
systematic manner that performs orderly process control and methodical process improve
This can be identified by the measurement methods the company uses to assess the dev
process, analyze the data collected, and feedback consefioproblems within the process
[USAF 2000].

After you have identified your program issues (and before contract award) you and your f
contractor must agree on entry and exit criteria definitions for the proposed software
development process andgucts. Entry and exit criteria must also be defined for all data
inputs, standards of acceptance, schedule and progress estimation, and data collection a
analysis methods. For instance, there must be an agreement on the definition of sotote li
code and how and when SLOC will be estimated or counted. The entire collection and an:
proces8 all definitions, decisions, and agreeménshould be written into the contract
[USAF 2000].

Make sure the software qualityetricsand indicators they employ include a clear definition ¢
component parts (e.g., SLOC), are accurate and readily collectible, and span the develop
spectrum and functional activities. They must identify metady and apply them at the
beginning of the system engineering and software implementation process. They should ¢
develop software Metrics Usage Plzfore contract award [USAF 2000].

45.2 Section M - Evaluation

EXAMPLE 1
The contractords customi zed SRDR and Data Di
which (1) the report captures the Government
integrated with the contractor 6s[DO®»2008Bal over

45.3 Section L - Instructions to Offerors

EXAMPLE 1
The Government identifies software resources data on the elements identifiedhsithin

attached CSDR Plan, DD Form 2794. The data for each marked element are contained in
the most recently approveersions of the DMGMT-81739 and DIMGMT-81740. The
government objective is to collect a subset of the same data that the contractor normally
collects to oversee and manage software development efforts. Therefore, the Government
expects the contractor tustomize or tailor the sample formats to be consistent with data it
normally collects. The Government will approve the customized or tailored formats
proposeddy the contractor. The contractor shall provide a SRDR Data Dictionary with the
customizedormats.

62 | CMU/SEI-2009-SR-008



The contractor shall submit the completed SRDR Initial Developer Report withiay60
after contract award for the entire software product, and within 60 days after initiation of
each software release or build. The contractor shall submit a com3&BR Final
DeveloperReport within 60 days of delivery of each delivered software release. The
contractor shallsubmit a completed SRDR Final Developer Report for the entire software
product within 60days of delivery of the final software element. Refoonat and other
delivery requirementare specified in the attached CIROD 2008].
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4.6

Quality Assurance Program General Requirements

4.6.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

General. The contractor shall plan, develop, document and implem8oftavareQuality
Assurance (SQAProgram to ensure that high levels of software qualityattained and all
contractual requirements are complied with fully. Program reporting shall be part of the
management reporting system during all phases
Program shall, as a minimum, utilize assessments, documentation reviews, design reviews,
monitoring, auditing, and testing to ensure compliance with contractual reqentsnirhe
Program shall be applied to, but not limited to, the following: software requirements;
software design; software engineering standards, practices and procedures; computer
program implementation; software documentation, software testing; sofiivargy

controls; configuration managemermbrrective actionand subcontractocontrol

[MIL -STD-QQQ].

ManagementEffectiveSoftware Quality Assurance (SQManagement shall have sufficient,

well-defined responsibility, authority, and the organizational freedom to identify and

evaluate quality problems and to initiate, recommend and/or provide solutions. Contractor
managementegularly shall review the status and adequacy of the Program and realign the

Program to insure that its requirements and those of contracts will be satisfied. The term

fiSoftware Quality Assurance (SQR)r ogr am Requi rementsodo are used
cdlective requirements of the Standard. The fulfillment of the requirements of this Standard

are not intended to be responsibility of any single contractor organization, function, or

person. However, the organi zat inplmnehtatgny oups r es
monitoring and enforcement shall have, as a minimum, corporate reporting responsibility

external to and independent of the software developing/engineering group to ensure an

objective evaluation of the software qualitycluding compliance with contractual

requirementgMIL -STD-QQQ)].

ReportingThe contractor ds or gan iQgaity Assunancehalls ponsi bl e
be provided a corporate reporting chain that is indegent of the manager of the
organization responsible for developing the software under corftvict-STD-QQQ)].

Results of all softwar@uality Assurancactivities shall be documented in established
formats and shall be promptly submitted to the propéharity. These reports shall be
available for review by the procuring agency. Failure to report discovered discrepancies
will be considered in nenonformancevith contractual requiremen{$/IL -STD-QQQ)].

EXAMPLE 2

The Developer shall establishSaftware Quality Assurance (SQRjocess IAW the

Developer's Government approv8dftware Quality Assurance (SQRyocess(SQARor

the Software Development Plan (SDihen theSoftwareQuality Assurance

Process(SQAPE incorporated into th&oftware Development Plan (SDRhe Developer

shall document their processes in B&ftware Quality Assurance Process(SQARE

section 8.3.21), which may be included as part oSibitware Deviepment Plan (SDP)
TheSoftware Quality Assurance (SQpjocess and life cycle objective evidence shall be
recorded and made available to support contractual requirements. Provision shall be made
to permit Governmd representatives to review procedures and data during all phases of the
Developer's performandérmy 2006].
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The Developer shall providgoftware Qualityndicatorsto report the status of software

qualty The Devel oper 6s datxcoledtianang regodifigtfowsts e qual i ty
shall be made available to the Government for evaluation. The status of probtatis rep

(open/closed) shall be provided electronically every two wgeksy 2006].

4.6.2 Section M - Evaluation

4.6.3 Section L - Instructions to Offerors
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4.7  Quality Assurance Program Plan

4.7.1 Section C - SOW/SOO; Requirements

EXAMPLE 1
The contractor shall developZoftware Quality Assurance (SQR)an (hereafter referred
to as the APl anod) to document the application

Plan shall identify Organizational sponsibilities and authorities for its execution and the
events critical to its implantatiofMIL -STD-QQQ].

4.7.2 Section M - Evaluation

4.7.3 Section L - Instructions to Offerors
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4.8 Quality Assurance Reviews and Audits

4.8.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The contractor shall establish procedures for the preparation and execution of independent
softwareQuality Assuranceeviewsand audits. These procedures shall be subject to the

review and approval bthe procuring agency. The procedures shall include provisions for
assessing software and its associated document
technical/contractual requirements and shall establish tracealofithe original

contractual performance requirements throughout the software development. The Plan shall

identify the schedule and the persons responsible for the conduct of such audits throughout

the software development from time of contract award through final sefacaeptance by

the procuring agencfMIL -STD-QQQ)].

EXAMPLE 2

Subcontractor Quality Assurance Audithe contractor is responsible for imposing the
software qualityrequirement®n any and all subcontractotBat he may employ for the
development of defense department software. Accordingly, the contractor shall conduct
periodic audits of his subcontractdrs twarefQuality Assuranc@rogram, plan, and
execution thereof to ensure that all requirements are being satisfied and that the software
being developed possesses the highest degree of quality fEdsibi8 TD-QQQ)]

4.8.2 Section M - Evaluation

4.8.3 Section L - Instructions to Offerors
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4.9 Risk Identification and Mitigation Approach
49.1 Section C - SOW/SOO; Requirements

49.2 Section M - Evaluation

EXAMPLE 1
Proposal Requiremenk# Risk Identification/MitigatiofUSAF 2005]

The proposal requirement will be met when the Offproposes specific, cost effective, and
technically sound risk mitigation activities for the prioritized list of risks submitted,

including burndown plans coordinated to program milestones, for significant risks such that
risks are mitigated prior to the g@popriate program milestone. The risk information exhibits
an understanding of the risk levels (probability of occurrence and severity of consequence),
implementation of an approach to address inter/irtegment and external interface risks,

and implemerttion of an approach to mature technologies deemed critical to the proposed
architecture. The risk analysis adequately justifies these risks and includes isolation of
causes and determination of effects. The risk information should identify organizational
responsibilities and provide a realistic work schedule in the IMS and effort in the WBS which
is consistent with objectives for TSAT/TMOS milestones.

4.9.3 Section L - Instructions to Offerors

EXAMPLE 1
Proposal Requirement #X: Risk Identification/MitigatidSAF 2009

Propose risk mitigation/burn down activities for those risks identified below as well as
significant contractor identified risks. Mitigation approaches may include, but are not

limited to, technology development, prototypes, field demonstratingmeering models

and simulations. The burn down plans should include the required tasks and allocated
resources and should be consistent with the IMP and IMS. Based on your assessment of the
TMOS TRD, in the context of the overall TMOS program, provitktaled description of

the critical management and systems engineering risk areas for the TMOS Segment, with
associated rationale. Provide a prioritized list of all significant technical and management
risks. Consider risks for all program phases. Atiaimum this information should:

Describe your approach to establish technical maturity of Policy Based
Management (PBM) consistent with the deployment schedule.

Describe the risk associated with ensuring interoperability with GIG networks.

Describe the riks associated with ensuring certification and accreditation of the
TSAT network and TMOS elements.

Describe the risk associated with accommodating mobile (COTM) terminals.

Describe the risk associated with the use of COTS/GOTS/NDI components
including therisk of integrating multiple products.
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4.10 Risk Management

4.10.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The RFP should state that the offerorbs approa
development riskand how they will exploit riskitigationopportunities throughout
contract performancfJSAF 2000]

4.10.2 Section M - Evaluation

4.10.3 Section L - Instructions to Offerors

GENERAL RECOMMENDATIONS

The offeror should document the approach to be used in man&kingdeveloping software
and integrating it in the system. The offeror should be required to quantify performance, support,

cost, and scheduleriskact or s (this should be part off the off
(SDP)[USAF 1996].

69 | CMU/SEI-2009-SR-008



4.11 Risk Program Approach
4.11.1 Section C - SOW/SOO; Requirements
4.11.2 Section M - Evaluation

4.11.3 Section L - Instructions to Offerors
EXAMPLE 1
Proposal Requirement #X: Risk ProgrHd8AF 2005

Describe your rislprogram that identifies, plans for, tracks, and controls risks. ldentify
and establish the quantified acceptable risk levels that need to be achieved prior to
transitioning to deployment, including definitions of the criteria used to determine the
acceptaldity of the risk levels and justification for the selection of those criteria.
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4.12 Securely Configuring Proprietary Commercial Software

4.12.1 Section C - SOW/SOO; Requirements

EXAMPLE 1
VistaE and Windows XPE S{DH&2088t d Secure Confic

(&) The provider of information technology shall certify applications are fully functional
and operate correctly as intended on systems using the Federal Desktop Core
Configuration (FDCC). This includes Interngxplorer 7 configured to operate on
Windows XP and Vista (in Protected Mode on Vista). For Windows XP settings, see:
<http://csrc.nist.gov/itsec/guidance_WinXP.html>, and for the Windows Vista
settings, see: <http://csrc.nist.gov/itsec/guidance_vistahfDHS 2008]

(b) The standard installation, operation, maintenance, update, and/or patching of
software shall not alter the configuration settings from the approved FDCC
configuration. The information technology should also use the Windows Installer
Servicef or i nstallation to default Aprogram fil
silently install and uninsta[DHS 2008]

(c) Applications designed for normal end users shall run in the standard user context
without elevatedystem administration privileggBHS 2008}

4.12.2 Section M - Evaluation

4.12.3 Section L - Instructions to Offerors

71 | CMU/SEI-2009-SR-008



4.13 Security Controls and Standards

4.13.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

(&) When mitigating or remediating risks to confidentiality, integrity, and availalaifity
Federal Information Systems, National Security Systems, contractor assets that enable
possession, control, or otherwise enable access to Federal Information or National
Security Systems, the Conti@acshall implement controls and standawriseffective
or more effective than those implemented by the Agency for the same or substantially
similar risks with the same or substantially similar potential measurerai ha
[DHS 2008]

(b) When selecting appropriate controls and standards for protecting confidentiality,
integrity, and availabilityof Federal Information and National Security Systems, the
Contractor shall us the analyses, processes, and standards established for Federal
Government systems established by the [current organization/agency and other
applicable standards] publicatiof®HS 2008]

4.13.2 .Section M - Evaluation

4.13.3 Section L - Instructions to Offerors
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4.14 Software Assurance Case Submission
4.14.1 Section C - SOW/SOO; Requirements
4.14.2 Section M - Evaluation

4.14.3 Section L - Instructions to Offerors

EXAMPLE 1

In order for the Acquirer to evaluate the proposed software assurance capabilities, the
potential suppliers mustubmit an initial Software Assurance Casaccordance with
ISO/IEC 15026, Systems and software engine@rBystems and software assurahce
Part 2: Assurance Case . Paragraph 3.2 below identifies the minimum that should be
included in the initial assurance case. The initial Software Assurance Case shall
subsequently become a part of the contract and be used by the Acquirer as initial
acceptance conditiorf®HS 2008]

It is understood that the initial Software Assurance Caldoerbroad in nature because
potential suppliers will not know all the details of safety and security until contract
performance. However, the assurance case should be comprehensive enough to convey a
clear understanding of the safety and security resquint of this RFP. As a minimum,

the initial Software Assurance Case shall include the folloyri¢S 2008]

3.2.1 Toplevel claims (and sublaims as appropriate). These claims shall include all the
characteristics of claims defined in ISO/IEC 15026.

3.22 Arguments for the televel claims and subclaims. These arguments shall include
all the characteristics of arguments defined in ISO/IEC 15026.

3.2.3 Evidence and explicit assumptions supporting the arguments. The evidence shall
include all the charactestics of evidence defined in ISO/IEC 15026.

3.2.4 Approving authority for the assurance case. The approving authority resume shall

be included. The resume should include evider
education in software assurance ataleloping and managing software assurance
cases.
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4.15 Software Security Acceptance and Measurement Criteria

4.15.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

(&) The Supplier shall provide all operating system, middleware, and application software
to the Acquirer secuty configured by Supplier in accordance with the FAR
requirement based on 44 USC 3544 (b) (2) (D) [kS 2008]

(b) The Supplier shall demonstrate that all application software is fully functional when
residing on the operating system and on middleware platforms used by the Acquirer in
its production environment, configured as noted above.

(c) The Supplier shall NOT change any configuration settings when providing software
updates unless specifically autheed in writing by the Acquirer.

(d) The Supplier shall provide the Acquirer with software tools that the Acquirer can use
to continually monitor software updates and the configuration status.

(e) At specified intervals by the Buyer, the Supplier shall providétguirer with a
comprehensive vulnerability test repéot the suite of applications and associated
operating system and middleware platforms used by the Acquirer in its production
environment, configured as noted ahove

() The Acquirer and Supplier agree to work together to establish appropriate measures
to quantify and monitor the supplierds perfc
requirements. Specific guidance should include types of measures to be used, measures
reporting frequency, measures refresh and retirement, and thresholds of acceptable

performance.

(g) The Supplier shall provide all operating system, middleware, and application software
to the Acquirer free of common vulnerabilities as specified by the Common
Vulnembilities and Exposures (CVE®)The Standard for Information Security
Vulnerability Nameshat can be retrieved from http://cve.mitre.org/

(h) The Suplier shall provide all operating system, middleware, and application software
to the Acquirer free of common weaknesses as specified in the Common Weakness
Enumeration, A Communiyeveloped Dictionary of Software Weakness Tiets
can be retrieved frorttp://cwe.mitre.org/[DHS 2008]

4.15.2 Section M - Evaluation

4.15.3 Section L - Instructions to Offerors
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4,16 Trustworthy Software

4.16.1 Section C - SOW/SOO; Requirements

GENERAL RECOMMENDATIONS
1.0 Trustworthy SoftwarfpbHS 2008]
1.1 Key definitiongDHS 2008]

ASecurity controlso mean t he manthatji® me
safeguards or countermeasures) prescribed for an information system to protect th
confidentiality, integrity, and availability of the system and its information [NIST SP
800" 53]. This definition includes software.

ASecurity categoryo means the charact
based on an assessment of the potential impact that a loss of confidentiality, integn
availability of such information or information system would have on orgtairal
operations, organizational assets, or individuals [FIPS Pub 199].

AiSecurity objectivesd mean confidenti
3542].

AAssuranced means grounds for justifi
acheved. (ISO/IEC 15026).

AAssurance Case0 means representation
(ISO/IEC 15026). A Software Assurance Case includes (software assurance) clain
evidence that support those (software assurance) claimsldénather appropriate
definitions.
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1.2 Security CategoffNOTE: This is an example. Also see [FIPS 199] and [DODI 8500.}
Enclosure %

This software system is used for large procurements in a contracting organization a
contains both sensitive and proprietary supplier information and routine administrati
information. For the sensitive supplier information, the potential impact frassaof
confidentiality is moderate (for example, the loss may result in a significant financial
the potential impact from a loss of integrity is moderate (for example, the loss may r
in the effectiveness of the contracting mission is signifigaaduced and there is
significant damage to the information asset), and the potential impact from a loss of
availability is low (for example, the loss may result in downtime, but there is backup
the routine administrative information, the poternti@act from a loss of confidentiality
is low, the impact from a loss of integrity is low, and the impact from a loss of availa
is low. Based on 1.2, the resulting security category of the software system is
{(confidentiality, moderate), (integritynoderate), (availability, low)[DHS 2008]

1.3 Software Security Requirements.

Based on the security category for the software system, the minimum security
requirements specified {INOTE: Reference the external documentésg required.
(NOTE: Minimum security controls may be specified in this paragraph or in an exterl
document similar to FIPS Pub 200; National Institute of Standards and Technology
(NIST) SP 80053; and DODI 8500.2, Enclosurg [#DHS 2008]

1.4 Software Assurance Case.

The Softwae Assurance Case shall be the primary instrument for refining and monit
software assurance during the life of this contract. The Software Assurance Case sk
developed and conform to the requirements of ISO/IEC 15026, Systems and softwa
engineeingd Systems and software assurahdéart 2: Assurance Case. The supplier
shall refine the Software Assurance Case throughout the development process and
be based on the software assurance requirements of this contract. The contractor s
submit thecase for reviem(NOTE: Specify when the case should be reviewed, such ¢
with the submission of the software desigastly, the successful execution of the
Software Assurance Case shall be a condition for final acceptance of the software
product/servicgDHS 2008]

4.16.2 Section M - Evaluation

4.16.3 Section L - Instructions to Offerors
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5 Project Management

The Project Management section of this document provides RFP language etarapsest

acquiring organizations with visibility into contractaetivities such as planning, monitoring, and
controlling the project. Examples address multiple points in the life cycle and include establishing
and maintaining plans, managing commitments, monitoring progress against plans, and taking
correctiveaction.
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5.1  Contractor Monitoring

5.1.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The Statement of Work for the procurement must address requirements that the functional

processes of Software Acquisition PlanpiRgquirementBevelopment, Management,
Project Management and Oversigahd RiskManagemeninust be demonstrated and
exercised by the developer in a continuous maandrbe equivalent to that articulated by
CMMI Capability Level JUSN 2004.

5.1.2 Section M - Evaluation

5.1.3 Section L - Instructions to Offerors

GENERAL RECOMMENDATIONS

The purpose of this activity is to ensure that Section L of the Request for Proposal contair
appropriate instructions that allow for an adeqgateernment e vi ew of t he
to satisfying the system performance requirements s well as adequae v al uat i on
software development processes and planned development a3z R2004]

Currently, the SEI Capability Maturity Model Integrated CMMI) modeland methodology
can serve as a representative set of mature software development and management prog
Other appraisal models or methodologies may currently be in use on DoD programs
[SMC 2004]
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5.2  Contractor Statement of Work (CSOW)
5.2.1 Section C - SOW/SOO; Requirements
5.2.2 Section M - Evaluation

5.2.3 Section L - Instructions to Offerors

EXAMPLE 1

Attachment CDX to Volume XContractor Statement of Work (CSOW) and Annexes
[USAF 2005]

A Statement of Objectives (SOO) is provided as Attachnterithesolicitation The SOO
represents the Government's minimum objectives for TNMIRESOfferor shall use the

SOO to propose a WBSructured SOW, which expands upon these minimum objectives
to the extent necessary to perform this effbine proposed CSOW shdefine the tasks
required for TMOS, ensuring all minimum requirements of the Government provided
SOO and preliminary WBS have been addresBeel proposed CSOW shall consist of
tasking statement&ach tasking statement shall reference the CDRL itemsvihde
delivered by that task he proposed CSOW shall not contain informational notes, as the
Mission Capability volume provides ample opportunity for discussion and description of
the Offeror's approach, and the IMP and IMS provide the mechanisrdedoribing

specific details of the Offeror's approadtne tasking statements in the CSOW, elements
of the CWBS, and the IMP and IMS sections shall use a common numbering Eystem
proposed CSOW, when accepted by the Government, shall be put on cirdveatd

CSOW Tasks

The proposed CSOW shall, at a minimum, include all SOO items and the following tasks:

Implement a seamless Electronic Data Interchange (EDI) with the Government utilizing
Webbased technology at the unclassified and Secret [EidIprocesses shall be
referenced in the IMP, as applicablehe EDI shall establish and maintain the capability
for electronic mail, scheduling, and access to CDRLshall provide access to all other
data to include subcontractor data in the prime's pageasand working draft data
(classified up to DoD Secret) developed to support the management and engineering
efforts of the program and this data shall be included in the Data AccessionHisst

shall include, but not be limited to, the latest requirshadlocation status traced from
technical and capability requirements documents to subordinate segment hardware and
software requirements.

Conduct a multday program startup workshop, monthly program management reviews,
and quarterly risk reductioreviews Conduct a quarterly review (in place of that

mont hés program management review) that
representation from other program segments and uSémsgcture these reviews to

provide insight into the technical sign, risk, cost and schedule progress, and
management issues

Conduct Integrated Baseline Revie®sach reviews shall be scheduled as early as
practicable and should be conducted within 180 calendar days after (1) contract award,
(2) the exercise of siffitant contract options, or (3) the incorporation of major
modifications The objective of the integrated baseline review is for the Government and
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the Contractor to jointly assess areas, such
complete coverage di¢ statement of work, logical scheduling of the work activities,
adequate resourcing, and identification of inherent risks.

Develop and document a tipphased TMOS Segment Integration, Test, and Evaluation
(IT&E) strategy, concept and master pl&upporidevelopment of key T&E
documentation developed within Government IPTs. Provide support, as needed, to
Operational Test AgencieBerform box/component/software item/segmentfinter
segment/system level testing to ensureterahd verification of TMOS and A$

network requirements and capabiliti€&upport the TSAT MulBervice Initial

Operational Test and Evaluation (MOT&E) certification procédaintain compliance
with the Government Deficiency Reporting (DR) System described by Technical Order
(TO) 0035D-54. Integrate deficiency resolution and IT&E activities with the program
management, systems engineering, and risk management processes as well as
hardware/software development and sustainment activities.

Develop and conduct logistics and supportabdibalysis concurrent with and as an
integral part of the overall systems engineering process compatible with Government
infrastructure and in accordance with the MRRF49506 Logistics Management
Information Performance Specificatiofissist the Governmeas a partner in

determining Depot Source of Repair Assignment Process (SORAP).

Develop safety requirements and conduct a comprehensive Environmental, Safety and
Occupational Health (ESOH) Analysis complying with all Federal, state, and local laws
and reguations and provide compliance documentation.

Provide conceptual designs, LCC updates, program management planning and Risk
Mitigation status

Map the Government supplied TSAT CONOPS to the TMOS TRD by TM@%/amkbt
System Requirements Review (approtafgdl.51 2 months after contract award).

Develop and stabilize the user interface early in accordance with Human Factors

Engineering standards, using the TMOS Demonstrator as appropdatgify schedule

and functionality of TMOS Demonstrator incrensmapability deliveriesTMOS
Demonstrator deliveries wild@l be in. advance of
TMOS Demonstrator deliveries will be in advance of relevant TMOS major IMP events

(see the section below Attachment CD2 to Voluméntegrated Master Plan (IMP)).

Support the Government in determining the compliance requirements for DOD
Information Technology Standards Registry (DISR) standards, including updates to
appropriate TRDsIn addition, the contractor shall generate DISR profilies. (
standards profiles, DoDAF T¥) through the use of the DISR online tool.

Support the Government in the implementation
Approach (MOSA).

Provide all necessary data and support for implementation of applicabiBedely KPP
requirements.

Implement an accredited EVM system in accordance with ANST4BAo actively and
effectively manage cost, schedule, and performance through the life of the program.
Conduct quarterly EAC updates and provide the Government witbiesoiff

documentation to support estimates. CPR data should be submitted in accordance with
CDRL A003 and each task shall be loaded individually to correspond to its appropriate
resource.
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Develop and demonstrate a functional CAIV model, and conduct a TMOS@de
analyses, based upon your design and corresponding LCC estimate (which includes risk
reduction and design development and acquisition/operatidhg)model shall include

the Basis of Estimate (BOE) by WBS element and a complete risk analysisdocedule

& technical) in 10% confidence intervals (10%, 20%, 30%, etc.). All cost deliverables
shall include a clear trace between the LCC WBS and all plans that relate to the risk
reduction and system development phases of the progreammodel shalbentify time
phased costs (then year and base yérg contractor shall participate in the
Cost/Performance IPT (CPIPT) and conduct meetings to present results to and answer
guestions from the CPIPT.

Participate in the TSAT program giver/receiver fortabuild an IMS that integrates all
segments of the TSAT program. Deliver the IMS in an electronic format compatible with
the Government's IM&Eoordinate with the Government in defining and mapping data
fields within the IMS in order to facilitate dataahange

Verify TMOS requirements, including hardware and software integration and
maintenance, network integration and test, and support to TSAT requirements in
accordance with the TSAT and TMOS TRDs.

Data Accession List items shall be readily and etettally accessible by the
Government with revision control.

The contractor shall identify all software that shall require NSA certificalibis

software shall be segregated such that it can be delivered sepahatatidition the
documentation for thisoftware shall be easily separated from, or easily identified as a
separate section within, the softwardated CDRLs.

Contractors will operate in accordance with contracggmerated, Government
approved plans including but not limited ®oftwareDevelopment Plan, Systems
Engineering Master Plan, Information Assurance Plan and test plans.

The contractor shall work with the government through the-gasird System Design
Review to update and finalize the list of applicable compliance and referecgments.

TMOS Contractor Roles and Responsibilities at the TSAT System Level

The proposed CSOW must also cover tasks related to TSAT system and segment IPT
activities and productsrable 6.2.1 summarizes TMOS contractor roles and
responsibilities in thisegard. Using this table as guidance, the following tasks at a
minimum must be addressed in the CSOW:

A. Lead network architecture coordination within the TSAT Network IPT to ensure
payload and terminal constraints are accommodated and proper trades completed
address user and operator needs; coordinate with external network programs and
activities (e.g. GIG E2E; GIG/BE; tactical networks).

B. Lead NM and OM coordination within Network IPT working groups, including
extensive coordination with TSAT segments atetra network management and
mission planning organizations.

C. Support the TSAT System Requirements IPT, including recommending and
coordinating changes to system requirements for the TSAT network based upon the
approved TSAT network architecture and changeT SAT NM/OM requirements as
appropriate Provide recommended network requirement updates for the System
TRD (sections 3.2.x6s and i mpacted sections
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TRD (sections 3.7.x06s) based ndgdesign t he appro
For these requirements, provide and update verification plans (VCRM entries and

RVPs), including verification plans to allocated segments. These will be used as

inputs and recommendations to the Program T&V IPT to integrate into system level

plan s . Maintain traceability of TSAT TRD sect
requirements.

D. Support the TSAT System CAIV IPT, including performing TMOS CAIV studies and
coordinating crossegment trades.

E. Support the TSAT System Test and VerificdBdn including a leadership role in
TSAT network testing. Within the T&V IPT intersegment and system test working
groups, lead E2E network (packet services) system testing, including selected test
case development, planning, test requirement developmetih@mevelopment of
selected simulated test scenario external ingRitsvide input data for RVPs
involved with network system level requirements verification and provide
appropriate data for verification of other system level requireméusrdinate on
all suggested changes to network VCRMs and RVPs, including allocations to all
segmentsThis work will be consistent with the SE&I developed System Test and
Verification Plan (STVP) and done within the structure of the SE&I Integration, Test
and Verificaton IPT. Provide support for other system level (circuit services)
integration and test activities as well as network end to end testing with the GIG and
any other external networkBrepare test reports for TMOS segment level testing
and E2E network testinfor TSAT for use in the SE&I requirement verification
processldentify appropriate risk reduction tests for TMOS and the TSAT network
along with support requirements.

F. Support the TSAT System Interfaces and Standards IPT, including a leadership role
in producing ICDs listed in Table 6-2, as well as playing a major role in the TMOS
to Space ICD and Payload to Terminal ICD

G. Support the TSAT System Integration IPT, including a leadership role in developing
a TSAT network integration plan, coordinatinglWitSAT segments and external
networks (e.g. terrestrial GIG, tactical networks).

H. Support the TSAT System Terminal ILT, including a leadership role in developing the
TMOS to terminal interface, coordinating with TSAT segments and terminal
programs (JTEO andervice terminal programs).

I.  Support, lead, or coordinate with additional IPT and working group activities listed
in Table 6.21. In addition, participate in external activities, including GIG E2E
working groups, test activities, operational planngrgups, and similar activities.

J. Perform network level (E2E) modeling and simulation activity, including model
development and/or integration as required.

K. Support the program office in the development of a plan for the transition to
operations, to includeansition of AEHF to TSAT.
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Table 6.21: TMOS Contractor Roles and Responsibilities

‘ TMOS Contractor Role TMOS Products

System Network CL Network Architecture (CDRL)

System System S, CL for network requirementy TSAT networkrequirements

Requirements recommendations

System CAIV S CAIV Study Reports

System Software S

System Test and S, CL for network testing; Network test plan; Network

Verification Verify Network Requirements | test report (CDRLS); RVP
Inputs

System Mission Systems S

Engineering

System Interfaces and S, CL for network, OM, NM (all CDRLs) TMOSTerminal

Standards ICDs ICD; Common MNE ICD;
TMOS to External NMS ICD;
TMOS to KMI/SMI ICD;
TMOS to external planning
ICD; TMOS to AEHF MCS
ICD*

System- |1A S

Syg¢em- Risk Management | S Segment Risks & Burn Down
Plans

System Modeling and S Network modeling and

Simulation simulation

System Integration S, CL for network, OM, NM Network Integration Plan

integration (CDRL)

System Terminal S

TMOS- SEIT CL

TMOS - IA/Crypto CL

Space Payload S

Space SEIT C

Space IA/Crypto C

Role Legend: Cl- Contractor Lead; SSupport IPT; G Coordinate with IPT
* If needed, based upon Offeror's proposed approach to AEHF integration
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5.3 Contractor Work Breakdown  Structure (CWBS)
5.3.1 Section C - SOW/SOO; Requirements
5.3.2 Section M - Evaluation

5.3.3 Section L - Instructions to Offerors

EXAMPLE 1
Attachment CDX to Volume X: CWBRJSAF 2005]

A Government Work Breakdown Structure (WBS) for the TMOS Segment program has
been providd as Attachment 12 of the solicitation. The reference document for
developing the WBS and dictionary is DoD Military Handbook 88 1/NBK-8811

Work Breakdown Structure. The Offeror shall develop a Contractor Work Breakdown
Structure (CWBS) and dictionamyhich reflects their view of the contract effort. The
CWBS shall serve as the framework for organizing the TMOS Segment Program in
house, interdivisional, subcontractor, and associate contractor activities. The Offeror
may rearrange and/or combine the VBRlements shown but must still maintain the
visibility of the governmei r ovi ded el ements within the
deliverables. The Offeror should also develop depth (level) and breadth sufficient to
accurately describe the Offeror's understandifithe effort required for the TMOS
Segment Program as reflected in the SOW. A mapping of CLINs to WBS elements shall
be completely consistent with that shown in Section B of the Model Contract.
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5.4  Corrective Action

5.4.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The contractor shall establisharrective actiorsystem for reporting, correcting, and
analyzing problems/failures occurring during all phases of software development. The
contractor shall provide for the conduct of periodiadés of this system to ensure its
continuous effectivenefdIL -STD-QQQ)].

The contractor shall perform periodic analysis of all software trouble reports for the
purpose of identify trends which may disclose generic problem areas. The trend analysis
shall include the study of the causes, magnitude of impact, freqakocgurrence, and
preventive measurgbiiL -STD-QQQ)].

5.4.2 Section M - Evaluation

5.4.3 Section L - Instructions to Offerors
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5.5 Cost and Schedule
5.5.1 Section C - SOW/SOO; Requirements
5.5.2 Section M - Evaluation

5.5.3 Section L - Instructions to Offerors

EXAMPLE 1

Factor (): Cost Proposal@pen Architectur®elated - The Government will evaluate the
following costs with respect to how they further XXX Open Architegtats:[USN 2007a]

+ Supplemental Information Concerning Cost/Price of Noncommercial Technical Data
(TD), Noncommercial Computer Software (CS), and Noncommercial Computer Software

Documentatiof{CSD)

+ Supplemental Information Concerning Cost/Price of ComiaeComputer Software
(CS), and Commercial Computer Software Documentd@&D) and Commercial
Technical Data (TD)

+ Supplemental Information Concerning Cost/Price of Background Inventions

GENERAL RECOMMENDATIONS

The RFP should requ offerors to provide a development scheduydpropriate to the known
requirements, showing all major milestones, audits, reviews, inspections, and deliverables
expected that this schedule will change as requiremeotsrigebetter defined. Evaluate this
schedule to determine if the offeror understands the need for presenting detailed schedule
information and for tying that information to detailed program requiremBeterminewhether

Itis

the program tracking systeme i ng proposed is part of the compan)

practices or if it is new for this program. Also, you will want to ensure schedule needs and
are described and included in tBeftware Development Plan (SDR)SAF 2000].

Problems are often created when schedule baselinesstablished before software requiremet
are well defined and understoapghvernmenRFP preparers may include schedule infornmatio
based on factors that do not account for the system development process or software
requirements. Offerors then inadvertently accept RFP schedule information as a reqtiineand
responsive proposal, and prepare their response based on tbaedscequirements. This
practice causes offerors to bid to untenable schedules affecting the viability of their submig
decreasing the probability they will complete tasksrapg@sed. One solutichprovide minimum
schedule guidance, anglquireofferorsto propose development schedutesed on program
requirements and their development approach [USAF 2000].

Where users remain adamant that arbjitcelivery dates must be met, you will do well to work
with them on the concept of evolutionary or incremental deliveries versus a full scope capa
Even then, it is recommended that you use every persuasive power at your command to e
them on tle exceedingly high failure rate for programs with unrealistic schedules [USAF 20

ypes

nts

nt

sions,

bility.
ducate
DO].
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5.6 Design Information Documentation

5.6.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The Contractor shall document and model the system or component (e.g., software,
hardware middleware) design informatiamsing industry standard formats, (e.g., Unified
Modeling Languager UML), and how it will use tools that are capable of exporting model
information in a standard format (e.g., Extensible Markup Language Metadata Interchange
(XMI) and AP233/1ISO 10303). The @oactor shall identify the proposed standards and
formats to be used. The contractor shall maintain the design information, including any
models used, so that it is current with thebadt systenrfUSN 2007a]

5.6.2 Section M - Evaluation

5.6.3 Section L - Instructions to Offerors
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5.7 Information Development Environment (IDE)

571

Section C - SOW/SOO; Requirements

EXAMPLE 1

Upon contract award, the contractor shall establish a progkaiae integratednformation
development environmenDE) that:

(@)

(b)

(©)

(d)

(e)

(f)

Contains all program development information, including intermediate and final
artifacts, both inwork and completed, developed and used as a part of the development
activity, to include, at a minimum, all desidata items, review materials (briefings and
reports), technical reports and briefings, all softwaetricsimeasureseports, peer
reviewreports, program schedules, and all Software Development Folders (SDF)
(including all requirements, design documents, code, test cases, test results, and other
items).

Provides a welenabled interface allowing continuous, reahe accesgremote and
local) to all items contained in tHategrated nformation development environment
(IDE).

For information maintained in special formats (such as within database toolsaised t
manage requirements), access will be provided either viaemabled tool interfaces or
via remote tool invocation, or both, ensuring minimal user access delays.

Provides continuous, redgime access for all stakeholders, includi@gvernmenstaff,
contactor staff, subcontractorsndependent Verification and Validation (IV&V)
activities and others as necessary amgpbropriate.

Segregates information according to nge<know and securitievels, protecting the
enclaves using access controls and, if necessary, separate networks. For example,
restricted and proprietarjnformation can be kept private from subcontractors

Upon contract completiorthe Integrated informatiodevelopment environment (IDE
shall be delivered to theovernmenasa CDRL[USN 2008]
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GENERAL RECOMMENDATION

If the Prime proposes a distributed development facility with each major subcontisintptheir
own processes, the ris&sides in the ability of the prime to deploylategratedmformation
development environment (IDEANd to integrate its overarching processes with the

subcontracto® t hr ough an or gani z a tuctuwenlbthe Priame thtertdete hni c al

execute a distributed development environment, its productivity will be lower at the start of
program unless it plans to implement theoermation development environment (IDffjor to
award and train its subcontracan the tools that it intend to use [SEI 2007b].

It is important for the acquirer to know and understand the ais&sg from prime contractor /
subcontractoprocess integration to properly monitor and manage these Aiskbe two previous
paragraphs indicate, there is a ridkowered productivity early in the program for either
approach. The RFP should request a plan from theeprontractor addressing this subject, an
ensure that all activities and ris&se captured in the Integrated Master Plan (INHRggrated
Master Schedule (IMSpnd Risk Managemeritlan (RMP)[SEI 2007b].

Process compatibilitiopicsinvolve [SEI 2007b]

+ ensuring a common vocabulary (i.e., what is the meaning of a HIGldxjiesur)

« ensuring consistent and compatible process goals

« ensuring efficient and clear-Hirectional communication of process information

« ensuring a clear understanding of each

the

ot her 6s

5.7.2 Section M - Evaluation

5.7.3 Section L - Instructions to Offerors
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5.8 Integrated Master Plan Approach
5.8.1 Section C - SOW/SOO; Requirements
5.8.2 Section M - Evaluation

5.8.3 Section L - Instructions to Offerors

EXAMPLE 1
Attachment CD2 to Volume IMntegrated Master Plan (IMP) [USAF 2005]

The IMP shall clearly and concisely state®é f er or 6s pl ans for executin
program from Authority To Proceed (ATP) through deployment. It will include descriptions

of how management and systems engineering efforts will be conducted, how program tasks
will be controlled and who, organizatiolhg will accomplish each task. It should identify

key management and engineering tasks, their relationships to program milestones, and the
specific criteria that will be used to track and measure successful task completion. Criteria

to measure technicakpgress should include a set of Technical Performance Measures
(TPMs). The IMP should provide tap-bottom traceability from the CLINs to Level 4 of the
CWBS, except for Software Development which shall be traced to Level 5. The IMP shall
describe: a) kegvents and accomplishments to be achieved by the Offeror under the
contract; b) the associated criteria for the events and accomplishments; and c) the processes
to be used in performing and reporting the tasks required by the contract. The IMP shall
alsoinclude a glossary. The Offeror shall prepare the IMP in a format which clearly and
succinctly conveys to the Government the information requested above. Offeror format is
encouraged for this document.

The IMP identifies the necessary Events, Significanbplishments, and associated
Accomplishment Criteria to meet the intent of the Contractor Statement of Work (CSOW). As
an event driven document, the IMP tracks program maturity and represefrtntip

planning and commitment, provides the basis for letiezrmplanning, instills balanced

design discipline, and provides a measure of progress in accomplishing TMOS Segment
objectives. The IMP shall contain selected Narratives to correlate the required processes to
the achievement of the Significant Accomptishts and Accomplishment Criteria. The IMP

shall be a single plan for the entire effort, including associate and/or major subcontractor
activities. The SOO, CSOW, IMP, IMS, and CWBS shall be consistent. This is a contractual
document and can only be chadd®y mutual agreement of the parties.

The Integrated Master Schedule (IMS) provides the schedule information for execution of the

|l MP. The I MS is a contract deliverable item un
requiredo (to maiyhinaadordance with ¢he requieements efthe b i | i t
Of ferords CDRL.

Events An Event is defined to be the initiation/conclusion of an interval of major program
activity. It represents a decision point related to the system maturity with continued system
develpment. Events may be identified in the format of entry and exit events (e.g. Initiate
CDR and Complete CDR) or they may use entry and exit criteria for each event. As decision
points for continued activity, Events shall clearly define expected matuatgcific point

in the program. Events shall be logically sequenced and may include demonstration
milestones, major reviews, modeling and simulation results, product deliveries, and other
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key decision points. The Contractor shall include definitions df &vent at the beginning

of the IMP. The Offeror is encouraged to identify additional Key Events that best reflect the
proposed program approach. Monthly Program Management Reviews, consisting of
technical and management aspects, are held to keep then@weré informed and facilitate
timely problem resolution. Software Design Reviews (PDR and CDR) for software
development shall be scheduled to reflect the Master Software Build Plan and delivery of
major functionality. Likewise software testing eventsldiebkimilarly addressed. For each

IMP event, there shall be one or more entry or exit Significant Accomplishments (entry or
exit). The minimum set of Events identified by the Government are:

TMOS PostAward Requirements Review
TMOS Segment Design Review

TSAT Phase B IRR

TMOS Preliminary Design Review (PDR)
TSAT Key Decision Point C

TMOS Critical Design Review (CDR)

TMOS Test Readiness Reviews (TR®pnducted at the prior to each major test to
determine that test procedures are complete and to aizairéhe Offeror is prepared
for formal testing.

N o ok whE

8. TMOS Developmental Test and Evaluation
9. TMOS Operational Test and Evaluation
10. TMOS Acceptance Review for Deployment
11. TSAT IOC

12. TSAT FOC

Significant Accomplishmenta: Significant Accomplishment is a specified result
substantiating an event that indicates the level of progress or maturity directly related to
each product/process. Accomplishments shall be measurable. Significant Accomplishments
are interim or final criical efforts that must be completed prior to entering or exiting an
event. Entry accomplishments reflect what must be completed to initiate an event. Exit
accomplishments reflect what must be done for the event to be successfully closed and to
demonstratehat the project is ready for the next event. Within each Event, Significant
Accomplishments are grouped to ensure the IMP correctly addresses the interrelationships
among functional disciplines. Significant Accomplishments shall provide sufficient
Goverment insight into the process for achieving objectives of the SOO and CSOW.
Significant Accomplishments shall be sequenced in a manner that ensures a logical path is
maintained throughout the IMP. One or more Accomplishment Criteria shall define each
Signficant Accomplishment.

Significant Accomplishments may include:

1. A desired result at a specified Event, which indicates a level of design maturity (or
progress) directly related to each product and process

2. A discrete step in a process.
3. A description of irdrrelationship between different functional disciplines.
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Accomplishment CriterisAccomplishment Criteria are definitive indicators of system

maturity required to declare completion of a Significant Accomplishment. Accomplishment

Criteria shall be tied tdhe completion of detailed tasks, shall be measurable, shall avoid the

use of fApercent complete, o and shall avoid cit
results of data reports. Accomplishment Criteria shall include the use of Technical
PerformanceMeasures (TPM) and metrics to track detailed tasks in the IMS. The TPM and

metrics information should include which measures will be flowed down to subcontractors

and unless otherwise stated, the Government will have access to data on the TPMs and

metricslisted in the IMP. Accomplishment Criteria may include:

1. The completion of specific detailed tasks.
2. The confirmation of the value of significant technical parameters.

3. The completion of documents, which provide results-pfaness verification
(successfly completed analysis or other testing activities).

4. The completion of <critical activities requir:
plans/operating instructions.

NarratvesNar r ati ves are concise summaries providin
functiond and management processes and procedures, how they relate to the integrated
product development process, and an overview of the efforts required to implement them.
The Narratives shall address only the key elements of implementing or developing a
procesgprocedure (i.e. what the process will be and how it will be implemented and

tracked). The Narratives facilitate Offeror and Government understanding of and
commitment to critical processes/procedures prior to contract award. The Narratives shall
complementhe respective Significant Accomplishment and Accomplishment Criteria

sections by indicating where in the particular process the criteria apply. Each narrative
subject area shall include a brief objective statement of desired results traceable to the
CSOW the processes applicable to that objective, a listing of any Government, industry,
national and international specifications and standards to be used achieve the objective. The
Offeror shall clearly state which of these documents are compliance andavbiokference

and if they will be tailored. Compliance documents are contractually binding, while

reference documents are for guidance only. The Software Development Plan will be a
compliance document. Narratives shall not include rationale for usingcpbat processes.

The Narrative shall be consistent with applicable technical and management approaches
described in the Mission Capability volume of the proposal.

The Offeror shall include the following process Narratives in the IMP (not listed in ofder
importance) and any others deemed critical to successful execution of the prEgm
process Narrative shall include, as a minimum, processes encompassing all work tasks
contained in the applicable WBS element:

1. Program Management. Define the pro@sto be used to plan, execute, track and
control overall program progress with respect to cost and schedule to include staff
allocation and EVMS planning. Provide decisimaking flow within the team to include
subcontractor management. Describe your comigations strategy that discusses how
information will be shared effectively across your team and with the Government, other
TSAT segments and associate contractor teams. Outline the infrastructure (tools,
Electronic Data Interchange (EDI), personnel, pesses) necessary to accomplish the
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strategy, including a team readiness assessment. Provide details of how classified
information will be exchanged physically and electronically if proposed.

2. Systems Engineering. Define the processes to be used for ¢gogdaquirements
analyses, performing functional analyses, allocating performance requirements,
providing bidirectional requirements traceability, synthesizing design solutions,
performing systems analysis and tramféstudies, and system test /requiratae
verification. Describe the methodologies that will be used in measuring progress,
evaluating alternatives, selecting preferred alternatives, and documenting data and
decisions. Include the processes to be used for conducting technical evaluations on
critical products/documents to include government participation. Include Software
Systems Engineering as part of the systems engineering processes as follows: Describe
the role of software in TMOS design, development, test, operations and maintenance and
you commitment to following the Software Development Plan.

3. Information Assurance Planning and Implementation. Define the processes to be used to
design and integrate information assurance into the overall TMOS system. Include
detailed plans and processes @artification activities.

4. Environmental Compliance. Define the processes to be used for integrating
environmental protection considerations into the overall TMOS system architecture and
engineering processes.

5. System Safety and Health. Define the procedssas used to develop a systeide
safety and health program that will ensure that safety and health requirements are
identified and factored into the design of TMOS.

6. Network Architecture and Design. Define processes to be used for leveraging standards
(IETF/ANSI), design processes (including prototyping and concept validation),
following commercial best practices for service provider networks, and managing
responsiveness to changes in GIG standards and Services network architectures.

7. Network Testing. Defe processes to validate design and external interfaces throughout
development, including the validation of elements of the network developed by other
segments.

8. Mission Assurance. Define the processes to be used in conducting the mission assurance
programfor system hardware and software during design, development and test.

9. Development Test and Evaluation: Define the processes to be used in planning,
conducting, and reporting Development Test and Evaluation.

10. Data Management. Define the processes to be lg@dhich all program data (both
technical and cost data) will be developed, maintained, and made available to the
Government electronically. Include the processes for classified data.

11. Risk Management: Define the processes used across the project teamagem
identify, mitigate and track risks.

12. Integrated Logistic Support. Describe the logistics support analysis approach and how
these processes will be used in developing supportable systems.

13. Configuration Control: Describe the processes for implemerdomgiguration control
throughout the program, to include subcontractors. Include information on interfaces to
Government configuration management processes.
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Each narrative subject area shall include, as a minimum, the following items:

1.
2.
3.

Process Title
Objedive: A brief statement of desired results, which is traceable to the Events.

Governing Documentation: The Governing Documentation lists the Government
documents and/or established Offeror practices or procedures to be used to achieve the
objective. The @eror shall clearly state whether Government documents will be

tailored and will reference, as required, the Applicable Documents section of the CSOW
for tailoring.

Description of the processes.
Process owner (organization responsible for maintaining @aining).

Process metrics that will be used to monitor the execution of the process. Unless
otherwise stated, the government will have access to any of the metrics cited in this
section.

Training given and planned to be given to support execution qgirtoess.
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5.9 Management Plan Approach
5.9.1 Section C - SOW/SOO; Requirements

5.9.2 Section M - Evaluation

EXAMPLE 1
The proposal requirement will be met when the Offeror [USAF 2005]

Proposes an effective management/subcontractor team structure and plan that intbgrates
management/subcontractor team structure for successful program execution.

Proposes a plan to obtain, and more importantly keep, highly skilled, effective personnel on
the program, especially key personnel. The Offeror provides resumes of persdeyel in
positions that reflect experience needed to perform successfully.

Proposes effective communications and collaboration with the Government and other
segment contractor teams to manage progreige integration and risk reduction efforts.
The Of traegyoprodates sear rediime information exchange, including access to

all technical data (including classified data), within the TMOS contractor team and with the
Government.

Provides consistent program contract documentation. The IMS identifieslcpiiths and

clearly provides buffer time to accommodate unexpected program .eMaeatd/IP should

include details of metrics (including metrics from team members) that will be used to

monitor contract performance and details which metrics withb&ilable for government

use. The Software Development Capability Evaluation (SDCE) responses must be consistent
with the contents of the IMP.

Proposes a plan to ensure the entire TMOS contractor team maintains a disciplined product
development approach gsistent with Capability Maturity Model Integration (CMMI)

Maturity Level 3 or higher, including a plan to ensure this performance continues
throughout the life of the contract. The tasks for ensuring this should be included in the IMP
and the IMS. The ptashould include which model you plan to use (e.g. GI8EISW,
CMMI-SE/SW/IPPD/SSUSAF 2005]

5.9.3 Section L - Instructions to Offerors

EXAMPLE 1

Proposal Requirement #x: Management PISAF 2005]

Provide your overall management approach to successfulbugxéhis program. Describe

the proposed plan to monitor and evaluate overall program progress across all disciplines
and team memberAt a minimum, address the following topics: top level schedule, budget,
earned value, resource allocation (including ragament of key personnel), funding
perturbations, overall risk management approach, issue tracking and resolution,

assumptions management, and near real time information exchange. Cite the management
tools used to monitor and provide Government insigbtint he progress of t
performance. Include an explanation for each tool proposed, explaining its intended utility,
heritage, and expected benefit.

Describe, in detall, the team structure, including the following:
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Provide the team organizational ché) that show where all team members fit in the
organization and the interdependencies, key relationships, and communication channels.
Provide information on the IPT structure you plan to implement (to include government and
other TSAT segments as appiliafe). The IPT structure should include the structure you

plan to employ to effectively lead the system level activities that have been allocated to
TMOS for leadership. Within the team, identify key management and technical personnel (to
include commercianetwork experiencesee Section H, clause SM{D17 for a definition of

key personnel). Provide your plan for maintaining equivalent level of expertise for these
positions throughout contract duration

Describe your teambs p nauding milestahesvibid apgoaohnt appr o
should be disciplined and consistent with Capability Maturity Model Integration (CMMI)
Level 3 or higher. Include your plan to integrate processes across team members and a
description of and schedule for internal andéotternal teanrwide appraisals. The

appraisals plan must include a teamide Standard CMMI Appraisal Method for Process
Improvement (SCAMPI) B level assessment to be performed no later than 9 months after
contract award. This appraisal must be led by adaie Engineering Institute (SEI)

authorized Lead Appraiser, external to the contractor's business unit, division, site, or
program office. The plan should also include the approach for managing and resolving risks
and weakness identified during the appadds For any appraisals already completed,

include the Appraisal Disclosure Statement (ADS) that identifies the business unit/location
appraised, the team conducting the appraisal, the credentials of the lead appraiser, a
statement illustrating the indepgence of the team from the unit appraised, and the date of
the appraisal. Also include any strengths or weaknesses identified during the appraisal and
the plans/schedule for addressing the weaknesses.

Provide your subcontractor, associate contractor, amdrdivisional team member
management plan which identifies all team members in Atch MC3. Include at a minimum,
their roles and responsibilities, location, leadership, capabilities/expertise of each to show
why they were chosen to serve in that role and they will be managed to ensure an
effective program team.

Fully depict all Organizational Conflict of Interest (OCI) at Prime and Subcontractor levels.
In Atch MC3 provide a comprehensive Organizational Conflict of Interest (OCI) integration
plan includng protective methods to prevent OCI with other T@83ociated contractors.

Provide an Integrated Master Schedule (IMS), Integrated Master Plan (IMP), Contractor
Work Breakdown Structure (CWBS), and Contractor Statement of Work (CSOW). Provide a
mappingof the CSOW to the CWBS as requested in Atch MCL1. Identify critical path(s) in the
IMS including the relationship between any spiral (or incremental) builds and the risk
reduction activities and milestone reviews. The IMP should include details of ntteditics

will be collected and made available to the Government, to include Technical Performance
Measures (TPMs).
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5.10 Modular Open Systems Support Plan

5.10.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The Contractor shall provide a modular open systems supporf@iaupporting the
proposedviodular Open Systems Approach (MOS$Acluding, but not limited to, plans for
integrating the systems under development both internallexiednally, a strategy for
maintaining the currency of the technology (through Commercidhefhelf software
(COTS)and other reusable NeDevelopmental Items (NPinsertion, technology refresh
strategies, and other appropriate means) and creation of different processes necessary to
supportModular Open Systems Approach (MOSJRA)SN 2007a]

5.10.2 Section M - Evaluation

5.10.3 Section L - Instructions to Offerors
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5.11 Operations and Maintenance
5.11.1 Section C - SOW/SOO; Requirements
5.11.2 Section M - Evaluation

5.11.3 Section L - Instructions to Offerors

GENERAL RECOMMENDATION

Include in the RFP theperations and maintenaneguiremento deliver the test tools, drivers
and test data to the O&M organization [SMC 2004].
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5.12 Past Performance Qualifications
5.12.1 Section C - SOW/SOO; Requirements

5.12.2 Section M - Evaluation

EXAMPLE 1
Subf act or OfdenArchitettiedast Paifermanc&ubmissionfUSN 2007a]

I n assessing the Odulbnmessionsod similar aomttactspteer f or manc e
Government will consider how well the Offeror implemeX&X OpenArchitecture
principles and used a modular open system appraachluding:

A Thedegree to which the Offeror demonstrated that its design apprpkts for
technology insertionand sustainment strategy were consistgttt the modular open
systems requirements.

A The degree to which the Offeror managfeel impact of changingequirements and
evolving technol ogy o n totsdiisdy ingorowed capaldlitesa b i | i ty t
over time.

A The degree to which the Ofcobn@minauthetnsanstfoe st and e\
testing the conformance to open standdadensure thepenness of key interfaces
throughout the system life cycle.

A The degree to which the Offeroandguicyppr oach cc
update, revise, anchange the system as threats (warfigh&ing information assurance
threats) or technologieSommercial ofthe-shelf software (COT)%r reusablekevolve;

[USN 2007&

EXAMPLE 2
Past performance is a measure of the Governmen
partners, and major and critical subcontractor

evaluation is based on, but not limited to, systems engineering, network designation

assurance (lA), network operations, ground control systems, protected and secure military
communications, digital communications, past and present performance questionnaire, and

software development capability such as the Software Engineeriegli t ut eés ( SEIl ) So
Capability Evaluation (SCE) and the (Air Force Materiel Command) AFMC Software

Development Capability Evaluation (SDCE) or equivalent, and commercial efforts.

Past performance will be evaluated by reviewing Contractor Performassessment
Reports (CPARSs) and information included by the Offeror on recent and relevant contracts.
The Government may communicate with any other sources on any contract deemed relevant.

The main purpose of the past performance evaluation is to apptelgri@nsider each
Of ferorés demonstrated record of contract comp
t hat me et customer 6s needs, including cost and

(a) The recency and relevancy of the past performance information is critical in
determining wht contracts/programs should be evaluated and should be
individually tailored to this acquisition. Recent performance will have greater
impact on the performance confidence assessment than older performance. Recency
is normally performance occurring withthe last five (5) years. In determining
relevancy, Offerors should make every effort to submit references from efforts
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(b)

Past pe

similar to the projected TMOS content.

rating for each of the four subfactors. Subcontragtsreceive a relevancy rating

for the subfactor(s) identified in the proposal. Contracts focusing on experience with
protected and secure, survivable communications systems and military/commercial
network management will have the greatest weight.

Offerars will be given the opportunity to address any negative or derogatory past
performance information received during this evaluation (subject to the restrictions
of FAR 15.306(e)(4)).

rformance will be assigned one of the following ratings bsvédeation team:

Of f ¢

TABLE 3 - PERFORMANCE CONFIDENCE ASSESSMENTS

Rating

Description

HIGH CONFIDENCE|Based on the Offerorbés performance

will successfully perform the required effort.

r

ec

SIGNIFICANT Based on the Offerords performance
CONFIDENCE Offeror will successfully perform the required effort.

r

ec

SATISFACTORY |[Based on the Offerords perf or man ©fierorwdlic
CONFIDENCE successfully perform the required effédbrmal contractor emphasis should preclude any
problems.
UNKNOWN No performance record is identifiabl8ee FAR 15.305(a)(2)(iii) and (iv)
CONFIDENCE
LITTLE CONFIDENCEBas ed o n tparerméhtefrezardy sulistantial doubt exists that the Offeror will

successfully perform the required effort

NO CONFIDENCE |[Based on the Offerorés performance

successfully perform the required effort.

r

ec

In determining relevance, consideration will be given to similar technology, type of effort

(development, maintenance, contract scope, schedule and type). Tables M4.5.1 thru M4.5.4

will be used as a guide for determining relevancy by Subfactor. Thesedaties the
criteria for evaluating contract relevance and provide performance assessment focus areas.

100 | CMU/SEI-2

009-SR-008



5.12.3 Section L - Instructions to Offerors

EXAMPLE 1

Offerors shall also submit, as a part of their proposalSafiware Development Plan (SDP)

rationalewhich describes why their specific approach is appropriate for the system to be
procured and how their proposed processes are equivalent to those articulated by CMMI
capability level JUSN 2007a]

Offerors shall submit a description of previous experiénaeveloping software using the
same or similar processes and approaches as proposed for lihitaton. Offerors shall
describe the extent to which personnel who contributed to these previous efforts will be
supporting this solicitation. Offerors shall also describe any previous CofiMuivalent
modetbased process maturity apprais performed. As a part of this description, offerors
shall identify the organizational entity and location where the appraisal was performed, the
type of evaluation, the organization performing the evadmatnd the level earndd SN

2007a]

EXAMPLE 2
Relevant Past and Present Performdb&AF 2005]

General

Past and present performance information is required of the Offeror, major & critical
subcontractors, and teaming partners proposed to perfornagesgcts of the effort the
Offeror considers essential to overall successful performance.

The information provided to the Performance Confidence Assessment Group (PCAG) in

Volume V and responses to the Performance Questionnaire are two means used by the

PCAG to obtain relevant past and present performance information. The Government

reserves the right to obtain information from any other sources (e.g., Air Force CPARS) to
assess Offerords past and present peutf or mance.
found by the PCAG during the course of assessing relevant past performance, may be

addressed by the PCAG.

Each Offeror with relevant performance information must send a Past Performance
Questionnaire (Attachment 2) to at least two (2) points of co(f&2€s) for each contract
submitted with the Past Performance Volume. Preferred points of contact are, in order of
descending preference: program or project manager, PCO, technical or engineering lead, or
Administrative Contracting Officer (ACO). For Govarant programs, if the
subcontractoré6s direct customer was another <co
to the Government customer where applicable. For commercial contracts, the following
order of precedence is suggestptbgram or project maager then contract manager. The
Offeror shall send a standard transmittal letter (Attachment 2) to request that all POCs
complete the Questionnaire. The points of contact shall return completed questionnaires via
the instructions identified in the questiwire.

Past Performance information concerning subcontractors and/or teaming partners cannot

be disclosed to a private party without the su
Because a prime contractor is a private party, the Government will haeddnsent before

disclosing subcontractor/teaming partner past performance information to the prime during

exchanges. In an effort to assist the PCAG in assessing the past perforaetenaecy and

confidence, the Government requests that a conseni&itachment 2) be completeg
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each major and critical subcontractor and teaming partner identified in your proposal. The
completed consent forms should be submitted as pgouofPast Performance Volume V,
Section 1 (not subject to page count limitafion

A separate copy of the client authorization letter(s) (Attachment 2) sent to each commercial

POC, shalll be included in Volume V (not subjec
use in case additional questionnaires need to be sent after subnas#isivolumeCopies

of all remaining client authorization letter(s) shall be submitted within one week of proposal

submission.

Early Proposal Information

Each Offeror is required to submit the Past Performance Volume, two (2) weeks prior to the
date set for receipt of proposals.

Relevant Contracts

Submit Past Performance information on a maximum of five (5) recent contracts that the
Offeror considers moselevant in demonstrating their ability to perform the proposed effort.

Of ferordéds contracts will receive a relevancy r
include information on a maximum of three (3) recent contracts performed by each of the
Offeor 6s major & critical subcontractors and tea
most relevant in demonstrating their ability to perform the proposed effort. Include rationale
supporting the assertion of relemwanance. The PCA

demonstrated performance as it relates to Mission Capabilityfaztbrs, wherever

possible: (Subfactor 1) Program Management and Systems Engineering, (Subfactor 2)
Network Functions and Architecture, (Subfactor 3) Network Management and Operations,
(Subfactor 4) Software Engineering, Development, and Management. The PCAG will assess
performance for high, mediutrigh or medium relevance contracts only. Subcontracts will
receive a relevancy rating for the subfactor(s) identified in the proposal. éwdlitiletails

relating to how the PCAG will conduct its assessment and determine relevance are
contained in Section M. Evaluation Criteria, paragraph 4.5, Factor 3: Past Performance.

Note that the Government generally will not consider performance owlg ae/arded

contract without a performance history or on an effort that concluded more than 5 years

prior to this source selection. If no relevant past or present performance information exists,

do not submit a Volume V. Instead, explain in the propoaainittal letter that no relevant

past or present performance exists. We will tr
unknown performance risk, having no positive or negative evaluative significance.

For the purpose of this solicitation, relevargst or present performance may be a part of
any Federal, state, and | ocal Government or th
contract or subcontract.

Specific Content

Offerors are required to explain what aspects of the contracts are deemed rébethemnt
proposed effort and to what aspects of the proposed effort they relate. This may include a
discussion of efforts accomplished by the Offeror to resolve problems encountered on prior
contracts as well as past efforts to identify and manage progekniihe Offeror is

required to clearly demonstrate management actions employed in overcoming problems and
the effects of those actions, in terms of improvements achieved or problems rectified. For
example, submittal of quality performance indicators tieoimanagement indicators that

clearly support that an Offeror has overcome past problems is required. Categorize the
relevance information into the specific Mission Capability-fadiors used to evaluate the
proposal. Organize relevant past/present parfance information in the following manner:
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Section I Volume Introduction

Provide a brief introduction to the volume and overview its organization.

Organizational Structure and Responsibilities. Describe the organizational structure for
the participatingdivisions within the prime contractor and the submitted major & critical
subcontractors and teaming partners. Summarize the responsibilities of each
organizational member. Provide an estimate of the total dollar value each participant
will expend.

Organiztional Structure Change History. Many companies have acquired, been

acquired by, or otherwise merged with other companies, and/or reorganized their
divisions, business groups, subsidiary companies, etc. In many cases, these changes have
taken place duringhe time of performance of relevant present or past efforts or between
conclusion of recent past efforts and this source selection. As a result, it is sometimes
difficult to determine what past performance is relevant to this acquisition. To facilitate
this relevancy determination, provide a "roadmap"” describing all such changes in the

last 5 years, including all current and previous CAGE & DUNS codes, in the

organization of the company, team partners and major subcontractors. As part of this
explanationshow how these changes impact the performance of any efforts the Offeror
identifies for past performance evaluation/performance confidence assessment. Since the
Government intends to consider present and past performance information provided by
other soures as well as that provided by the Offeror(s), the "roadmap" should be both
specifically applicable to the efforts the Offeror identifies and general enough to apply to
efforts on which the Government receives information from other sources.

Contract DataMatrix. Provide the following data for each relevant contract in
matrix/data table form

Contractor name and location of performing organization, including all current
and previous CAGE codes and DUNS numbers.

Name, address, telephone number, fax numbetsréinal tracking status for:
Procuring Contracting Officers, Contract Administrators, or Administrative
Contracting Officers, Program, Project, or Subcontract Managers, Technical
Representatives, and Other Cognizant Authorities (e.g. previous program
maragers, POCs, technical leads)

Contract or subcontract number, name, type, and award date.
Awarded cost/price and final (or projected) cost/price.
Original delivery schedule and final (or projected) delivery schedule.

Percentage of fee for each major peruting the last 5 years for Fee or
Incentivetype awards, together with rating and rationale.

Questionnaire Tracking Record. Provide status of Past Performance
Questionnaires.

Consent/Authorization Forms. Insert consent forms and client authorization
forms on all subcontractors and/or teaming partners.

Section 2 Relevant Past and Present Performance (Prime Offeror)

This section contains relevant past/present performance, as described in Section L,
paragraph 7.3, pertaining to the Prime Offeror. Linfitst portion to five pages or less
per contract or subcontract wusing the formatt
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Description of WorkProvide a brief narrative for each contract or subcontract listed.
Explain the nature of the work performed drav it is relevant to the TMOS effort in
terms of technology, type of effort (development, production, maintenance), contract
scope, schedule, and risk.

Relevancy Matrix. Complete a matrix for each contract or subcontract as shown in the
example below. Ehlefthand column of the matrix contains rows for each of the critical
Mission Capability (MC) sullactors (SF1 Program Management and Systems
Engineering, SF2 Network Functions and Architecture, SF3 Network Management and
Operations, and SF4 Software HEmgering, Development, and Management. The middle
column rates the degree of relevance (Not Relevant = 0, Low = 1, Medium = 3, Medium
High = 4 or High = 5) that the Offeror feels the contract or subcontract has to the
Mission Capability for this solicitadin. Use the relevancy criteria described in Section

M, paragraph 2.3, Factor 3: Past Performante do this rating. Leave the rating blank

for any subfactors that have no relevance. The riglaind column summarizes in two or
three bullets the rational®f the relevancy rating. Text narrative in this section can be
used to amplify the entries in the matrix.

TABLE 7.2- RELEVANCY MATRIX
MC Subfactor Rating Rationale for Rating
SF1 L (2 or 3 bullets substantiating rating)
SF2 H (2 or 3 bulletssubstantiating rating)
SF3 M (2 or 3 bullets substantiating rating)
SF4 H (2 or 3 bullets substantiating rating)

a) Contract Performance. Describe contract performance in terms of the items
listed in the Past Performance Questionnaire (Attachment &je ifontract in
guestion includes an Award Fee provision, provide award fee data for the entire
period of performance. For any work that did not meet original cost, schedule,
or technical performance and requirements, explain the reason(s) for the
disparity and any corrective actions taken to avoid recurrence. Provide
rationale as to why the price or delivery at the end varied from the beginning.

b) Lessons Learned/Best Practices. Describe any significant problems encountered
on the subject contract, root causf the problem, corrective action instituted,
objective evidence that the corrective action worked, and preventive actions
proposed for use on TMOB applicable, describe any unique or innovative
approaches (Best Practices) used on this contract tluetegl to be effective.

Section 3 Relevant Past and Present Performance (Major and Critical Subcontractors)

This section contains the same information on subcontractors as listed above for Section
2. However, the relevancy of each subcontractor pagbrmance will be based on an
assessment only against the Subfactor element(s) consistent with their role on the TMOS
Offeror's Team.
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5.13 Process Maturity
5.13.1 Section C - SOW/SOO; Requirements

5.13.2 Section M - Evaluation

EXAMPLE 1
Factor xi Software developmeptocess experiend&dSN 2007a]

Description: The Government wil indevelopilguat e t
software using the same or similar approach as proposed for this solicitation. The results of

any standard modddased process maturity appraisgksrformed within 24 months prior to

proposal sibmission, and the number of proposed staff experdanagsing these processes

will be part of the evaluation criterifJSN 2007a]

EXAMPLE 2

The Government wil/l evaluate the software proc

Process Improvement Plamd by using the Software Engineerlngtitute (SEI) developed

technique, the Standard CMMI Appraisal Methodology for Process ImprovéB@AMP).

The Government will determine the software process capabilty i nvesti gating t
current strengths and weaknesses in key process areas defthedSEI report CMU/SEI
2006TROO08 ACMMI for DevelUsAFi®o8).t, Ver sion 1. 20

The Government will perform a SCAM#H each offeror by reviewing current programs at

the site proposed on this contract. The evaluation will be an argoinal composite. It will

be substantiated through individual interviews and reviews of documentation, of the offeror
strengths and weaknesses in process areas relative to Maturity Lgee] the extent to

which an offeor meets or exceeds Maturity LevadrBeria. The onrsite appraisers may be
separate and distinct from the proposal evaluation team and may incladeeanment
contracting representative. The appraisal team will have been trained and experienced in the
SCAMPImethod4USAF 1996].

GENERAL RECOMMENDATIONS
Include capability evaluation as a criterion for selection [SEI SASS].

A SCAMPI can be used to support the Management Factor evaluation
[SEI SASS].

Assure software processes defined by the offeror are reflected in the draft Software Deve
Plan (SDP)and in the submitted Integrated Magan (IMP)and Integrated Master Schedulg
(IMS), and that they include processes for handling {Nbftware, software agpvernment

furnished material@GFM), andcommercial offthe-shelf software (COT$software [SMC 2004

To ensure the software process enacted for your program istpl#e] repeatable, and

manageable in terms of quality, cost, schedule, and performance, you should evaluate th
of ferorés software devel opment c .aRpmaembel, yot
are buying the process well as the product! Performing a software development

capabilityassessmentill help you identifyriska s soci at ed with the
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Riskidentification is pasible, since you will have:

1. Anunderstanding of how the organization managed software development efforts in
past; and

2.  The opportunity to compare past performawith the proposed software development
process.

Therefore,youmnu st pay due attention to the off
with overall assessments, which focus on the details of tools, meeis®nnel facilities,
management control, and language experience. Based amathrity level of the selected
contractor, you should consider customi z
weaknesses. For example, if the contractor has achieved a high level of maturity (3 or ab
you may decide thatonlineaceest o t he contractords deve
management status reports (e.g., cost, schedulenaiskgement and metridata) is an
effective alternative to the traditional oversight mechanisms of formal resiegvs

submi ssion/ approval of data items. Alter
efforts of different engineering disciplines and stake holders is relatively weak, you may a
requiremenfor an onsite liaison tasupport coordination with users and the contractors
developing interfacing systems [USAF 2000].

5.13.3 Section L - Instructions to Offerors

EXAMPLE 1

Offerors shall submit a description of previous experiénakveloping software using the
same or similar processes and approaches as proposed for this solicitation. Offerors shall
describe the extent to which personnel who contributed to these previous efforts will be
supporting this solicitation. Offerors shalso describe any previous CMMt equivalent
modetbased process maturity appraisglsrformed. As a part of this description, offerors
shall identify the organizational entity and locatiohawe the appraisal was performed, the
type of evaluation, the organization performing the evaluation, and the level ¢ai8kd
20074a]

GENERAL RECOMMENDATIONS

It is better to not list specific maturity levels from a specific model. Consider including
information on the Process Areas instead [SEI SASS].

The five key software RFP elemeait® [USAF 2000]
+ software development process

« contractor documentation and formats
« contractor control of baselines
« direct technicaVisibility

« proactive risk management
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Software development procegsmature contractor process helps ensure that the contractor
produce supportable, quality software on schedule in a predictable, consistent fiagner.

contractorés practices must also be docu
be available fogovernmenteview. This supports the need for continuous verification of prog
maturity and effectiveness [USAF 2000].

Contractordocumentation and formats: Documentatigfiverables should maximize the use o
information in the form and format used to develop the software [USAF 2000].

Contractor control of baselines: Allowing the contractor to retain configarand engineering
control of baselines until they are stable, frees the developer frogo¥keenmenteview and
approval cycle which also supports partnering [USAF 2000].

Direct technical visibility This may be imlementedwith the following requirements
[USAF 2000]

« The contractor must plan and implement ansefor sharing software development
informaion with the GovernmeniThe contractor shddibe required to provide access to
current working documeaion in the language and format notimaised for sofivare
development. This includes Government access to software engineering tocisabadeas.

+ Documentationwhere posible, should reside in electronic format in the automated softw
engineering environment

+ The contractor must plan the information sharing mechanism so that little ortrnactam
assistance is requador Government personnel to access information. fifioemation can
be used as a basis for foln@overnment recommendations to thetcactor, and whenever
practical, should be used to simplify the formal technical review process. Thus, you nes
provide formal approval of shared information on a-tlagay basis.

Proactive risk managemeiht the past, riskvas reduced byequiring the delivery of a series of
documents. Each deliverable was typically reviewed and approved by the Government to ¢
quality and to independently verify contractmth@ence to schdule. In principle, this document
driven contract monitoring wam efficient way to manage software devehent riskand
perform program oversight. In practice, the oversight role progressemtywed the developer
from responsibility for deign as each new document was approved. Since the Government
performed the review and found the errors, the contractor only had to deliver a product on
schedule and coect any errors the Government found. This approach too often led to increg
relianceon testing and diffused the responsibility for quality peots,which often emained
hidden until systemdivery [USAF 2000].
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5.14 Program Protection Plan and Information Assurance (1A)
5.14.1 Section C - SOW/SOO; Requirements

5.14.2 Section M - Evaluation

EXAMPLE 1
The proposal requirement will be met when the Offeror:

Demonstratea sound approach to implementing TSAT/TMOS Program Protection Planning
as applied to the TMOS Segment, including the TSAT network, TGBE, TNOM element and
TSAT Network Services element.

Proposes an effective approach for requirements identification, gewelt,

implementation, test, verification, and sustainment of IA, including key management

planning. The proposal should reflect an understanding of how to document and operate a
system that i mplements the Gover mseriespnt s | A pol

Proposes an effective approach for the IA certification and accreditation processes.

5.14.3 Section L - Instructions to Offerors

EXAMPLE 1

Proposal Requirement #X: Program Protection Planning And Information Assiiiance
[USAF 2005]

Provide a detailediescription of the Program Protection Planning (PPP) approach (with
emphasis on Information Assurance and Systems Security Engineering (SSE)) for TMOS
segment responsibilities, including the TSAT network design, TNOM design, and TSAT
interfaces. Describéhe approach for identifying candidate Critical Program Information
(CPI) and Critical System Resources (CSR) for the TMOS segment. Describe the concept
and processes for identifying, developing, implementing, and verifying IA (PPP and SSE)
system and compent requirements in the TMOS segment. Describe your approach for
estimating, monitoring, and managing life cycle costs for PPP and SSE components
throughout the TMOS segment.

Describe your approach for i mplemeivasi ng the Go
that are applied to the TMOS segment. Describe candidate trade studies that may reduce
identified vulnerabilities and mitigate risk(s) to the TMOS segment.

Describe your plans for IA certification and accreditation processes to include integrating
IA vulnerability alerts (IAVASs), for the TSAT network and TMOS elements, including test
and verification, and how certification and accreditation will be successfully achieved.
Describe the resources needed to support security testing and verificationelpting for
interfacing with NSA and other Government personnel and organizations.

Describe your approach and rationale for the development of Information Assurance
functions (including key management planning) for the TSAT network, TNOM, TGBE and
TSAT Nework Services.
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5.15 Software Development Plan (SDP)

5.15.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

Within the SOW, there shald/l be a fiTechnical Ap
X X X 6 ®ctaiongregarding the technical approadhbe taken by the offerors. It is

recommended that these expectations be based on the characteristics of the system to be

developed and not mandate any specific approach, but rather define the criteria with which

proposed approaches will be evaluatédsome cases, however, specific approaches may be

required based on XXX needs and the system to be acfuséd2007a]

Within the ATechnical Approacho section, there
EngineeringAppr oach, 6 containing at [BISNB0OA mum t he f o

Software Engineering

The contractor shall define a software development apprapplopriate for the computer
softwale effort to be performed under this solicitation. This approach shall be documented in
a (Software Development Plan (SDPJhe contractor shall follow thiSoftware

Development Plan (SDRr all computer software to be developed or maintained under this
effort[USN 20073a]

TheSoftware DevelopmentPlan (SDPh al | define the offerorés pr
and the processes used as a part of that mode
as defined in IEEE/EIA Std 1220y, TheSoftware Development Plan (SD$Hall describe

the overall life cycle and shall include primary, supporting, and organizational processes

based on the work content of this solicitation. In accordance with the framework defined in

IEEE/EIA Std. 12207.0, tHgoftware Development Plan (SD$Hall define the processes,

the activities to be performed as a part of the processes, the tasks which support the

activities, and the techniques and tools to be used to perform the tasks. Because IEEE/EIA

Std. 12207 does not prescribe how to accomplish thetteskfferor must provide this

detailed information so the XXX can assess whe
[USN 20074a]

TheSoftware Development Plan (SD$hall contain the information defined by IEEE/EIA
Std. 12207.1, section 5.2.1 (generic content) and the Plans or procedures in Table 1 of
IEEE/EIA Std. 12207.1. In all cases, the level of detail shall be sufficient to define all
software development processes, activities, and tasks to be conductedatinfoprovided
must include, as a minimum, specific standards, methods, tools, actions, strategies, and
responsibilities associated with development and qualificgtk@N 2007a]

0
I

5.15.2 Section M - Evaluation

EXAMPLE 1

At a minimum, the following threev al uat i on factors relating to t
development proceshall be included in Section SN 2007a]

Factor xi Software development approgthSN 2007a]

Descriptcn: The Government will evaluate the offero
approachto ensure it is appropriate for the system to be developed and meets standard
levels of completeness and process quality. For tlikiation, the Government will rely
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primarily on the draftSoftware Development Plan (SD&)d theSoftware Development
Plan (SDP)ationale

Criteria: IEEE/EIA Std12207.1, Section 4.2.3, Hiharacteristics of Life Cycle Data.

Factor xi Software development experier{téSN 2007a]

Description: The Government wil indevelopilguat e t he
software of the same nature as that being acquired with this solicitation.

Factor xi Software development procesgperiencdUSN 20073a]

Description: The Government wil indevelopilguat e t he
software using the same or similar approach as proposed for this solicitation. The results of

any standard modddased process maturity appraisgksrformed within 24 months prior to

proposal sibmission, and the number of proposed staff experience in using these processes

will be part of the evaluation criterifJSN 2007a]

5.15.3 Section L - Instructions to Offerors

EXAMPLE 1

The XXX shall request offerors to submit a draft version of 8wdiware velopment Plan
(SDP)as part of their proposal package as well as a rationale for how the XXX justifies their
process selectiofy SN 2007a]

iAs part of the proposal, of SdtwaceDsvelgppment | s ub mi
Plan (SDP)n accordance with the content defined in the SOW SHifievare Development

Plan (SDP)may be formatted as desired by the offeror but must contain the information

described but th8oftware Development Plan (SDPID. TheSoftware Development Plan

(SDP)is not page limited. ABoftware Development Plan (SDH)it is to-the-point and

appropiate, may be preferable toSoftware Development Plan (SDiPgat is excessively

wordy and contains neassential materiglUSN 2007a]

iof ferors shall al s o s ubSoftware Dexedopneentplanr t of t hei
(SDP)rationalewhich describes why their specific approach is appropriate for the system to

be procured and how their proposed processes are equivalent to those articulated by CMMI

capability level JUSN 2007a]

Offerors shall submit a description of previous experiénaieveloping software of the

same nature as this solicitation. As a part of this description, the offerdisiebaribe the
extent to which personnel who contributed to these previous efforts will be supporting this
sol i ci[USH 2007a]n O

Offerors shall submit a description of previous experiénakevelping software using the

same or similar processes and approaches as proposed for this solicitation. Offerors shall

describe the extent to which personnel who contributed to these previous efforts will be

supporting this solicitation. Offerors shall alsosdeibe any previous CMMir equivalent

modetbased process maturity appraisaisrformed. As a part of this description, offerors

shall identify the organizational entity and location where the appraisal was performed, the

type of evalwuation, the organization performin
[USN 20074a]
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EXAMPLE 2

Content for acquisition of systems software should be included in the RFP, such as
[SMC 2004]:

For the acquisition of mission critical and support software, Section L of the RFP should

require submittal of a draftSoftware Development Plan (SDPh at def i nes t he of f
proposed software development processes to be applied during the program life cycle

[SMC 2004]

Assure software processes defined by the offeror are reflected in thEaltafare
DevelopmenPlan (SDP)and in the submitted Integrated management Plan (st
IntegratedMaster Schedule (IMSand that they include procesges handling NDI
software, software as Government Furnished Materials (GFM)Gordmercial ofthe-
shelf software (COT$3PMC 2004]

The draftSoftware Developmerlan (SDP)must cover the following topicESMC 2004]

A Organizationi Who is responsible for each software development task (e.g., design,
code, test, etc.) and what is the reporting chain of people and organidajiongs
[SMC 20047

A Management and Technical Control$low will the software development be
management and what management controls will be emplsyd 2004p

A Schedule and Mileston&dNhat are the detailed schedule and specific milestones for the
sdtware development effort, and how do they relate to the overall systems development
scheduldSMC 2004p

A Status Monitoring How will management know where the project is with regard to the
schedulegSMC 2004P

A Documentatiori What documents will be produced and when? What formats will be
employed and what automated facilities will be used? How will the documents be review
and approvedSMC 20047

A Standards, Practices, and Guithesi What specific internal standards, practices and
guidelines will be followed in the design, code and test activities? How will this policy be
enforced and how will the documents be reviewed and appsid 20042

A Development and Test Resourta&hat support software and hardware is required and
how will this software and hardware be obtained, maintained, and documented? Which
of this software and hard is deliveraltethe acquisition agency and how and when will
it be deliveredSMC 2004

A Software QualityAssurancé What methods will be used for ensuring the integrity and
quality of all software processes and products (e.g., reviews and walkthroughs,
structured testing, automated analysis, [S#®IC 2004}

A Error Reporting How will errors insoftware products be documented? What
accountability approaches will be used to make certain that all detected errors are
corrected[SMC 20047

A Configuration ManagemeiitWhat software products will go under configuration
control and whefdSMC 2004

- What configuration control boardsill be established and who will make up
these board§SMC 2004
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Will there be internal change contrbéfore formal Government change control
[SMC 2004P

How will software configuration managememteract with other system
configuration managemeattivities[SMC 2004

A Securityi How will classified data and software products be controlled? How will

hardware facilities be installed, controlled and operated to enable the processing of
classified datgSMC 2004P
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5.16 Software Documentation

5.16.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

Software documentaticshall be utilized to plan, direct, explain, define, record, or provide
information pertaining to the software development. The Developer shall prepare and
maintain the sfiware documentation and provide these documents electronically. In the
event that the Government is unable to read the electronic media@bteenmensite, the
Developer shall provide an alternate means for the Government to read the data

[Army 2006]

5.16.2 Section M - Evaluation

5.16.3 Section L - Instructions to Offerors

EXAMPLE 1

The offeror shall also provide examples of software documentation (e.g., software
specifications, source codistings, and software test report(s) prepared on other software
development effor{fSEI SASS].
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5.17 Software Integrated Process Team

5.17.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

Upon contract award, the Contractor and tBevernmenshall jointly establish a Software
Integrated Process Tearhis team shall consist of contractor @@dvernment
representatives, and shall be-chaired by theorogram office Chief Software Engineer and
the contractor Chief Software Engineer (to include subcontrachief Software Engineers
as appropriate). Th&oftware Integrated Process Teahould be tasked to define,
document, monitognd improve the software development apprdagihg used for the
software effort. Specifically, tigoftware Integrated Process Teahall:

A Define and document the software development apptoao used for the work effort.
The approach is to be S3biware DevetopneedtPlann t he cont
(SDP) which is to be based on the propoSadtware Development Plan (SDP)
submitted with the offerords proposal

A SecureGovernmenapproval for theSoftware Development Plan (SD®ypproval is
facilitated by havingsovernmentepresentatives serving on tBeftware Integrated
Process Team

A Identify and make process improvements to the software approach, and document these
in theSoftware Development Plan (SDAhese improvements are to be based on
lessondearned, suggestions from staff, industadlvancements, and other sources.

A Control all changes to th8oftware Development Plan (SDP)

Monitor development progress, assess effectiveness of the development approach, and
monitor adherence to the defined pracedne key mechanism for monitoring is
attendance at technical reviews conducted in accordance witbatteare

Development Plan (SDR)Nd the Navy Technical Review process. Another is the use of
a separatelyschedled process assessment review (Independent Technical Assessment
(ITA)), conducted specifically to determine degree of adherence 8oftweare

Development Plan (SDPYyocess and to assess the effectiveness &fdftware

Development Plan (SDR it is keing applied.

A Monitor industrywide lessondearned, evolution of standards, advances in relevant
technology, tool utility and availability, and other information that may prove to be
valuable for the software work effort.

™

A Advise program managementareas relating to the software effort.

TheSoftware Integrated Process Te@mot responsible for management of the software
effort, for performing software qualigssurance, or for acting as andependat

Verification and Validationl{y&V) agent. The IPT however shall rely on existing program
managemerdnd on the QA/IV&V function to provide sufficient information to featdi

their monitoring of progress and adherence to dld8N 2008]

5.17.2 Section M - Evaluation

5.17.3 Section L - Instructions to Offerors
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5.18 Subcontractor Control

5.18.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The contractor is responsible for ensuring that the qualitgll software, documentation,
and programming materials procured from his subcontractorsorm to the contract
requirementgMIL -STD-QQQ].

5.18.2 Section M - Evaluation

5.18.3 Section L - Instructions to Offerors
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5.19 Support Planning

5.19.1 Section C - SOW/SOO; Requirements

GENERAL RECOMMENDATIONS

The SOW/SOO should define an objective for efficient;dijele software support consistent
with total system requirements and should state that software supportahilisementsnd
support characteristics are to be managed as an integral part of system development [SE

Support planningddresses the development acquisition and entails request fosadr(pBP)
development that provides for delivery of full documentation, data rightsdelivery of the
software engineering environment (SEEed by the developer [WF 2000].

The SOO definean objective for efficient lifeeycle software support consistent with total
system requirements. The SOO states that software supportability requirantestgpport
characteristicsra to be managed as an integral part of system development [USAF 2000].

You should specify the following characteristics to ensure your software acquisition is
supportable [USAF 2000]:

« Module size Module size affects software suppoitiap. Module size (a typical comper
software component [CSC]) should generally not exceed 100 source lines of code (S

« Complexity. Application complexity affects software supportabildye generally@epted
complexity measursi Mc Cabeds Cyclomatic Compl ex
exceed 10 for a given module.

« Programming languagd@he use of widehaccepted, highesrder programming langgas
to develop softwarenhances software supportétyil

« Spare memory. The availability of installed spare memory improves software supjtprt:
Spare memory permits the incorporation of enhancements and the correction of laten
deficiencies. The effeaf spare memory on supportahilivas calculated for the-B
AWACS where two similar radars were delivered with 9 percent spare and 34 percent
memory, respectively for the ARY and the APY2. Measurements revealed a 3to 1
difference in cost and Bedule impact when making the same change to b@tinaiars.

« Spare computer throughpthe availability of installed spare throughput affects the
software supportabilitypy permitting the incorporatioof enhancements and the catien
of latent deficiencies.

+ Spare computer system input/outplite availability of installed spare input/outpéfeats
software supportability.

116 | CMU/SEI-2009-SR-008



5.19.2 Section M - Evaluation

GENERAL RECOMMENDATONS
Consider making support a selection criteria [SEI SASS].
If licensingis an issue, this can be included as evaluation criteria [SEI SASS].

The higher the quality of the initial system, the easier it will keufiport. Therefore, the
of feror éds appr onaustibe amajor sourge getectiriterion [USAF 3000].

To ensure a prospective offerordés syste
adequately address the supportabitifysoftware, it is imperative you carefully evaluate the
of ferorés software devel op nMéSAR200®r oces s e

Software Development Plan (SDRequire the submission ofSmftware Development Plan
(SDPwi t h of ferorsé proposals that states
addresses supportabilitglative to the systenengineering process. This plan is evaluated
during source selectigtdSAF 2000].

The way you structure the RFP to acquire and develop your initial software can profoundl
impact the availability and usefulness of the required atigmvironmentTherefore, you must
require that all offerors describe their plans for supportalititpart of their proposal
submission [USAF 2000].

5.19.3 Section L - Instructions to Offerors

GENERALRECOMMENDATIONS

The following supportabilityssuesmust be covered in the Instructions to Offerors
[USAF 1996]:

« the methodology used to perform software sizing and cost estinaatihtipe pproach to be
followed during software development

« the rationale used for computer resource timing and sizing estiaratdescription of how
spare /O utilizatin (channels or data rates), CPU throughput utilization, memory utiliz
requirements will be met

+ adescription of any teaming and subcontraatangments

« the skill levels required for computer resources development and their availability with
corporate structure

« the method to be used for riskntrol
« any planned use of firmware
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« any plans for reusing anodifying existing software

+ aclear definition of all assumptions used during proposal preparation
« plans for the development of prototype software

+ plans and procedures for generating and using software metrics

« adisclosure statemeof defectremoval efficiencyThis should include their defitibn of
defects and what defects are included in the mairicthe method of caltating the metric
[USAF 1996].

Instructionsto Offerors (ITO) The ITO and source selectiemaluation criteria must specificall
address those areas you consider critical processes. The evaluation criteria should descr
isrequt ed of the offerorsé proposal and hoy
Center has developed an RFP template which provides general and specific guidance on
preparing the RFP for softwanetensive systems [USAF 2000].

Your RFP must require & offerors plan for supportabilityy stipulating that the software be
developed with a supportable architectilra anticipates change, uses accepted protocols a
interfaces, and has documentation consistent with the code. This can only be achieved d
initial software development and must be addressed upfront in the development contract.
higherthequait of the initial system, the easi
approach to supportabilitpust be a major source selectmiterion [USAF 2000].

Whether a contractor maintains the softsyar it is transitioned to thousegovernment
mai ntainers, the maintai ner andother esderdtial ®olstfol
proper code maintenance. The following deliverables must ldredUSAF 2000]:

« data rightgo make and install changes
« source codand documentation adequate to understand the code

« computer resources (SEEomputers, compilers, etc.) needed to modify the sourcearuti¢
produce bject code

« equipment and support software to test the subject code, to diagnose problems, and t
solutions, enhancements, and modifications

+ equipment needed distribute and install the new software

+ aworkable system to identify problems, resolve new requirements, and managetme s
workload

+ skilled personnel to perform required maintenance tasks [USAF 2000]
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5.20 Systems Engineering Approach
5.20.1 Section C - SOW/SOO; Requirements

5.20.2 Section M - Evaluation

EXAMPLE 1
The proposal requirement will be met when the Offeror proposes:

An effective approach for leading the effort to flow down and track network requirements,
including updates, for the TSAT system. $hiuld include ensuring the proper flow to the
space, TMOS and terminal segment, to preliminary/revised interface control documents, and
to segment and system test plans. The Offeror proposes comprehensive systems engineering
supporting the generation oétwork requirements updates and the flowdown of TMOS
segment requirements across and down to the elements, supportable components and
associated interfaces.

Comprehensive systems engineering processes for development of TGBE (TSAT GIG Border
Element) funébns and interfaces.

Effective configuration management for maintaining a TMOS program baseline, including
the TMOS specification tree.

Modeling and Simulation (M&S) plans that effectively address design, development, system
integration and test, risk, anglolving requirements. The Offeror proposes an effective
approach to validating models and disseminating program modeling results and simulation
analysis with external segments and programs, including Space Segment and SE&I. The
Offeror clearly explains m effective approach to performing system level network M&S.

Effective use of demonstration and prototyping to provide early risk reduction of
requirements uncertainty, to evaluate TMOS concept and design alternatives, to evaluate
TNOM user interfaces, artd obtain feedback from TSAT users and TNOM operators. The
Offeror clearly explains, in the SEMP, a comprehensive and effective requirements
maturation process used to manage the specification life cycle, from initial proposal through
maturation into finaspecification(s). The plan explains how the maturation process
effectively incorporates user feedback and technical performance assessment of
demonstrations and prototypes. The plan clearly explains how requirements deficiencies are
promptly identifiedfully characterized, and appropriately remedied. The plan
comprehensively identifies and characterizes existing requirements deficiencies, including
those related to timing and performance.

The Offeror provides plans and processes for a test and veudficatbgram that address at

a minimum: 1) The leadership of system level test activities for the network verification
effort, including providing inputs and coordinating changes to the system level Verification
Cross Reference Matrix / Requirements VerifwaPlans (VCRM/RVPS); 2) Support for
TSAT SE&I test and verification planning, including support for development of the System
Test and Verification Plan (STVP); 3) DevelopmertMOS segment and lower level
VCRM/RVPs which support the system TRD aadMOS TRD; 4) early systems

integration testing; 5) The TMOS portion of TSAT to GIG interoperability testing and the
TMOS portion of the Space and Terminal segment testing; and 6) Plans for testing COTS
products.

An integrated logistics effort leading &m operationally suitable, sustainable support system
infrastructure. The Offeror should demonstrate comprehensive planning for each element of
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Integrated Logistics Support (ILS), placing special emphasis on the following topics:
potential depot level mati@nance in partnership with Government facilities, life cycle spare
parts availability, and preoperational support planning. The logistics effort should
encompass all phases of the program, and be fully integrated into the System Engineering
Management RIn (SEMP).

An effective systems engineering process describing the activities to be used on the program
to ensure all TRD requirements translate into a TSAT network architecture and TMOS
component systems and software architectures (TNOM, TGBE and TS¥orkN@ervices).

The systems engineering process should also describe the activities to flow these
architectures into implementation, COTS selection, integration, and maintenance.

5.20.3 Section L - Instructions to Offerors

EXAMPLE 1
Proposal Requirement #xx: Sgset EngineeringUSAF 2005]

Describe your approach for effectively leading the effort to flow and track network
requirements for the TSAT system, including providing recommended network requirement
updates for the system TRD based on the approved netvabikteature. Include your
processes for working with the SE&I, the other segments and other government
organizations to perform this effort.

Provide in Attachment MC4 an initial Systems Engineering Management Plan (SEMP).
Attachment MC4 should be preparedaiccordance with paragraph 4.2.5.4. The SEMP will
be evaluated in accordance with criteria in Section M, paragraph 4.3.1.

Describe your approach to defining and implementing intrasegment, intersegment, and
TSAT external interface$She approach shouliticlude your processes for leading identified
interface development tasks and for working with SE&I, other segments, and other
government organizations. Describe your approach to leading the development of the
following interfaces: common protocols anddees, common managed network entity

(MNE), TMOS to external Network Management System (NMS), TMOS to KMI/SMI, TMOS
to GIG, and TMOS to external planning. Describe your approach to supporting development
of the following interfaces (as required): TMOS pa&e, TMOS to Terminal, TMOS to

AEHF MCS (MPE), and Payload to Terminal.

Describe the approach to performing Modeling and Simulation (M&S) and analysis
activities in support of TSAT network design, TNOM, TGBE and Network Services. For each
of these compongs:

Describe modeling, simulation, prototypes, test beds, executable demonstrations and
other analysis tools necessary to perform systems engineering.

Describe portions and/or characteristics to be simulated, the level of detail to which they
will be simuated, and the specific M&S tools used to simulate and evaluate them.

Explain how the tool set (including simulators) will be integrated and used to support

evaluation of alternate architectures, requirements clarification and verification,

performance pdiction, technical trades, CONOPS development, risk reduction, design

and development (including operational system testing) and humaahine interface

design. Explain how modeling, demonstration, and prototype tools will be used to elicit
userfeedback nd support the Offerords proposed engi
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process by which such feedback and analyses will contribute to the delivery of complete,
mature specifications.

Provide details regarding the processes, tools, and criteria used to massess, and
validate the models.

Discuss your approach to integrating your M&S analysis activities with other segments
and external interfaces.

Describe your plans for supporting SE®erification of system level network requirements,
architecture, and design. Describe your approach to leading TSATtedglye network

(packet services) system integration, testing and verification as well as TMOS segment level
testing. Describe yourpproach to provide support for Space and Terminal segment network
testing. Describe your approach to supporting GIG interoperability testing.

Describe the systems engineering process for development of TSAT GIG Border Element
(TGBE) functions and interfas. This systems engineering process must include
coordination with relevant external organizations including Space Segment, DISA, and GIG
E2E working groups.

Describe your process for supporting the SE&I Test and Verification processes including,

but notlimited to, support of developing the STVP (including early isggment integration

tests identified), system level VCRM/RVPs requiring TMOS support, and TMOS segment and
below VCRM/RVPs that support system verification. This should include plany for an

specific testing related to COTS products.
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5.21 Technical Management Process
5.21.1 Section C - SOW/SOO; Requirements
5.21.2 Section M - Evaluation

5.21.3 Section L - Instructions to Offerors

EXAMPLE 1
This factor (subfactor) is mei{DOW20@h t he Of fero
1. The program tasks in the SOW are fully identified and include the technical tasks.

2. Technical planning is complete and supports
approachand accomplishment of the requirements and objectives contained in the RFP.

3. Technical and technical management processes are implemented across the program
team, using appropriate and adequate tools.

4. The Offeror has implemented a technical baseipgroach (functional, allocated, and
product baselines) that s up patarabdsditheee pr ogr amo
rights are clearly explained.

5. Technical processes are mature and stable and represeknée  Of f er or 6 s appl i ca
corporate enterprise processes and lessons learned.

6. Approach, tasks, processes, and procedures are flowed down to the subcontractors
vendors, and lowest level suppliers, as appropriate.

7. A trained workfore (familiar with the processes, practices, procedures, and tools) is
available and in place to ensure accomplishment of the work.

8. Required professional certifications (such as IA required by DoD 8570.1) are held by
offered personl.

9. Technical events are included in the INN®S and reflect the technical approach

10. The IMPnarratives include the technical and technical management processes and sub
processes (as appropriate).

11. TheMSc | early indicates the programbés critical
risk.

12. Techncal reviews are identified; explicit entry and exit criteria; participation
established; and have the timing and frequency necessary to monitor and control
technical baselinenaturity and riskmitigation

13. There is a single technical authority that is responsible for program technical direction.
The lines of responsibility and authority are clearly established.

14. Key personnel are assigned and personnel resources identified.

15. The role of th&sovernment (program office, supporting Government organizations, and
user) along with the key subcontractbiss been identified.

16. Programintegrated Product TeaiftPT) is established that involggrogram
participants and stakeholders for all Life Cycle phases and identify roles and
responsibilities.

17. Programspecific plans represent a sound integrated technical apprddahplans are
flowed down to the teammatsspcontractorsvendors, and lowest level suppliers on
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the program. The planning is integrated across the SOW, IBERFIMS, and other
program managemeuplans and processes to support critical path analysis, EVM, and
risk management.

18. The Of f eshauld hhaoudhlif documentthe Offdcfos t ec hni wehé appr oacl
integrated set of program requirements, technical staffing and organization planning,
technical baselinenanagement planning, technical review planning, and the integration
with overall management of the program. It should clearly show how it is integrated,
consistent, and aligned (but more detail ed)

19. Proactive, disciplined SE technical management process leading indicators that provide
a picture of future course that a program is likely to follow. The indicators should be
measurable, map to incentive strategies and result in early identification and mitigation
of risk[DOD 2006].
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5.22 Transition Plan

5.22.1 Section C - SOW/SOO; Requirements

EXAMPLE 1

The Developer shall develop a Software Transition Plan (STRF)DI-IPSG81429A, and

deliver IAW CDRL xxx. The plan shall address all aspects of transition from the development
environment t@ postproduction life cycle support environmefihe Developer shall

provide the necessary user manuals, licenses, and training. The complete software
engineering environment (the environment as it exists 30 days after thedasbduction

units are produced) used in development of the software/firmware identified in the transition
plan shall be transitioned to the Government for its ownership and use, or use by a third
party, in performing software maintenance of the systdma.Developer shall implement
transition of the software IAW the Government approved Software Transition Plan

[Army 2006].

5.22.2 Section M - Evaluation

5.22.3 Section L - Instructions to Offerors
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5.23 Treatment of Proprietary or Vendor Unique Elements
5.23.1 Section C - SOW/SOO; Requirements
5.23.2 Section M - Evaluation

5.23.3 Section L - Instructions to Offerors

EXAMPLE 1

The Offeror shall justify any use of proprietavwendorunique, or closed components,

including but not limited t&€ommerciabff-the-shelf software (COTH)and interfaces in

current or future designs. This justification shall include documentation of the decision

leading to the selection of speci@ommercial ofthe-shelf softwre (COTSproducts (e.g.

with test results, architectural suitability,
define its process for identifying and justifying proprietary, vendor unique or closed

interfaces, code modules, hardware, firmwanesoftware to be usgtdSN 2007a]

a. The Offeror shall describe how it will employ hardware and/or software partitioning or
other design techniques to isolate all proprietargndor unique portions of interfaces,
hardware, fimware and modules at the lowest subsystem or component level.

b. The proposal shall include documentation to support the rationale for a decision to
integrate a proprietaryvendor unique or closed system hardware and/or aodtw
functions within the proposed system.

c. The Offeror shall describe how the integration of closed or proprigtemydorunique
equipment, interfaces, data systems or functions due to a unique or specific system
requirementill not preclude or hinder other component or module developers from
interfacing with or otherwise developing, replacing, or upgrading open parts of the
system.

d. The Offeror shall identify and take steps to prevent the open elemémdssgstem from
intertwining with proprietanor vendorunique element® a manner that restricts or
limits the ability to replace or upgrade the open elementgyuen open competitive
selection process.

e. The Offeror shall describe and demonstrate that the modularity of the system design
promotes identification of multiple sources of supply and/or repair, and supports flexible
business strategies that enhance sualbrextor competition.

i.  The Offeror shall conduct a market survey to identifiydidateCommercial ofthe-
shelf software (COT2)nd other reusable NDIncluding Governmerintellectual
Property (P) assetscapable of achieving the performance requirements of
solutions that it has proposed to custom buildmmercial ofthe-shelf software
(COTS)and other NDiselection dteria shall, at a minimum, address the following
factors:

A Electrostatic Sensitive Device (ESD) immunity;
Electromagnetic Interference/Electromagnetic Compatibility (EMI/EMC);
Integrated Logistics Support requirements;

Safety Reliability (toincludeég he har dwa-4inalilisstodesi gned
accommodate such stresses as electrical power fluctuation (voltage, current,
frequency)), temperature, shock, vibration, operating time (duration),

To I To
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changes in atmospheric pressure, and humidity consistent with the
envionment described in the System Specification;

Maintainability;

Subsystem performance trads;

Power, cooling, and physical form factors;
Open system architectubgeak out compatibility;
Cost;

Ma n u f a cQuality Assudanc@rovisions;
Market acceptability;

Obsolescence;

To To To o I o I To I»

Adequacy of available technical and intellectual property data and re
procurement data rightsn the product; and

A Merits of the software supported by the product.

The Offeror shall provide documentation of the decision leading to the selection of
specificCommercial ofthe-shelf software (COT$roducts (e.g. test results,
architectur al s uisdsanents|etc).y, HAbest valueodo as

il. The Offeror shall identify those pexisting items (Governmelmitellectual
Property (IP)assetsNDI, Open Source SoftwarandCommercial ofthe-shelf
software (COTS)it intends to evaluate for reusat a minimum, the Offeror shall
describe what artifacts from thiepositories/libraries that will be made avalile to
Offerors will be inserted] it intends to use within its proposed solution. Exceptions
regarding reusef pre-existing items must be accompanied by justification, such as
cost (both of adoption and life cycle support), schedule, fumadtand non
functional performance, etc.

f. The Offeror shall address how it will provide information needed to support third party
developmenand delivery of competitive alternativesdesigns for software or other
componets or modules on an ongoitgsis. This information may be used as part of
peer reviewprocesses, to suppdtte Integrated Product Team (IP;Tand to facilitate
competition for component suppliei$e Offeror will provide a list of those proprietary
or vendorunique elements that it requests be exempt from this rguieW 2007a]
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6 Safety-Critical Software

The SafetyCritical Softwaresection provides RFP language examplesahatire thasafety

related appropriate processes, technical methods, and engineering are implemented during the
system design and development (SD&D) phase. It will identify the data and artifacts (documents,
codk, etc.) required by the Software Engineering Directorate (SED) to assess ssdfegrand

make a softwarsafetyrecommendation for system testing or deployment. The SED Software
SafetyAssessment Process recommended ifPtbgram Manager Handbook fSoftwareSafety
(PMHSS is based upon the numerous standards and procedures utiligedebymentgencies

and industry that are concerned ws#fety-critical system$Army 2006].
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