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Abstract. Proof-Carrying Code (PCC) and Certifying Model Checking
(CMC) are established paradigms for certifying the run-time behavior of
programs. While PCC allows us to certify low-level binary code against
relativ ely simple (e.g., memory-safety) policies, CMC enablesthe certi�-
cation of a richer classof temporal logic policies, but is typically restricted
to high-level (e.g., source)descriptions. In this paper, we present an auto-
mated approach to generate certi�ed software component binaries from
UML Statechart speci�cations. The proof certi�cates are constructed us-
ing information that is generated via CMC at the speci�cation level and
transformed, along with the component, to the binary level. Our tech-
nique combines the strengths of PCC and CMC, and demonstrates that
formal certi�cation technology is compatible with, and can indeed ex-
ploit, model-driv en approaches to software development. We describe an
implementation of our approach that targets the Pin component tech-
nology, and present experimental results on a collection of benchmarks.

1 In tro duction

Today, o�-the-shelf programs are increasingly available as modules or compo-
nents that are attached to an existing infrastructure. Often, such plug-ins are
developed from high-level component speci�cations (such as UML Statecharts),
but distributed in executable machine code, or \binary" form. In this article
we present a framework for generating trust worthy \binaries" from component
speci�cations, and for proving that such binaries satisfy speci�c policies.A more
detailed exposition of this work is available as a technical report [1].

Our approach builds on two existing paradigms for software certi�ca-
tion: proof-carrying code and certifying model checking. Proof-Carrying Code
(PCC) [2] constructs a proof that machine code respects a desiredpolicy, pack-
agesthe proof with the code so that the validit y of the proof and its relation to
the code can be independently veri�ed before the code is deployed. In contrast,
Certifying Model Checking (CMC) [3] is an extension of model checking [4] for
generating \pro of certi�cates" for �nite state modelsagainst a rich classof tem-
poral logic policies. In recent years, CMC has been augmented with iterativ e
abstraction-re�nement to enablethe certi�cation of C sourcecode [5,6].

PCC and CMC have complementary strengths and limitations. Speci�cally ,
while PCC operates directly on binaries, its applications to date have been re-



stricted to relatively simple memory safety1 policies. The progressof PCC has
also been hindered by the need for manual intervention, e.g., to specify loop
invariants. In contrast, CMC is able to certify programs against a richer classof
temporal logic policies (which subsumesboth safety and liveness),and is auto-
mated. However, CMC is only able to certify sourcecode (for example \C") or
other forms of speci�cation languages.

Finally, while PCC and CMC both require a small trusted computing base{
usually consisting of a veri�cation condition generatorand a proof checker{they
both tend to generateprohibitiv ely large proofs. This can poseseriouspracti-
cal obstaclesin using PCC in resourceconstrainedenvironments. Unfortunately,
embedded software (e.g., in medical devices) that might bene�t from the high
con�dence obtained with PCC are almost certainly going to be resourcecon-
strained. In this context, our approach has the following salient features:

1. Expanded Applicabilit y: We generate certi�ed binaries directly from
component speci�cations expressedin a subset of UML Statecharts. The
key technique involved is a processof translating \ranking functions", along
with the component itself, from one language to the next. Thus, our ap-
proach bridges the two domains of model-driven software development and
formal software certi�cation.

2. Ric h Policies: As with CMC, we certify components against a rich classof
temporal logic policies that subsumesboth safety and liveness.We use the
state/event-based temporal logic called SE-LTL [7] developed at the SEI.

3. Automation: As with CMC, we employ iterativ e re�nement in combination
with predicate abstraction and model checking to generateappropriate in-
variants and ranking functions required for certi�cate and proof construction
in an automated manner.

4. Compact Pro ofs: Weusestate-of-the-art Booleansatis�abilit y (SAT) tech-
nology to generateextremely small proofs. Our results indicate that the use
of SAT yields proofs of manageablesizefor realistic examples.

2 Basic Concepts

In this section, we present the basic conceptsof components, policies, ranking
functions, veri�cation conditions, certi�cates, etc., that we uselater.
Logical Foundation. We assumea denumerable set of variables Var , and a
set of expressionsExpr constructed using Var and the standard C operators.
We view every expressionas a formula in quanti�er-free �rst order logic with
C interpretations for operators and truth values (0 is false and anything elseis
true). Thus, we use the terms \expression" and \form ula" synonymously and
apply conceptsof validit y, satis�abilit y, etc. to both expressionsand formulas.
Comp onent. We deal with several forms of a component|their Construction
and Composition Language(CCL) form, C implementation form, analysis form,

1 Informally , a safety policy stipulates a condition that must never occur, while a
liv enesspolicy stipulates a condition that must eventually occur.



and their binary (assembly language) form. The syntax and semantics of CCL
have beenpresented elsewhere[8], and we usethe PowerPC assembly language.
Hence,we only describe the other two (analysis and C implementation) forms.

In its analysis form, a component is simply a control 
o w graph (CFG) with
a speci�c entry node. Each node of the component is labeled with either an
assignment statement, a branch condition, or a procedure call. The outgoing
edgesfrom a branch node are labeled with THEN and ELSEto indicate 
o w of
control. For any component C , we write Stmt(C ) to denote the set of nodes
of C sinceeach node corresponds to a component statement. Figure 1 shows a
component on the left and its representation in C syntax on the right.

x = getc()

y = z + 1 y = fact(z)

z = x + y

ELSETHEN

if(x) x = getc();
if(x) y = z + 1;
else y = fact(z);
z = x + y;

Fig. 1. Component in Analysis (Left) and C (Right) Forms.

The C implementation is generatedfrom CCL, and contains both the logical
behavior speci�ed by Statecharts, and the infrastructure imposedby the Pin [9]
component model. However, we imposeseveral strong restrictions on the C code
itself. For instance,we disallow recursionso that the entire component is inlined
into a single CFG. We also disallow internal concurrency. Variable scopes and
return statements are not considered.All variablesare assumedto be of integral
type, and pointers and other complicated data typesare disallowed.

While these are severe restrictions when viewed from the full generality of
ANSI-C, they are not so severe when viewed from the more restrictiv e vantage
of CCL speci�cations. In particular, a CCL speci�cation for a component with
a single reaction (the CCL unit of concurrency) obeys the above restrictions
by de�nition. Even when a restriction is violated (e.g., CCL allows statically
declared�xed sizearrays), simple transformations (e.g., representing each array
element by a separatevariable) are possible.Sinceall C programs and binaries
we consider are obtained via someform of semantics-preserving translation of
CCL speci�cations, they obey our restrictions as well.
Policy . Policies are expressedin CCL speci�cations as SE-LTL formulas. Prior
to veri�cation, however, the policy is transformed into an equivalent B•uchi au-
tomaton. Thus, for the purposeof this paper, a policy ' is to be viewed simply
as a B•uchi automaton. The theoretical details behind the connection between



SE-LTL and B•uchi automata can be found elsewhere[7], and are not crucial to
grasp the main ideaspresented here.
Ranking Function. Ranking functions are a technical deviceusedto construct
proofs of liveness,which require a notion of progresstoward someobjective O.
The essential idea is to assign ranks|dra wn from an ordered set R with no
in�nite decreasingchains|to system states. Informally , the rank of a state is a
measureof its distance from O. Then, proving livenessboils down to proving
that with every transition, the rank of the current systemstate decreasesappro-
priately, i.e., the system makes progresstoward O. Since there are no in�nite
decreasingchains in R, the system must eventually attain O. In our case, it
su�ces to further restrict R to be a �nite set of integerswith the usual ordering.

De�nition 1 (Ranking Function). Given a component C , a policy ' , and a
�nite set of integral ranks R, a ranking function RF is a mapping from Expr to
R. The expressionsin the domain of RF represent states of the composition of
C and ' , using additional variables to encode the \pr ogram counter" of C and
the statesof ' . Given any ranking function RF , C and ' are known implicitly.

De�nition 2 (V eri�cation Condition). Given a ranking function RF , we
can e�ectively compute a formula called the veri�c ation condition of RF , and
denoted by VC(RF ), using an algorithm called VC-Gen.

Ranking functions, veri�cation conditions, and software certi�cation are re-
lated intimately, as expressedin Fact 1. Note that we write C j= ' to mean
component C respectspolicy ' , and that a formula is valid if it is true under all
possiblevariable assignments.

Fact 1 (Soundness) For any component C and policy ' , if there existsa rank-
ing function RF : Expr ! R such that VC(RF ) is valid, then C j= ' .

We will not go into a detailed proof of Fact 1 since it requires careful for-
malization of the semantics of C and ' . In addition, proofs of theorems that
capture the sameidea have beenpresented elsewhere[2,6].

De�nition 3 (Certi�cate). For any component C and policy ' , a certi�c ate
for C j= ' is a pair (RF ; � ) where RF : Expr ! R is a ranking function over
some�nite set of ranksR, and � is a resolution proof of the validity of VC(RF ).

Indeed, if such a certi�cate (RF ; � ) exists, then, by the soundnessof resolu-
tion2, we know that VC(RF ) is valid, and hence,by Fact 1, C j= ' . This style
of certi�cation, usedin both PCC and CMC, has several tangible bene�ts:

{ Any purported certi�cate (RF ; � ) is validated by the following e�ectiv e (i.e.,
automatable) procedure:(i) compute VC(RF ) using VC-Gen, and (ii) verify
that � is a correct proof of VC(RF ) using a proof checker.

2 More details on resolution can be found in our technical report [1].



{ Necula and Lee demonstrated that this e�ectiv e procedure satis�es a fun-
damental soundnesstheorem: any program with a valid certi�cate satis�es
the policy for which the certi�cate is constructed [2]. This fact is not altered
even if the binary program, the proof certi�cate, or both, are tamperedwith.
A binary program may exhibit di�eren t behavior in its modi�ed form than
in its original form. However, this new behavior will still be guaranteed to
satisfy the published policy if its proof certi�cate is validated.

{ The policy, VC-Gen, and proof checking algorithms are public knowledge.
Their mechanism does not depend in any way on secret information. The
certi�cate can be validated independently and objectively. The soundnessof
the entire certi�cation processis predicated solely upon the soundnessof the
underlying logical machinery (which is time tested), and the correctnessof
the \trusted computing base" (TCB), as discussedlater.

{ The computational complexity of the certi�cation processis shoulderedby
the entit y generatingthe certi�cate. In the caseof software components, this
entit y is usually the component supplier who has the \burden of proof".

Overall, the existenceof a valid certi�cate implies that C j= ' irrespective of
the processby which the certi�ed component was created or transmitted. This
feature makesour certi�cation approach extremely attractiv e when incorporat-
ing components derived from unknown and untrusted sources.

3 Framew ork for Generating Certi�ed Binaries

Figure 2 depicts our infrastructure for certi�ed component binary generation.
Key elements are numbered for each of referenceand are correlated with the
steps of the procedure described in this section. The 
o w of artifacts involved
in generating a certi�ed binary is indicated via arrows. Certi�ed component
binaries are generatedstep-wiseas follows:

Step 1. A component is speci�ed in CCL [8]. CCL usesa subsetof UML 2.0
Statecharts that excludesfeatures that are not particularly useful given the Pin
component model as a target. The speci�cation Spec contains a description of
the component as well as the desiredSE-LTL policy ' that the component is to
be certi�ed against.

Step 2. Spec is transformed (\in terpreted" [10]) into a component C , that
can be processedby a model checker. C is comprised of a C program along
with �nite state machine speci�cations for proceduresinvoked by the program.
This step was implemented by augmenting prior work [11] so that C contains
additional information relating its line numbers, variables and other data struc-
tures with those of Spec. This information is crucial for the subsequent reverse-
interpretation of ranking functions in Step 4.

Step 3. C is input to Copper, a state-of-the-art certifying software model
checker that interfaces with theorem provers (TP) and boolean satis�abilit y
solvers (SAT). The output of Copper is either a counterexample (CE) to the
desiredpolicy ' , or a ranking function RF1 : Expr ! R, over someset of ranks
R, such that VC(RF1 ) is valid.
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Fig. 2. Framework for Generating Certi�ed Binaries.

Step 4. The certi�cate RF1 only certi�es C (the result of the interpretation)
against the policy ' . It is reverse-interpreted into a certi�cate RF2 : Expr ! R
such that VC(RF2 ) is valid. This processis enabledby the additional informa-
tion generatedduring interpretation to connect Spec with C in Step 2.

Step 5. Spec and RF2 are transformed into Pin/C component code that can
be compiled and deployed in the Pin runtime environment [9]. We augmented an
existing Pin/C code generator to alsocreatea ranking function, using RF2 , and
embed it in the generatedcode. In essence,we transform the ranking function,
and the component, from CCL to the Pin/C formalism.

Step 6. The �nal step consistsof three distinct sub-steps.
Step 6.1. The component with the embedded ranking function is compiled

from Pin/C to binary form. In our implementation we use GCC3 (targeting
the PowerPC instruction set) for this step. Let RF3 be the ranking function
embeddedin the binary obtained as a result.

Step 6.2. We compute VC(RF3 ) using VC-Gen.
Step6.3. We obtain a proof � of VC(RF3 ) using a proof-generatingtheorem

prover. In our implementation we usea SAT-based theorem prover for this step.
In essence,we convert : VC(RF3 ) (i.e., the logical negation of VC(RF3 )) to
a Boolean formula � . We then check if � is unsatis�able using ZCha� [12]. If
: VC(RF3 ) is unsatis�able, i.e., if VC(RF3 ) is valid, then the resolution proof
emitted by ZCha� servesas � . The useof SAT enablesus to obtain extremely
compact proofs [6] in practice. Finally, the certi�cate (RF ; � ) along with the
binary is emitted as the end result|the certi�ed binary for Spec.

3 http://gcc.gnu.org



Trusted Computing Base. It is instructiv e to discussthe artifacts that must
be trusted for our approach to be e�ectiv e. In essence,the TCB is comprised
of: (1) VC-Gen, (2) the procedure for converting : VC(RF3 ) to � , and (3) the
procedure for checking that � refutes � . All of these proceduresare computa-
tionally inexpensive and can be implemented by small programs.Thus, they are
more trust worthy (and moreveri�able) than the rest of the programsof Figure 2.
Note that the interpreter, the certifying model checker, the reverse-interpreter,
the code generator, the compiler, and the theorem prover are not in the TCB.
Each of thesetools is quite complex, and their elimination from the TCB raises
considerably the degreeof con�dence of our certi�cation method.

How the TCB is demarcated and how its size and complexity is reduced
is an important theoretical and practical concern for future applications of
PCC. There are several approachesto this concern.For example,\foundational"
PCC [13] aims to reducethe TCB to its bare minimum of logic foundations. We
adopt the more systems-oriented approach pioneeredby Necula and Lee which
does not seeka pure foundation, but rather seeksto achieve a practical com-
promise [14]. Even this more \pragmatic" approach can achieve good results. In
our own implementation, the TCB is over �fteen times smaller in size (30 KB
vs. 450 KB) than the rest of the infrastructure.

4 Certifying Mo del Checking

The infrastructure for performing certifying model checking correspondsto steps
1-4 from Figure 2. We begin with component speci�cations expressedin CCL.
Ov erview of CCL. CCL is a simple composition languagefor describing com-
ponent behavior and how components are wired together into assemblies for
deployment. In CCL, a component is viewed as a collection of potentially con-
current units of computation called reactions, each of which describes how the
component responds to stimuli on its sink pins and under what circumstancesit
initiates interactions on its sourcepins. Figure 3 shows a CCL speci�cation for a
component compwith a single reaction R. The reaction R reacts to stimuli from
its environment on its incr sink pin by incrementing an internal counter (up
to a maximum and then reseting to a minimum) and informing its environment
of the new value on its value sourcepin. The semantics of the state machine
provided for each reaction is basedon the UML 2.0 semantics of Statecharts.
Aside from the obvious syntactic di�erences, CCL di�ers from Statecharts in
two important ways:

1. CCL doesnot permit someconceptsde�ned in UML Statecharts, most sig-
ni�can tly hierarchical states and concurrent sub-states(within a reaction).

2. CCL provides more speci�c semantics for elements of the UML standard
that are identi�ed as semantic variation points (e.g., the queuing policy for
events queuedfor consumption by a state machine). Thesere�ned semantics
are basedon the execution semantics of the Pin component technology, the
target of our code generator.



component comp () {
sink asynch incr ();
source asynch value (produce int v);
threaded react R (incr, value) {

int i = min;
start -> idle { }
idle -> incrementing {trigger ^incr;}
incrementing -> idle {trigger $value; action $incr();}
state incrementing {

if (i < max) i++;
else i = min;
^value(i);

}
} // end of react R

} // end of component comp

Fig. 3. CCL Speci�cation for a Simple Component.

In terpreting CCL to C. CCL speci�cations are transformed into an equiv-
alent representation in C and FSP [15] for use with Copper, a software model
checker. This corresponds to Step 2 from Figure 2. In the interpreted form, each
state of the speci�cation state machine is implemented in a correspondingly la-
beled program block; guards are represented by if statements; transitions are
completedusing goto statements; and soon. The equivalenceis straightforward,
particularly given CCL's useof C syntax for actions. Two elements that are less
intuitiv e are the representation of events used for interaction (communication)
between components and annotations used to facilitate reverse interpretation
(expressing model checking results in terms of the original CCL speci�cation
instead of the interpreted C program).

Communication between concurrent units (representations of interacting
components) in Copper is primarily handled using event semantics based on
FSP. Our interpretation usesevents to model message-basedinteractions be-
tweencomponents in the Pin component technology. In Pin, interactions occur
in synchronous or asynchronous modes, and the initiation and completion of
an interaction are di�eren tiated syntactically by a ^Pin for initiation on a pin
Pin , or a $Pin for completion on a pin Pin . These phenomenaare mapped to
FSP-style events as part of the interpretation.

For example, initiation of an interaction over a sourcepin (^value ) is repre-
sented by a begin value event. This event is denoted in the interpreted C pro-
gram using the COPPERHANDSHAKE() function. Representing a choice among
several events, however, is more di�cult. Thus, when a component is willing to
engagein an interaction over any of several sink pins (i.e., pull the next mes-
sagefrom its queueand respond accordingly), this corresponds to a willingness
to synchronize over one of several FSP-style events. This concept is not as eas-
ily represented in C, and we use Copper's abilit y to provide speci�cations of



functions. We insert a call to an fsp exernalChoice () function and provide a
speci�cation of that function's behavior as an FSP processthat allows a choice
among a speci�c set of events and returns an integer indicating the event with
which the processsynchronized.

The annotations used to simplify reverse interpretation are inserted via
CCLNODE(x) function calls. The parameter passedto each such call denotesthe
node in the CCL abstract syntax tree (AST) of the CCL speci�cation that cor-
responds to C statement that follows the annotation. Thesecalls are known to
Copper, and are stripp ed from the program prior to veri�cation. When usedfor
certifying model checking, however, Copper retains the parameter values and
includes them in the ranking functions emitted upon successfulveri�cation.
Ranking Function Generation by Copp er. Copper usesiterativ e-predicate-
abstraction-re�nement for veri�cation. This paradigm has beenpresented in de-
tail elsewhere[16{18,1] and we only present its relevant features here. The key
idea is that conservative models of the C program are constructed via predicate
abstraction, veri�ed, and re�ned iterativ ely until either the veri�cation succeeds,
or a real counterexampleis found. Let M be the model veri�ed successfully. Then
each state of M is of the form (l ; V ) where l is a location in the C program, and
V is a valuation of the set of predicatesusedto construct M . Each valuation V
has a concretization 
 (V ) 2 Expr . Also, for any two distinct valuations V and
V 0, 
 (V ) and 
 (V 0) are logically disjoint.

We now describe the ranking function generated by Copper. The ranking
function is generatedas a set of triples of the form (( l ; I ); s; r ) where: (i) I is an
invariant, i.e., the concretization of a predicate valuation V such that (l ; V ) is a
reachable state of M 4, (ii) s is a state of the B•uchi automaton corresponding to
the policy, and (iii) r is a rank. The procedure for constructing an appropriate
ranking function is presented elsewhere[6] and we do not describe it further.

Recall, from De�nition 1, that a ranking function is a mapping from expres-
sionsto ranks. Each triple (( l ; I ); s; r ) emitted by Copper correspondsto an entry
in this mapping as follows. Let PC and SS be special variables representing the
program location (i.e., program counter) and the policy state respectively. Then,
the triple (( l ; I ); s; r ) denotesa mapping in the ranking function from the expres-
sion I && (PC == l) && (SS = s) to the rank r . Note that, for any two triples
(( l ; I ); s; r ) and (( l0; I 0); s0; r 0) emitted by Copper, either l 6= l0 or I and I 0 are
disjoint (since they are the concretizations of two distinct predicate valuations).
Hence,the ranking function emitted is always well-formed.

Figure 4 shows an excerpt from the ranking function generatedfor our ex-
ample CCL speci�cation and a policy assertingthat min < = i < = maxis always
true (RF 1 from Figure 2). Each line denotesa triple (( l ; I ); s; r ). The �rst �eld
is the CCL AST node number, corresponding to the location l . The secondand
third �elds (which, in the excerpt, are always 8 and 0) correspond to the policy
automaton state s and the rank r respectively. The last �eld is the invariant I .

4 Strictly speaking, an invariant at location l is the disjunction of the concretizations
of all predicate valuations V such that (l ; V ) is a reachable state of M . We use a
slightly looser de�nition of invariant for simplicit y.



104 : 8 : 0 [(-1 < P0::R__i ),(P0::R__i < 7 )]
106 : 8 : 0 [(P0::R__i < 7 ),(-2 < P0::R__i ),(P0::R__i != -1 )]
116 : 8 : 0 [(-1 < P0::R__i ),(P0::R__i < 7 )]

Fig. 4. Ranking Function in terms of Interpreted C Program.

The �nal step in certifying model checking is to relate the ranking func-
tion back to the original CCL speci�cation. This is achieved via a processof
mapping elements from the interpreted C program back to CCL elements. For
example, variable namesare \demangled" and replacedwith referencesto AST
node numbers and predicates relating to variables that were intro duced during
interpretation are stripp ed or remapped to the appropriate CCL concepts.At
the conclusionof certifying model checking, if a component is known to satisfy all
of its policies,we obtain evidenceto that e�ect in the form of a ranking function
expressedin terms of nodesof the AST for the component's CCL speci�cation.

5 Certi�ed Source Code Generation

The infrastructure for generating certi�ed source code corresponds to Step 5
from Figure 2. We begin with a component speci�cation expressedin CCL and
a ranking function expressedin terms of nodesof its AST. From previous work,
we have a code generatorfor CCL that generatesC code targeted for deployment
in the Pin component technology (Pin/C). To support certi�ed code generation,
we extended this code generator to embed invariants from the ranking function
in the generatedPin/C code. The key decisionwas choosing how to embed this
information to maintain a correlation betweenthe location of theseinvariants in
the Pin/C code and the assembly code resulting from compilation.

The convention we chose(shown in Figure 5) encodesinvariants using a pair
of function calls inserted in the Pin/C code prior to the location associated
with each invariant. The invariant itself is used as the argument to the second
function of the pair. When such code is compiled, pairs of recognizableassembly
call instructions appear in the assembly code and the instructions necessaryto
represent the invariant appear betweenthesecalls.

We extended the Pin/C code generator to insert these pairs of calls at any
locations for which the ranking function provides invariants (a short excerpt
from the generatedcode is shown in Figure 6). The code generator also adds
an additional predicate to each invariant in the ranking function, an encoding
of the current state of the state machine. At the conclusion of certi�ed source
code generation,we have C sourcecode that includesthe invariants necessaryfor
generating a proof that the binary form of this component satis�es the desired
policy. An important point to note is that the generatedcerti�ed sourcecode
contains at least one call to __begin__() and __inv__(...) inside every loop.
This is crucial for e�ectiv e computation of the certi�ed binary, as presented in
the next section, without having to supply loop invariants.



__begin__();

__inv__((n > =0) && (n < 10));

1: bl __begin__
2: li %r0,0
3: stw %r0,16(%r31)
4: lwz %r0,8(%r31)
5: cmpwi %cr7,%r0,0
6: blt %cr7,.L5
7: lwz %r0,8(%r31)
8: cmpwi %cr7,%r0,9
9: bgt %cr7,.L5
10: li %r0,1
11: stw %r0,16(%r31)

.L5:
12: lwz %r3,16(%r31)
13: crxor 6,6,6
14: bl __inv__

Fig. 5. Invariants in Pin/C Code (Left) and Assembly Code (Right).

else if (_THIS_->R_CURRENT_STATE== 1) {
__begin__();
__inv__(((__pcc_claim__ == 0 && __pcc_specstate__ == 8 &&

__pcc_rank__ == 0 && ((-2 < _THIS_->R_i ) &&
(_THIS_->R_i != -1 ) && (_THIS_->R_i < 7 )) &&
_THIS_->R_CURRENT_STATE== 1))); /* 52 */

if (pMessage->sinkPin == 0 /* ^incr */ ) {
...

Fig. 6. Excerpt from Generated Pin/C Code.

6 Certi�ed Binary Generation

In this section we describe the processof obtaining the end-product of our ap-
proach, the certi�ed binary code. To this end, we present the procedure for
constructing the two components of the certi�ed binary|the binary itself, and
a certi�cate which is essentially the proof of a veri�cation condition.

The certi�ed binary is obtained by simply compiling this C sourcecode with
any standard compiler. In our implementation, we used GCC targeted at the
PowerPC instruction set for this step of our procedure.The binary generatedby
the compiler contains assembly instructions, pepperedwith calls to __begin__()
and __inv__(...) . Let us refer to an assembly fragment starting with a call to
__begin__() , and extending up to the �rst following call to __inv__(...) , as
a binary invariant . Note that in any binary invariant, the code betweenthe calls
to __begin__() and __inv__(...) e�ectiv ely compute and store the value of
the argument being passedto __inv__(...) in register r3 .



To construct the certi�cate, we �rst construct the veri�cation condition VC.
This is doneonebinary invariant at a time. Speci�cally , for each binary invariant
� , we compute the veri�cation condition for � , denotedby VC(� ). Let BI be the
set of all binary invariants in our binary. Then, the overall veri�cation condition
VC is de�ned as follows: VC =

V
� 2 BI VC(� ).

The technique for computing VC(� ) is basedon computing weakestprecondi-
tions, the semantics of the assembly instructions, and the policy that the binary
is being certi�ed against. It is similar to the VC-Gen procedure used in PCC.
The main di�erence is that our procedureis parameterizedby the policy, and is
thus generalenoughto be applied to any policy expressiblein SE-LTL. In con-
trast, the VC-Gen procedureusedin PCC hasa \hard-wired" safety policy, viz.,
memory-safety. It is also noteworthy that our procedure does not require loop
invariants sinceevery loop in the binary contains at least one binary invariant.

Once we have VC, the certi�cate is obtained by proving VC with a proof-
generating theorem prover. We leverageour previous work on using a theorem-
prover basedon Boolean satis�abilit y (SAT) [6] to generateextremely compact
certi�cates as compared to existing non-SAT-based proof-generating theorem
provers. In addition, it enablesus to be soundwith respect to bit-level C seman-
tics, which is crucial when certifying safety-critical software.

Given a binary B and an associate certi�cate C, we validate B as follows.
We �rst compute the veri�cation condition VC using the technique described
above. We then check that C is a correct proof of the validit y of VC . Validation
succeedsif and only if C turns out to be indeed a proper proof of VC .

Note that once a certi�ed binary has been validated successfully, the em-
beddedbinary invariants are stripp ed o� before the binary is actually deployed.
This is crucial for both correctness(since what we really certify is the binary
without the invariants) and performance.Finally, it is noteworthy that our choice
of mechanism for carrying invariants from C code to assembly code is sensitive
to compiler optimizations. Certain optimizations (e.g., code reordering across
the boundariesdemarcatedby calls to __begin__ and __inv__ ) may break this
correspondence.Fortunately, the fundamental soundnesstheorem still holds. In
the worst case,such a reordering might result in a failure in proof checking, but
will never validate a proof for a program that violates a policy.

7 Related Work

PCC was proposed by Necula and Lee [19,2,20] for certifying memory safety
policieson binaries. PCC works by hard-coding the desiredsafety policieswithin
the machine instruction semantics, while our approach works at the speci�cation
level and encodes the policy as a separateautomaton. Foundational PCC [13,
21] attempts to reduce the trusted computing baseof PCC to include only the
foundations of mathematical logic. Bernard and Lee[22] proposea new temporal
logic to expressPCC policies for machine code. Non-SAT-based techniques for
minimizing PCC proof sizes[23,24] have also beenproposed.Whalen et al. [25]
describe a technique for synthesizing certi�ed code. They augment the AUTO-



BAYES synthesizer to add annotations based on \domain knowledge" to the
generatedcode. Their approach is not basedon CMC, and generatescerti�ed
sourcecode rather than binaries.

Certifying model checkers [3,26] emit an independently checkable certi�cate
of correctnesswhen a temporal logic formula is found to be satis�able by a
�nite state model. Namjoshi [27] has proposeda two-step technique for obtain-
ing proofs of Mu-Calculus policies on in�nite state systems.In the �rst step, a
proof is obtained via certifying model checking. In the secondstep, the proof is
\lifted" through an abstraction. Namjoshi's approach is still restricted to cer-
tifying sourcecode while our work aims for low-level binaries. Iterativ e re�ne-
ment has been applied successfullyby several software model checkers such as
SLAM [16],BLAST [17]and MAGIC [18].While SLAM and MAGIC do not gen-
erate any proof certi�cates, BLAST implements a method [5] for lifting proofs
of correctness.However, BLAST's certi�cation is limited to source code and
purely safety properties. Assuranceabout the correctnessof binaries can alsobe
achieved by proving the correctnessof compilers (which is di�cult and yet to be
widely adopted) or via translation validation [28] (which still assumesthat the
sourcecode is correct). In contrast, our approach requires no such correctness
assumptions.

In previous work, we developed an expressive linear temporal logic called
SE-LTL [7] that can be used to express both safety and livenessclaims of
component-based software. In the work reported here, we modi�ed SE-LTL to
expresscerti�able policies. Also previously, we developed an infrastructure to
generate compact certi�cates for C source code against SE-LTL claims in an
automated manner [29]. There, the model checker is usedto generateinvariants
and ranking functions that are required for certi�cate and proof construction.
Compact proofs were obtained via state-of-the-art Boolean satis�abilit y (SAT)
technology [6]. In the current work, we extend this framework to generatecer-
ti�ed binaries from component speci�cations. Finally, we build on the PACC
infrastructure for analyzing speci�cations of software component assemblies and
generating deployable machine code for such assemblies.

8 Exp erimen tal Results

We implemented a protot ype of our technology and experimented with two kinds
of examples.First, we created a simple CCL speci�cation of a component that
manipulates an integer variable and the policy that the variable never becomes
negative.Our tool wasable to successfullyprove,and certify at the assembly code
level that the implementation of the component does indeed satisfy the desired
claim. The CCL �le sizewasabout 2.6 KB, while the generatedPin/C code was
about 20 KB. In contrast, the assembly code was about 110 KB while the proof
certi�cate size was just 7.7 KB. The entire processtook about 5 minutes with
modest memory requirements.

To validate the translation of a certi�ed C component to a certi�ed binary
(Step 6 in Figure 2), we conducted additional experiments with Micro-C, a



lightweight operating systemfor embeddedreal-time applications. The OSsource
code consistsof about 6000lines of C (97 KB) and usesa semaphoreto ensure
mutually exclusive accessto sharedkernel data structures. Using out approach
we were able to certify that all kernel routines follow the proper locking order
when using the semaphore.The total certi�cation time was about one minute,
and the certi�cate sizewasabout 11 KB, or roughly 11%of the operating system
sourcecode size.

We also experimented with the C implementation of the \tar" program in
the Plan 95 operating system. Speci�cally , we certi�ed, using our approach,
that a particular bu�er will never over
o w when the program is executed.The
sourcecode was manually annotated in order to generatethe appropriate proof
certi�cates. While our experiments show that our approach is viable, we believe
that a more robust implementation and more realistic casestudies are needed
in order to push our technique amongst a wider user base.

9 Conclusion

In this paper, we presented an automated approach for generatingcerti�ed bina-
ries from softwarecomponent speci�cations. Our technique is basedon, and com-
binesthe strengths of, two existing paradigmsfor formal software certi�cation|
PCC and CMC. It also demonstrates that a model driven approach can be
combined e�ectiv ely with formal certi�cation methodologies.In addition, we de-
veloped and experimented with a protot ypical implementation of our technique.
Our implementation, and our overall approach, doeshave limitations which we
like to classify into the following two broad categories:
Deferred Features. Someof the missing featuresfrom our implementation are
not di�cult conceptually, but are best deferred until a target environment has
beenselected.For example,we did not de�ne the format of certi�ed binaries|in
particular how the proof object is packagedwith executablecode.
Technical Limitations. CCL currently supports only a primitiv e assortment
of types, and, as a consequence,the implementation supports a limited range
of C languagefeatures (e.g., pointers, structs, and arithmetic types other than
int and 
oat are not supported). We have also not implemented our own proof
checker or SAT formula generator,even though theseare key elements of a TCB.
Instead, we rely on (in principle) untrusted publicly available implementations.
However, both of theseare relatively simple to implement. Also, Copper is only
able to generateranking functions that involve a �nite and strictly ordered set
of ranks, and thus is able to certify a restricted set of programs. More general
ranking functions are generatedby other tools such as Terminator5.

Nevertheless,we believe that our work marks a positive and important step
toward the development of rigorous, objective and automated software certi�ca-
tion practices, and the reconciliation of formal and model-driven approachesfor
software development. Our experiment results are preliminary, but realistic and
encouraging,and therefore underline the needfor further work in this direction.
5 http://research.microsoft.com/TERMINATOR/default.htm



References

1. Chaki, S., Ivers, J., Lee, P., Wallnau, K., Zeilberger, N.: "certi�ed binaries for
software components". Technical Report CMU/SEI-2007-TR-001 (2007)

2. Necula, G., Lee, P.: Safe Kernel Extensions without Runtime Checking. In:
OSDI'96

3. Namjoshi, K.S.: Certifying Model Checkers. In: Proceedingsof the 13th Interna-
tional Conferenceon Computer Aided Veri�cation (CAV '01). (2001)

4. Clarke, E., Emerson, A.: Design and Synthesis of Synchronization Skeletons for
Branching Time Temporal Logic. In: Proc. of WLP . (1982)

5. Henzinger, T.A., Jhala, R., Ma jumdar, R., Necula, G.C., Sutre, G., Weimer, W.:
Temporal-Safety Proofs for Systems Code. In: Proc. of CAV. (2002)

6. Chaki, S.: SAT-Based Software Certi�cation. In: Proc. of TACAS. (2006)
7. Chaki, S., Clarke, E.M., Ouaknine, J., Sharygina, N., Sinha, N.: State/Ev ent-Based

Software Model Checking. In: Proc. of IFM. (2004)
8. Wallnau, K., Ivers, J.: "Snapshot of CCL: A language for predictable assembly".

Technical note CMU/SEI-2003-TN-025, Software Engineering Institute (2003)
9. Hissam, S., Ivers, J., Plakosh, D., Wallnau, K.C.: "Pin Component Technology

(V1.0) and Its C Interface". Technical Report CMU/SEI-2005-TN-001 (2005)
10. Ivers, J., Sinha, N., Wallnau, K.: "A Basis for Composition Language CL". Tech-

nical Report CMU/SEI-2002-TN-026, Software Engineering Institute (2002)
11. Ivers, J., Sharygina, N.: "Ov erview of ComFoRT: A Model Checking Reasoning

Framework". Technical Report CMU/SEI-2004-TN-018 (2004)
12. Zhang, L., Malik, S.: Validating SAT Solvers Using an Independent Resolution-

Based Checker: Practical Implementations and Other Applications. In: DATE'03
13. App el, A.W.: Foundational proof-carrying code. In: Proc. of LICS. (2001)
14. Schneck, R.R., Necula, G.: A gradual approach to a more trust worthy, yet scalable,

proof-carrying code. In: Proc. of CADE. (2002)
15. Magee, J., Kramer, J.: Concurrency: State Models and Java Programs. (2006)
16. Ball, T., Rajamani, S.K.: Automatically Validating Temporal Safety Properties

of Interfaces. In: Proc. of SPIN. (2001)
17. Henzinger, T., Jhala, R., Ma jumdar, R., Sutre, G.: Lazy Abstraction. In: POPL'02
18. Chaki, S., Clarke, E., Groce,A., Jha, S., Veith, H.: Modular veri�cation of software

components in C. IEEE Transactions on Software Engineering (TSE) (6) (2004)
19. Necula, G.C.: Proof-Carrying Code. In: Proc. of POPL. (1997)
20. Necula, G.C., Lee, P.: Safe, Untrusted Agents Using Proof-Carrying Code. In:

Proceedingsof Mobile Agents and Security. (1998)
21. Hamid, N.A., Shao, Z., Trifonov, V., Monnier, S., Ni, Z.: A Syntactic Approach to

Foundational Proof-Carrying Code. In: Proc. of LICS. (2002)
22. Bernard, A., Lee, P.: Temporal Logic for Proof-Carrying Code. In: CADE. (2002)
23. Necula, G., Lee, P.: E�cien t Representation and Validation of Proofs. In: LICS'98
24. Necula, G., Rahul, S.: Oracle-BasedChecking of Untrusted Software. In: POPL'01
25. Whalen, M.W., Schumann, J., Fischer, B.: Synthesizing certi�ed code. In: Proc.

of FME. (2002)
26. Kupferman, O., Vardi, M.: From Complementation to Certi�cation. In: TACAS'04
27. Namjoshi, K.S.: Lifting Temporal Proofs through Abstractions. In: VMCAI. (2003)
28. Pnueli, A., Siegel,M., Singerman, E.: "translation validation". In: TACAS. (1998)
29. Chaki, S., Wallnau, K.: "Results of SEI Independent Research and Development

Pro jects and Report on Emerging Technologiesand Technology Trends". Technical
report CMU/SEI-2005-TR-020, Software Engineering Institute (2005) Chapter 6.


