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Abstract. We formalize a notion of witnesses for satisfaction of lin-
ear temporal logic speci cations by innite state programs. We show
how such withessesmay be constructed via predicate abstraction, and
validated by generating veri cation conditions and proving them. We
proposethe use of SAT-based theorem provers and resolution proofs in
proving these veri cation conditions. In addition to yielding extremely
compact proofs, a SAT-based approach overcomesseeral limitations of
convertional theorem provers when applied to the verication of pro-
grams written in real-life programming languages. We also formalize a
notion of witnessesof simulation conformance betweenin nite state pro-
grams and nite state machine speci cations. We presert algorithms to
construct simulation withessesof minimal sizeby solving pseudo-Boolean
constraints. We presert experimental results on seweral non-trivial bench-
marks which suggestthat a SAT-based approach can yield extremely
compact proofs, in some casesby a factor of over 10°, when compared
to existing non-SAT-based theorem provers.

1 Intro duction

There is an evidert and urgent needfor objective measuresof con dence in the
behavior of software obtained from untrusted sources.In general, the lack of
trust in a piece of code stemsfrom two sources:(i) the code producer, and (i)
the medanism of delivery of the code to the consumer.Unfortunately, the vast
majority of current software assurancetechniques target the above sourcesof
mistrust in isolation, but fail to accourt for them both.

For instance, cryptographic techniques are typically unable to say anything
substartial about the run-time behavior of the program. Tedniques such as
sandboxing and analytic redundancy require mecdanisms for run-time moni-
toring and appropriate responsesto failure. Additionally , such approadces are
inherently dynamic and unable to provide adequate levels of static correctness
guarantees. Extrinsic software quality standardstypically have a heavy focuson
processand are usually quite subjective. Moreover, software qualities are weakly
related to desired behavior, if at all.

This article presers a technique that usesproofs to certify software. More
speci cally, we certify arich set of safety and livenesspolicieson C sourcecode.
Our approach consists of two broad stages.We rst use model chedking [13,
11] in conjunction with CounterExample Guided Abstraction Re nement (CE-
GAR) [12] and predicate abstraction [17]to verify that a C program C satis es a



policy S. The policy S may be expresseckither asa linear temporal logic (LTL)
formula or a nite state machine.

Subsequetly, we use information generated by the veri cation procedure
to extract a witness . We showv how the withess may be usedto generatea
veri cation condition VC. We also prove that C respects the policy Si VC
is valid. The withess is constructed and shipped by the code producer along
with C and the proof P of VC. The code consumeruses to reconstruct VC
and verify that P truly correspondsto VC. Therefore,in our setting, the witness

and the proof P may together be viewed as the certi cate that CrespectsS.

While the above strategy is theoretically sound, it must overcometwo key
pragmatic obstacles.First, sincecerti cates haveto be transmitted and veri ed,
they must be small and e cien tly chedable. Unfortunately, proofs generatedby
corventional theorem-provers, suc ascv c and vampyre , are often prohibitiv ely
large. Second,corvertional theorem proversare usually unfaithful to the seman-
tics of C. For example, they often do not support features of integer operations
such as over ow and under ow. This meansthat certi cates generatedby suc
theorem provers are, in general, not trustworthy. For example, the following
VC is declaredvalid by most corventional theorem provers, including cvc and
vampyre : 8x (x + 1) > x. Howewer, the above statemert is actually invalid
accordingto the semartics of the C languagedue to the possibility of over ow.

In this article, we proposethe useof Booleansatis abilit y (SAT) to solve both
these problems. More speci cally, we translate VC to a propositional formula

such that VC is valid i is unsatis able. Therefore, a resolution refutation
(proof of the unsatis abilit y) of serwesas a proof of the validity of VC. We
usethe state-of-the-art SAT solver zchaff [25], which also generatesresolution
refutations, to prove that is unsatis able. The translation from VC to is
faithful to the semariics of C and therefore handlesissuessuc as over ow.

We have implemented our proposedtechnique in the ComFoRT [10] rea-
soning framework and experimented with seweral non-trivial bendcmarks. Our
results indicate that the useof SAT leadsto extremely compact (in somecases
over 1C° times smaller) proofs in comparisonto corvertional theorem-provers.
Further details of our experiments can be found in Section 7.

We believe that this paper contributes to not just the areaof software certi -
cation, but to the much broader spectrum of scierti ¢ disciplineswhere compact
proofs are desirable. Algorithms to compressproof represenations are currently
a topic of active researd. This article demonstratesthat the use of SAT tech-
nology is a very promising idea in this context. In the rest of this paper, we omit
proofs of lemmas and theorems for the sake of brevity. Detailed proofs can be
found in an extended version of this paper [6].

2 Related Work

Neculaand Lee[28,30,31]proposedPCC asa meansfor chedkably certifying that
untrusted binaries respect certain fundamertal safety (such as memory safety)
criteria. Foundational PCC [2, 18] attempts to reducethe trusted computing base



of PCC to solely the foundations of mathematical logic. Bernard and Lee [5]
propose a new temporal logic to expressPCC policies for machine code.Non-
SAT-based techniques for minimizing PCC proof sizes[29,32] and formalizing
madhine code sematrtics [24] have also been proposed.Our work usesproofs to
certify software but is applicable to safety aswell as livenessspeci cations, and
at the source code level.

Certifying model cheders[26,22] emit an independertly chedable certi cate
of correctnesswhen a temporal logic formula is found to be satis able by a
nite state model. Namjoshi[27] hasproposeda two-steptechnique for obtaining
proofs of -calculus speci cations on in nite-state systems.In the rst step, a
proof is obtained via certifying model cheding. In the secondstep, the proof is
lifted via an abstraction. This approad is more generalthan ours asfar asLTL
model cheding is concerned,but does not handle simulation. It also does not
proposethe useof SAT or provide experimental validation.

Magill et al. [23] have proposeda two-step procedure for certifying simula-
tion conformancebetween an in nite-state system and a nite state machine
speci cation. In the rst step they certify that a nite-state abstraction simu-
lates the in nite-state system.In the secondstep they prove simulation between
the nite-state abstraction and the speci cation. Their approach doesnot cover
LTL speci cations, and in particular, is unable to handle livenesspolicies. Also,
it doesnot proposethe useof SAT.

Predicate abstraction [17]in combination with CEGAR [12] hasbeenapplied
successfullyby seweral software model chedkers such asslam [4], blast [20] and
magic [7]. Out of these slam and magic do not generate any proof certi -
cates when claiming the validity of program speci cations. blast includes a
method [19] for lifting linear time safety proofs through the abstraction com-
puted by their algorithm into a chedable proof of correctnessfor the original
program. It doesnot handle livenessspeci cations and usesthe non-SAT-based
theorem prover vampyre for proof generation. The use of SAT for software
model cheking hasalsobeenexploredin the context of both sequetial ANSI-C
programs[14]and asyncronous concurrert Booleanprograms[15]. Proving pro-
gram termination via ranking functions is also a rich, and deweloping, researt
area[16,3].

3 Preliminaries
In this sectionwe presen preliminary de nitions and results. Let Act be a deru-
merable set of actions. We begin with the notion of labeled transition systems.

Denition 1 (LTS). A Lakeled Transition System (LTS) is a quadruple
(S;Init; ;T) where: (i) S is a nite set of states, (i) Init S is a set of

initial  states, (iii) Act is a nite alphaket, and (iv) T S Sisa
transition relation.
Givenan LTS M = (S;Init; ;T) wewrite s ! s°to mean(s; ;s9 2 T.

Also forany s2 Sandany 2 wedenoteby Suc(s; ) the setof successors
of sunder . In other words: Suc(s; )= fsjs ! s%.



Linear Temporal Logic. We now de ne our notion of linear temporal logic
(LTL). Unlike standard practice, the avor of LTL we useis basedon actions
instead of propositions. This distinction is, howewer, inessetial as far as this
article is concerned.The syntax of LTL is de ned by the following BNF-style
grammar (where 2 Act): = j: 1] 1N 2]X 1) 11U 2.

The semartics of LTL is fairly standard and we do not describe it here. In
fact, we do not dealwith LTL speci cations directly but rather via an equivalernt
automata-theoretic formalism called Beichi automata.

De nition 2 (B wuchi Automaton). A Bechi automaton (or simply an au-
tomaton) is 5-tuple (S;Init; ;T;F) wher: (i) S is a nite set of states, (ii)
Init S is a set of initial states, (iii) Act is a nite alphaket, (iv)
T S S is a transition relation, and (v) F S is a set of nal (or
accepting) states.

As in the caseof LTSs, given a Buchi Automaton B = (S;Init; ;T;F), we
write s ! s’to mean(s; ;s% 2 T. Alsoforanys2 Sandany 2 ,we
denote by Sua(s; ) the setfsjs | s%.

Language. A tracet 2 Act' is an innite sequenceof actions. The lan-
guage accepted by an automaton is a set of traces de ned as follows. Let

B = (S;Init; ;T;F) be any automaton andt = h o; 1;:::i be any trace.
A run r of B ont is an innite sequenceof states hsg;s;;:::i sud that: (i)
So 2 Init and (i) 81 0 s; ! sj+. Forany run r we write Inf (r) to denote

the set of states appearing in nitely often in r. Then a trace t is acceptedby
B i thereexistsarun r of B ont suc that Inf (r)\ F 6 ;. The languageof
B, denoted by L(B) is the set of traces acceptedby B. We de ne the product
betweenan LTS and an automaton in the standard manner as follows:

De nition 3 (Pro duct Automaton). LetM = (Si;Init,; 1;T1) beanlLTS
and B = (Sy;lnit 2; 2;T,;F2) be an automaton suchthat ; = 5. Then
the product of M and B is denoted by M B and de ned as the automaton
(S;Init; ;T;F)where: (i) S=S; Sy, (i) Init = Init, Init 5, (iii) = 1,
(v, F =Sy F,and(v) T is dened as follows: (s1;s2) ! (s);89) ()
s; ! sIns, 1os).

Program. We have applied our ideasto actual C programs. Howewer, for
clarity and simplicity of presenation, we usea programming languagebasedon
guardedcommands.Let Var be a denumerableset of integer variables. The set of
expressionsExpr is de ned over Var usingthe following operators: +; ; ; ;=
;<; . ;"™ and the C bit-wise operators.

Program Syntax. An assignmen is a pair (v; €) wherev 2 Var denotesthe
left-hand-side (LHS) and e 2 Expr denotesthe right-hand-side (RHS). The set of
assignmeitts is denotedby Asgn. A guardedcommandis atriple (Grd; Evt; Cmd)
where Grd 2 Expr is a guard, Evt 2 Act is an evert and Cmd 2 Asgn is
an assignmei. The set of guarded commandsis denoted by GrdCmd. Given
a guarded command gc = (g; e;c) we write Grd(gc), Evt(gc) and Cmd(gc) to



denoteg, e and c respectively. Finally, a program is a pair (I ; C) wherel 2 Expr
expressegonstraints on the initial states of the programand C  GrdCmd is a
nite set of guarded commands.

Store. A storeis afunction :Var! Z from variablesto integers.The set
of all storesis denoted by Sto. Any store naturally inducesa function from
expressiongto integers: (e€) is the integer obtained by evaluating e under

Our language has a C-like semartics as far as variables and operators are
concerned.Integersare treated as 32-bit vectors. Also, the arithmetic, relational,
Booleanand bit-wise operators are interpreted in a C-like manner. In particular,
there is over ow and under ow, zerois treated asfalse , while all other integers
are treated astr ue.

De nition 4 (Store Up date). Given a store and an assignmenta = (v;e€)
we write a[ ] to denote the store resulting after executing a from . In other
words, a[ ] is the sameas for all variablesother than v, while a[ ](v) = (e).

De nition 5 (Satisfaction). Given a store and an expressione we say that
satises e i (e) 8 0. We denote the satisfaction of e by as E e and
write 6 etomean: ( F €).

In the rest of this article we usethe terms formula and expressionsynory-
mously since, as we have seen,any expressione can also be viewed as a logical
formula. The models of e are simply the stores satisfying e.

Program Semantics. We now de ne the semariics of a program Prog
in terms of a labeled transition system. Intuitiv ely, the states of the LTS are
stores, its initial states are determined by the initial condition of Prog, and
its transitions are determined by the guarded commandsin Prog. Formally, let
Prog = (I;C) be a program. Then the semariics of Prog, denoted by [Prog],
is an LTS (S;Init; ;T) such that: (i) S = Sto, (i) Init = f j F Ig, (iii)

= fEvt(gc) j gc2 Cg, and (iv) I 0%j: 9gc2 C F Grd(ge)r =
Evt(gc) » ° = Cmd(go)[ ]. Given a specication as a negated automaton
Spec, we say that Prog satis es Spec, and denote this by Prog F Spec, i

L([Prog] Spex) = ;.

4 Temporal Logic Witness

In this section we presen our proof framework for programs. We consider a
program Prog = (I;C). We begin with the notion of strongest postconditions.
For any expressione, variable v and expressiont, we denote the expression
obtained by simultaneously replacing all occurrencesof v in e by t as g[v=t].

De nition 6 (Strongest Postcondition). Let Prog = (I;C) be a program,
e be an expression and be an action. Then the strongest postoondition of
gyw.rt. is denoted by SP[e]f g and de ned as follows: SP[e]f g = 9v°

(g:: (vityz2c(9” elv=v~ (v = tlv=\)).



The conceptof strongest postconditions is quite standard. In particular, the
following fact about strongest postconditions is fairly well-known. Recall that a
state of Prog is a store. Consider any expressione and any action .Let and

Opestoressucththat F eand ! O Then °F SP[e]f g. This ideais
captured by the following well-known fact.

Fact 1 Let Prog be a program and [Prog] = (S;Init ; ;T) beits semantics. Let
e be any expression. Then the following holds:8 2S 8 °2S 8 2 « F

9" ' ) (°F SPEf g).

Lemma 1. Lete;, e, beany expressionsand be any action. Then the following
holds: (SP[ei]f g_ SP[ex]f g) () SPlei_ e]f g.

We are now ready to presern the formal notion of a proof of Prog F Spec.
Recall that our goal is to prove L([Prog] Spec) = ;. Sud a proof essetially
encadesa strati e d ranking function between[Prog] and Spec. Let us write M
to mean[Prog] Spec.LetM = (S ;Init ; ;T ;F ) and R bea nite set
of integral ranks. Supposethat there exists a ranking function :S ! R suc
that the following holds:

- (RANK1) Init Domain( ), i.e., all initial statesof M have a rank.

-(RANK2) 8s ! sP s62F ) (s) (sO.

-(RANK3) 8s ! s2s2F ) (s)> (9.

Then there is no in nite path of M that visits an accepting state in nitely
often, i.e., L(M ) = ;. We usea withessto encade a ranking function. We also
useappropriate side-conditionsto ensurethat the ranking function satis es the
three conditions mertioned above. We now state this formally:

Theorem 1. Let Prog = (I;C) be a program and Spec = (S;Init; ;T;F) bea
speci ¢ ation automaton. Let R be a nite setof integral ranks. Supmsethat there
existsa function :S R'! Expr that satis es the following four conditions:
(C1) 8s2S 8r2RyBr°2R r6r% :( (1) (sir9)

(C2) 8s21nit 1) [,g (si1) W

(C3) 8s2SnF 8 8r2R 8s°2 Suax(s; ) SP[ (s;n)]f 9w o (s%r9
(C4) 8s2F 8 8r2R 8s°2Sux(s; ) SP[ (s;n)If g)  ,oe (s%19
Then [Prog] F Spc and we saythat is a witnessto [Prog] F Spec.

Supposewe are given Prog, Spec = (S;Init; ;T) and a candidate witness

over a set of ranks R. SinceS, and R are all nite, it is straightforward
to generate a formula equivalent to the conditions C1 { C4 enumerated in
Theorem 1. We call such a formula our veric ation condition and denote it
by VC(Prog; Spec; ). In essencepon accourt of Theorem 1, a valid proof of
VC (Prog; Spec; ) is alsoa valid proof of Prog E Spec.

Theorem 1 is useful in cheding the validity of a proposedwitness . How-
ewver, it yields no technique to construct such a . In this section we presen
a procedure called predicate abstraction. In the next section we shov how to
construct a valid witness using predicate abstraction. More speci cally, if our
procedure actually results in a withess , then is guaranteed to be valid. In



other words, the veri cation condition VC(Prog; Spec; ) is guaranteed to be a
valid formula. We begin with somepreliminary de nitions:

De nition 7 (Predicate). A predicate is simply an expression. Let P be a
nite setof predicates. A valuation of P is a function from P to ftr ue;false g.
The set of all valuations of P is denotal by V(P). Given a valuation V 2 V(P)
of P, the concretization of P WtV is denoted by " (V) and is the expression
de ned as follows: P (V) = ., p'(P, wher for any predicate p, we have

ptr Ueé = pand pfalse =:p.

In this article we only consider nite sets of predicates. We write (V) to
mean P (V) when P is clear from context. The notion of concretization pre-
serted above meansthat any valuation V can also be thought of asthe expres-
sion (V). This leadsnaturally to the notion of consistencybetweenvaluations
and expressionsand betweentwo valuations.

De nition 8 (Consistency). Let V be a valuation of a set of predicates P
and e be an expression. We say that V is consistent with e, and denote this by
V e i theexpression (V)) : eisinvalid. In otherwords:V e () 9 2
Sto F (V)™ [ e Equivalently,: (V €)i theexprssion (V)) :eis
valid.

Consistency essetially meansthat a valuation and an expressionare not
mutually exclusive. We now de ne weakest preconditions, a concept closely re-
lated to strongest postconditions. Recall that for any expressione, variable v
and expressiont, we denotethe expressionobtained by simultaneously replacing
all occurrencesof v in e by t as e[v=t].

De nition 9 (W eakest Precondition). LetProg= (I;C) be a program, e be
an expressionand be an action. Then the weakestwecondition ofew.rt. is
denoted by WP[e]f g and de ned as: WP[e]f g= (@ (vity2c 9" e[v=t].

The relationship betweenstrongestpostconditions and weakest preconditions
is expressedformally by the following lemma.

Lemma 2. Lete;e’be expressionsand ke an action. Then the following holds:
(e) W P[e9f g)) (SP[elf g) :€9.

Predicate Abstraction. Let Prog = (I;C) be a program and P be a set
of predicates. Let [Prog] = (S;Init; ;T) be the semarics of Prog. Then the
predicate abstraction of Prog w.r.t. P is denoted by ff Progg® and is de ned as
an LTS (8; kit ; P; D) where: (i) 8= V(P) : the states are the valuations of P,
(i) it = fV 2 V(P)jV g (i) P =, and (iv) P is dened as follows:
V I VO() VvV WP[ (VIIf g

Predicate abstraction enablesus to create nite LTS abstractions of our
in nite state programs. More importantly, it can be automated. Given Prog and
P it is easyto construct ffProgg® from the de nition given above. In order to



ched for consistencywe use an automated theorem-prover. More speci cally,
supposewe want to ched if V. e. Then, in accordancewith De nition 8, we
ched for the validity of (V) ) : eusinga (sound) theorem prover. We assume
:(V ei thetheoremsasthat (V)) : eisvalid.

Generating LTL Witnesses. We now presen an algorithm WitGen for
constructing a valid witnessto [Prog] F Spec. The input to WitGen is: (i) a set
of predicates P such that ffProgg” F Spec, and (i) a ranking function from
the states of f Progg® Spec to a nite set of ranks R that obeys conditions
RANK1 { RANK3 givenin Section4. We defer the question asto how suc
a set of predicatesP and ranking function may be constructed till later. The
output of WitGen is a valid witness . The following theorem corveysthe key
ideasbehind our algorithm.

Theorem 2 (Valid Witness). Let Prog = (1;C) be a program, Spec =
(S;Init; ;T;F) be a nite specic ation automaton and P be a set of predi-
cates suchthat ff Progg® F Spec. Let ff Progg® = (V(P); Bt ; 0; P). LetR e a
nite setof integral ranksand :V(P) S! R bearankingfunction that obeys
conditions RANK1 { RANK3 givenin Se:tiovv4. Now consider the witness

:S R! Expr denedasfollows: (s;r)= . .=, (V). Then isa
valid witnessto [Prog] F Spec.

Getting Predicates and Ranking Functions. Theorem 2 immediately
leadsto an algorithm WitGen to construct a valid withess to Prog F Spec.
Howewer, WitGen requires as input an appropriate set of predicates P such
that ffProgg® = Spec, aswell as a ranking function satisfying the conditions
mertioned in Theorem 2. A suitable P may be constructed by combining pred-
icate abstraction with CEGAR. Full details of such a procedure can be found
elsewhere[9]. Due to the fundamertal undecidability of the problem, suc an
approad is not always guaranteed to terminate. However, CEGAR-based tech-
nigueshave beenreported to be quite successful4,20,7] in software veri cation
in recert times.

Generating the Ranking Function. Once an appropriate set of predi-
cates P has beenfound by the above procedure, we have to construct a rank-
ing function . More precisely supposethat ff Progg® = (V(P); kit ; P;P) and
Spec = (S;Init; ;T;F). Then we have to construct: (i) a nite set of integral
ranks R, and (i) a ranking function :V(P) S! R that obeys conditions
RANK1 { RANK3 givenin Section4. We now give an algorithm to achieve
thesetwo goals.

Let usdenoteffProgg® Specby M andletM = (S ;Init ; ;T ;F ).
Without loss of generality we assumethat both S and F only corntain the
states of M that are reachable from Init via the transition relation. Our
ranking function is de ned ononly S , and unde ned for unreachable states of
M .

First, we note the{} M can be viewed as a directed graph G = (N;E)
sudhthat: (N =S ) (E=1(s;s9j9 2 s | s%). Givenany two nodes
sands®wesay that s sPi thereis a path from s to s®in G. In other words,
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s sV therevexistsa ni{;e non-empty sequenceof states s;;s,;:::;Sk suc
that: (s = s;) (= s¢) (8i 2 f1;:::;k 1g (si;Si+1) 2 E). A strongly
connected componert (SCC) of G is a set of nodes X N suc that: 8s 2
X 82X s s% A nodeof G that doesnot belongto any SCCis called a
nitary node. It is evident that anoden is nitary i for every run x of M we
have n 62Inf (x). We also know that ffProgg” F Spec and henceL(M ) = ;.
This meansthat every acceptingstate s2 F must be nitary .

It is alsowell known that ewvery directed graph G inducesa directed acyclic
graph GSCC | The nodes of GSCC are the maximal strongly connectedcompo-
nents and the nitary nodesof G while its edgesare induced by those of G. Let

be a topological ordering of the nodes of GS°C such that if n;  n;, then n;

appearsbeforen; in O. Wenow x our setof ranks R to bef1;2;:::;kg where
k = jOj. We rst de ne aranking function S€C for the nodesof GS¢C as fol-
lows: S¢©(n)=ii n= n; accordingto the ordering O. We then use S°¢ to

de ne aranking function for G asfollows:

{ If nisa nitary nodethen it is alsoa node of GSC . Then (n) = SCC (n).
{ Otherwise n belongsto an unique maximal SCC nS¢C which is a node of
GSCC | In this case (n) = SCC (nSCC),

We now shaw that  satis es conditions RANK1 { RANK3 givenin Sec-
tion 4. Condition RANK1 holds becauselnit S = Domain( ). For con-
dition RANK2 , considerany transition s ! s®of M suc that s62F . Now
sinces  s®we have (s) (sY which is precisely RANK2 . For condition
RANK3 , considerany transition s ! s®of M sud that s2 F . Recall that
in this cases must be a nitary node. Hence (s) 6 (s9. Sinces  s®we have

(s) > (s9 which is precisely RANK3

The use of ranking functions for proofs of livenessproperties is well studied
and ours is but another instance of this methodology. The use,and limitations,
of CEGAR for generating appropriate predicatesis orthogonal to the witness
construction procedure.In practice, any oraclecapableof providing a suitable set
of predicatescan be substituted for CEGAR. For instance,someof the predicates
can be manually supplied and the remaining predicates may be constructed
automatically.

5 SAT-based Certi cates

Suppose we are given a program Prog, a speci cation Spec and a candidate
witness . We wish to ched the validity of . To this end we construct the
veri cation condition VC = VC(Prog; Spec; ) and prove that VC is valid. One
way to achieve this goalis to passVC asa query to an existing proof-generating
automated theorem-prover such ascv ¢ or vampyre . However, there are at least
two shortcomings of this approach:

First, most theorem provers treat integers, as well as operations on inte-
gers,in a manner that is incompatible with the semarics of our programming
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language. For example, our language de nes integersto be 32-bit vectors and
operations sud as addition and multiplication are de ned in accordancewith
two's-complemen arithmetic. In corntrast, for most theorem provers, integers
have an in nite domain and operations on them are the oneswe learn in pri-
mary school. An important consequenceof this discrepancyis that certi cates
generatedby conventional theorem provers may be untrustworthy for our pur-
poses.For example,the following veri cation condition is declaredvalid by most
convertional theorem provers, including cvc and vampyre : 8x (x + 1) > x.
Howewer, the above statemert is actually invalid accordingto our languagese-
mantics due to the possibility of over ow.

In addition, the proofs generatedby such theorem provers are usually quite
large (cf. Figure 2). We proposethe useof a SAT-based proof-generatingdecision
procedureto overcomeboth thesehurdles. Recallthat the veri cation conditions
we arerequiredto prove are essetially expressionsGivenaveri cation condition
VC, we ched its validity as follows:

1. Wetranslate VC to a SAT formula in conjunctive normal form sud that
VC isvalid i is unsatis able. In essence represerts the negation of VC.

2. We ched for the satis abilit y of using a SAT solver. If is found to be
satis able then VC isinvalid. Otherwise, is unsatis able and thereforeVC
is valid. In such a caseour SAT solver also emits a resolution! proof P that
refutes . We useP asthe proof of validity of VC.

In our implementation, we use the cpr over [21] tool to perform Step 1
above. Step 2 is performed by the state-of-the-art SAT solver zchaff [25]which
is capableof generating resolution-basedrefutation proofs[34]. The zchaff dis-
tribution also comeswith a proof cheder which we useto verify the correctness
of the proofs emitted by zchaff asa sanity-chedk. We discussour experimental
results in detail in Section 7. We note herethat in almost all cases,SAT-based
proofs are over 100times (in one caseover 10° times) more compact than those
generatedby cvc and vampyre . Of course,our proofs are additionally faithful
to the sematrtics of our programming language.

It isimportant to understand how our approach addresseghe two shortcom-
ings of corvertional theorem provers preseried at the beginning of this section.
The rst problem regarding language semartics is handled by the translation
from VC to in Step 1 above. Of course,the translator itself now becomespart
of our trusted computing base.However, we believe that suc a decisionis amply
justi ed by the resulting bene ts.

The seconddi cult y with large proof sizesis mitigated by the fact that a

generatedfrom real-life programs and speci cations often has an extremely
compact resolution refutation. Intuitiv ely, if a program is correct, it is usually
correct becauseof some simple reason. In practice, this results in  having a
much smaller unsatis able core C. In essencelC is a subsetof the clausesin
that is itself unsatis able. Since isin CNF form, it is possibleto refute by
simply refuting C. State-of-the-art SAT solvers, such as zchaff , leveragethis

! Resolution is a sound and complete inferencerule for refuting propositional formulas.
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ideaby rst computing a small unsatis able core of the target formula and then
generating a refutation for only the core. Section 7 contains more details about
the kind of compressionwe are typically able to obtain by using the unsatis able
core.

Finally, we note that the use of SAT guararteestrustworthiness of the gen-
erated certi cate ewven if we use a non-SAT-based theorem prover, sud as sim-
plify  [33], for predicate abstraction. This enablesus to usefast, but potentially
unfaithful, theorem proversduring the veri cation stageand still remain faithful
to C sematrtics asfar as certi cation is concerned.

6 Simulation

While LTL allows us to reasonabout both safety and livenessproperties, it is
neverthelessrestricted to a purely linear notion of time. Simulation enablesus to
reasonabout branching time properties of programssinceit preseresall ACTL*
Speci cations.

De nition 10 (Sim ulation). Let My = (Sg;hnity; ;T1) and M, =
(S2;Init 2; ;T») betwo LTSs. Note that M; and M, havethe samealphatet. A
relation R S; S; is said to be a simulation relation if it satis es the following
condition: (SIM) 8s;2 S; 852 2SS, 852S, 8 2 (s1;82) 2 RN sp !
) 9s92S, s ! os9N(s2;s9) 2 R. We say that M, is simulated by M,
and denotethis by M; 4 M,, i there existsa simulation relaton R  S; S,
suchthat 8s; 2 Init 3 9s; 2 Init , (s1;82) 2 R.

Simulation Witness. We are now ready to present the formal notion of
a proof of Prog 4 Spec. Such a proof essetially encales a simulation relation
betweenProg and Spec. The ideais to usea mapping from states of Spec to
expressionssuch that for any state s of Spec, () is satis ed by those states of
Prog that are simulated by Spec. We now state this formally:

Theorem 3. Let Prog = (I;C) be a program and Spec = (S;Init; ;T) bea

nite LTS. Supmse that there exists a fypction : S| Expr that satis es

the following two copglitions: (D1) 1 ) omt () and(D2) 82 S 8 2
SP[ (9)If g) s92 Suce(s: ) (sY. Then [Prog] 4 Spec and we say that

is a witnessto [Prog] 4 Spec.

Supposewe are given Prog, Spec = (S;Init ; ;T) and a candidate witness
Sinceboth Sand are nite, it is straightforward to generatea formula equiva-
lent to the conditions D1 { D2 enumeratedin Theorem 3. We call such aformula
our veri ¢ ation condition and denoteit by VC(Prog; Spec; ). In essencepn ac-
court of Theorem 3, a valid proof of VC (Prog; Spec; ) is also a valid proof of
Prog 4 Spec.

Generating  Simulation Witnesses. We now presert an algorithm
WitGenSim ul for constructing a valid witness to [Prog] 4 Spec. The input
to WitGenSim ul is a set of predicates P sud that ffProgg® 4 Spec, and a
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simulation relation R betweenthe states of ff Progg” and the states of Spec. We

defer the question asto how such a set of predicates P and simulation relation

R may be constructedtill later. The output of WitGenSim ul is a valid witness
. The following theorem corveysthe key ideasbehind our algorithm.

Theorem 4 (Valid Witness). Let Prog = (1;C) be a program, Spec =
(S;Init; ;T) bea nite LTS and P be a set of predicates suchthat ff Progg® 4
Spec. Let fProgg® = (V(P);Fhit; P;P) and R V(P) S be a simulation
relation suchthat: (A1) 8V 2 kit 9s2 Init (V;s) 2 R. Let us alsode ne
afunction :S! 2V(P) asfollows: (A2) 8s2S (s)=1fVj(V;s)2Rg.
Now oonsi%r the witness : S ! Expr dened as follows: (A3) 8s 2
S (5= , (s) (V). Then s a valid witnessto [Prog] 4 Spec.

Getting Simulation Predicates. Theorem4 immediately leadsto an algo-
rithm WitGenSim ul to construct a valid witness to Prog 4 Spec. However,
WitGenSim ul requires as input an appropriate set of predicates P such that
ffProgg” 4 Spec. As in the caseof LTL model cheding, sud a P may be con-
structed by combining predicate abstraction with CEGAR. Full details of suc
a procedurecan be found elsewherd8]. As in the caseof LTL, dueto the funda-
mental undecidability of the problem, such an approad is not always guaranteed
to terminate, but hasbeenfound to be quite e ectiv e in practice.

Witness Minimization. It is clear from Theorem 4 that the size of wit-
nessesand proofs generatedby WitGenSim ul is directly related to the size of
the simulation relation R betweenff Progg” and Spec. In this sectionwe describe
an algorithm to construct a minimal simulation relation betweentwo nite LTSs
if such a relation exists. Clearly, such an algorithm can be usedto construct an
R of minimal sizewhich would in turn lead to a withess  of small size.

Our algorithm relies on a well-known technique [7] to ched for simulation
between nite LTSs using satis abilit y for weakly negatedHORNSAT formulas.
More speci cally supposewe are given two nite LTSS M1 = (Sp;Init 1; ;T1)
and M, = (Sp;Init ; ;T,). Then one can construct a propositional CNF for-
mula such that the set of variables appearingin isS; S,. Intuitiv ely, a
variable (s;;sp) stands for the proposition that state s; can be simulated by
state s;.

The clausesof encade constraints imposedby a simulation relation and are
constructed asfollows. For ead s; 2 S;, eath s; 2 S, eahy,,2 ,andeadh s? 2
Suc(s;; ) we add the following clauseto : (S1;S2) ) $92 Succ(ss )(s(l);sg).
Intuitiv ely the above clause expresseshe requiremert that for s, to simulate
S;, at leastone -successoiof $g Must simulate s9. Also, for ea s; 2 Init ; we
add the following clauseto s,2Init ,(S1;S2). Theseclausesassertthat every
initial state of M1 must be simulated by someinitial state of M,. Now, hasthe
following simple property. Let X be any satisfying assignmen of and for any
variable v = (s1;sp) let us write X (s3;S2) to meanthe Boolean value assigned
to v by X. Then the relation R = f(s1;S;) j X (s1;S2) = tr ueg is a simulation
relation betweenM; and M.
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Therefore, we can construct a minimal simulation betweenM; and M, by
constructing  and then looking for a satisfying assignmemn X suc that the
number of variables assignedtr ue by X is as small as possible. This can be
achieved by using a solver for pseudo-Bmlean formulas [1]. A pseudo-Bmlean
formula is essetially a propositional formula coupled with an arithmetic con-
straint over the propositional variables (where tr ue is treated asoneand false
as zero). More speci cally, recall that the set of variablesof isS; S;. We
thus s;plve for alongwith the constraint that the following sum be minimized:

=  &s, s, S Wethen construct a minimal simulation relation using any
satisfying assignmen to  that also minimizes

Hardness of nding minimal simulation relations. One may complain
that solving pseudo-Bmlean formula satis abilit y (an NP-complete problem)
to verify simulation (for which polynomial time algorithms exist) is overkill.
Howewer, the use of a pseudo-Bmlean solver is justi ed by the fact that nding
a minimal simulation betweentwo nite LTSsis actually an NP-hard problem.

We now prove this claim by reducing sub-gaph isomorphism, a well-known
NP-complete problem, to the problem of nding a minimal simulation relation
betweentwo LTSs. In the rest of this section, whenewer we mention a simulation
relation betweentwo LTSs M1 and M, we alsotacitly assumethat every initial
state of M1 is simulated by someinitial state of M.

De nition 11 (Graph). An undirected graphis a pair (V;E) wher V is a
setof verticesandE V V is a symmetric irr e exive relation denoting edges.

De nition 12 (Subgraph Isomorphism). Given two graphsG; = (V1;E1)
and G, = (V3; E») suchthat jV,j < jV5j, we saythat G; is sub-gaphisomorphic
to G, i thereexistsaninjection :V;! V, that okeysthe following condition:
8v2Vy 8°2Vy (Vv 2E; () ( (v); (V9 2 Es.

Note that we do not allow self-loops in graphs. It is well-known that given
two arbitrary graphs G; and G,, the problem of deciding whether G; is sub-
graph isomorphic to G, is NP-complete. We now shaw that this problem has
a log-spacereduction to the problem of nding a minimal simulation relation
betweentwo LTSs. In essencefrom G; and G,, we construct two LTSs M; and
M, such that G; is sub-graphisomorphicto G, i aminimal simulation relation
betweenM; and M, hasthe samesizeas G;.

Recall that G; = (V1;E1). We construct M1 = (Sg;Init 1; ;Ty) asfollows:
(i) the statesof M are exactly the verticesof V1, i.e., S; = Vy, (ii) all statesof
M, areinitial, i.e., Init 1 = Sy, (iii) M; hastwo actionsa and b, i.e., = fa;bg,
and (iv) the transitions T; of M, are set up as follows: (i) for ead (v;v9 2 E;
weaddv T vlandVv® ¥ v to Ty, and (i) for each (v;v9) 62E; we add

v P voandv P vito Ti. The LTS M, is constructed from graph G, in an
analogousmanner. As an example,Figure 1 shavs two graphsG; and G, aswell
asthe LTSs M1 and M constructed from them. Note that M; and M, can be
constructed using logarithmic additional space.Now our NP-hardnessreduction
is completed by the following theorem.
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Fig. 1. Example graphs and LTSs constructed from them. A bi-directional arrow be-
tweentwo states represerts a pair of transitions { one from ead state to the other.

Theorem 5. Let n be the number of statesof My, i.e., n = jS;j. Then G; is
sub-gaph isomorphic to G, i a minimal simulation relation between M; and
M5, hasn elements.

7 Exp erimental Results

We implemented our techniquesin ComFoRT [10] and experimented with a set
of Linux and Windows NT device drivers, OpenSSL, and the Micro-C operat-
ing system. All our experimerts were carried out on a dual Intel Xeon 2.4 GHz
machine with 4 GB RAM and running Redhat 9. Our results are summarized
in Figure 2. The Linux device drivers were obtained from kernel 2.6.11.10.We
chedked that the drivers obey the following convertions with spin _lock and
spin _unlock : (i) locks must be acquired and releasedalternately beginning with
an acquire (safe), and (i) every acquire must be evertually followed by a re-
lease(live). The Windows drivers are instrumented sothat an ERRORcation is
reached if any illegal behavior is executed.We certied that ERROR unread-
able for all the drivers we experimented with. For OpenSSL (version 0.9.6c)
we certi ed that the initial handshale betweena server and a client obeys the
protocol speci ed in the SSL 3.0 speci cation. For Micro-C (version 2.72) we
certied that the calls to OSENTERCRITICALand OSEXIT_CRITICALobey the
two locking convertions mentioned above.

In almost all cases SAT-based proofs are over 100times more compact than
those generated by cvc and vampyre . In one instance { tlan.c (live) { the
improvemert is by a factor of more than 10°. We also nd that an important
reasonfor sudh improvemert is that the UNSAT-coresare much smaller (by over
two to three orders of magnitude) than the actual SAT formulas. Upon closer
inspection, we discovered that this is due to the simplicity of the veri cation
conditions (V Cs). For instance, the devicedriv erssatisfy the locking conventions
becauseof local coding conventions (every procedurewith alock hasa matching
unlock). In practice, this results in very simple VCs. Proofs generatedby cvc
and vampyre suer from redundanciesand ine cien t encalings and therefore
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turn out to be large even for such simple formulas. In corntrast, SAT formulas
generatedfrom these simple VCs are characterized by small unsatis able cores.

Wenote that the total sizeof the certi cate is usually dominated by the sizeof
the witness. Finally, we nd that certi cates for livenesgoliciestend to belarger
than those for the corresponding safety policies. This is due to the additional
information required to encade the ranking function, which is considerablymore
complex for livenessspeci cations.

[ Name [LOC | CVC [Vampyr e[SAT] Cert [ Core [Impr ove]
ide.c (safe) 7428 | 80720 100 | 703 [>2000] 807
ide.c (liv e) 7428 | 82653 100 | 1319 |> 2000 827
tlan.c (safe) 6523 (11145980 517 | 4663 | > 200 | 21559
tlan.c (liv e) 6523 [90155057 572 |74281 | > 200 | 157614

ahalb2x.c (safe) 10069 | 247435 210 | 2102 [>1500| 1178

ahal52x.c (liv e) |[10069| 247718 210 | 3968 [>1500| 1180

synclink.c (safe) [17104| 9822 53 | 185 |>500 185

synclink.c (liv e) [17104| 9862 53 | 327 |>500 186

hooks.c (safe) [30923| 597642 369 | 2004 |>1500| 1629
hooks.c (live) [30923| 601175 368 | 3102 |>1500| 1624
cdaudio.c (safe) [17798| 248915 | 156787* [209 | 2006 [> 1000 750
diskp erf.c (safe) | 4824 | 117172 106 | 955 |>2500| 1105
opp y.c (safe) |17386| 451085 | 60129* |318 | 2595 |>3000| 189
kbltr.c (safe) [12131| 56682 7619* 51 | 528 [>2500] 149
parclass.c (safe) [26623| 460973 262 | 2156 |>4500| 1759
parp ort.c (safe) |61781| 2278120 | 102967* |529 | 3568 [>5000| 195

[SSL-stvr_(sim ul) | 2483 [ 1287290 | 19916 [261 | 1055 [>150] 76 |
[SSL-cin T (sim ul) | 2484 | 189401 | 27189 |155 | 740 |>200] 175 |
[Micro-C_(safe) | 6272 | 416930 | 118162 [262 | 2694 [>5500] 451 |
[Micro-C_(iv e) | 6272 | 435450 | [263 [ 7571 |>5500] 1656 |

Fig. 2. Comparison between cvc, vampyre and SAT-based proof generation. A
indicates that results are not available. Best gures are highlighted. LOC = lines of
code. CVC, Vampyre and SAT = proof sizein bytes (after compressingwith the gzip
utilit y) with cvc, vampyre and SAT. cvc statistics obtained via ComFoRT, blast
statistics obtained from version 2.0 or existing publication [19] (indicated by *). Cert
= gzipped certi cate (i.e., witness + proof of the veri cation condition) sizewith SAT.
Core = factor by which the unsatis able coreis smaller than the original SAT formula.
Improve = factor by which SAT-based proofs are smaller than nearest other proofs.
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