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Automated Code Repair
in the C Programming Language

Finding violations of secure coding guidelines in source code is daunting, but fixing them is
an even greater challenge. We are creating automated tools for source code transformation.
Experience in examining software bugs reveals that many security-relevant bugs follow
common patterns (which can be automatically detected) and that there are corresponding
patterns for repair (which can be performed by automatic program transformation). While
static analysis tools can help, they typically produce an enormous number of warnings, and
teams are able to eliminate only a small percentage of the vulnerabilities identified.

In this SEI Blog post, Will Klieber and Will Snavely describe their research in automated
code repair, which can eliminate security vulnerabilities much faster than the existing manual
process and at a much lower cost. While this research focuses on the C programming
language, it applies to other languages as well.

Read the post.

SEINEWS

e Video Highlights Recent SEI STEM Efforts
e SEl's Robert Binder Honored for Software Testing Excellence
e High School Students Get Crash Course in Cyber-Kinetic Tactical Operations

Join Our Mailing List

Visit Our Website

STAY CONNECTED


http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7zLVWuVl405EvMQBHnP75_f4w0PXXnc8iUhJAGuqKTiC8mAr2j0eXLFy1mfm8ninIhIDKVxx9pKvAu3HqtXxHcBNtGbZRiIRwdH2vIdVhHkLw5ejCk8K8YvP5L3YTRwfAynJNNCWjMaBoKs6H8sybyJwWWgA04pl-ExOHtGsjpX2R6-mrnwzTZrqYCRbhKhX3FP0SLLwY6gkPWu10Hx7weU=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF714lFbcXjkaDHlWyNEdlyTF4WRhGNiW77sZR3-iwYnko98Vjd_TzHZYec_mFnd9csejhHIARU3WdmdR5S1oTZekEjGWjSVUFh_hidD5fQf2rVEcxyLTp8e3LpSwQ7Tghyydv-OYDiEG1O-zLOMJrVlVsxZVFUIsv2VInR9zgsab5&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF77c88sTI4y08bVqcKeQ6XclFB75nxLtzLTN-mJbZY9qsGvcC-oeQEInWdlyl4fFJD-0-2qp0Q0udZiH_NqWJzG3ESOnxqIdsxq3RA5Tncg3Ol3KViL0XIPpJhZt-jDrfBP2O-SFr5SmRDgAlOBA9RmaT0BtVaGauJXFPEBoVyOM12ck-o-uQDsQ=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF77c88sTI4y08ThmwO2K8awp9QMLjubeS1iMgWFambSMgrvMH4AmdsIRMvShL0VjPNFtYxeDCV_jkw4gPBi60649sK0gPpqvVZbMf3QLyFMlLFjYek84e3HhiyvSy8ErmIAzlVPwpsIZoo44rmao3DDpVZTANypHofEePTkPuoFNrx552jBCKgvE=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF77c88sTI4y086n9-jda-sfNJ0nyhNQNtsT05eGhmtj7b3yNxY3iJ9btQotQ4uFYI_ImOS_UAHHookVqSrVru8qZvDL5dTvnAMXWNcE3sV_6WIQvW9DYKSoc4Ipz7CmSYI8H7Q6xxUDpqfR-tua-P3_orPArKCLLJIFiIJA_qzEhH3BDzfzizuKc=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF73hAyTbtBZXvMKToZL5-BWzLFehHp8Wb52Y2wILVd0owg0SaOf-9AXEI437l3rw9MGxsgBpXheLHYuY2dlkt4rvWNjyvVei0d_b_6GcQCd0JgDLfgxx4xbiIiJh2G00VOq8OMZ3aGjzWhJgOh71DzAN8Yx3IONyBIGb19DO_LX1FSN9pOUAuJBQ=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF73hAyTbtBZXvF-giKK17YDnJmW-vMTec-N1IxtPyfuHqeLvzK4e2Zb29U6SX5jmAERyarWj5-xqqT0NZIc5y1nZSbAFgVOl7tW_Gov4suhSkEIHIZHUBR_7pSwJZeZtgZ0p0nmHP5ZKsnLhSS5vsxXnoUYghuzN8zPgoNht25n7fAjyXZ0lQUaE=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7uEqZ216yyGfJ2Yf99rt9ez6ZqfbrTD1SLWTWQEx95c6TxlhdtCBlXTAU4kcCv_wa9kPguHTbEDaVAfVygxgN3Tr7-MU6AgoZS2wu1Wr2moGmNUu_ngX-Gk5TA4p10kHqYzUJlhi0R57cya_Fc7MWyv-KWTjzYyTFUeWYmPiYw_JI=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7u9xE7eyUsT5lMjCjYKUN8WEComAFcUVlewFpDI71PhJVlI6WnoQ-KC8gOaxwNIGtA7iWv_mRC3Kcb8GJiVAkh948AT1e3FgilzWPOP103lnK2_SCcrw0Bq7bCI8WUMobnam2nVBkquTam9OCxUNdrFXbaazo7KQz9E3q3jpjSb7I=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7ubmdj9ECEuxe1ozNIFkFyOjQK5hDvbO85Bf5lTu77tVg5o6eIpoSKzYYgMq7EHIsq11ZJtdkXdvrOWtZWb4mkhBFjHyHT_a31FMpQ9K3qJ7iNaApn1OKC7SxF8M2kYWLYEtC78G0LdmcwkgAg0V4U5B7-6zL08XtI60U5k-UT-0c=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7uMhVGhKvTqbdYnTgS2YEWy-yyS44Tou_jczYOeEs0h8ybdTMZCEYMPfLk8WrfteL0_KcKo4z6TI7x6ZSncf8i3jddEkJmx4sm1XRYKnZ15zTXJwyzcxDgS9yGjPjN8A6Vy606vMAwUlpb10XqF7qgluxN28Hm3Lvmfwv6WX_PmzQ=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7ugK68dWS13HigdxUI3x2E_nDeyTthOzMo1qvL9FN25KvuzxQbJF8CxZW_OFkzj-Tbq2Ledm2lf90dTGpAbdKf69PLpaYBv28Q9okXVWy8vb8mE-nsVOxmLvHXYU1UC09JvxHckF-E2tcKhzH5F7L1TPz6-yCzDihkxL0VvMs_EAbO4D22oMttPA==&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF73Y3M1oWl-V5UzHabHoicIss_3dbL8CGLgQ222eGuZZL8geXHAn5SMfOLpQYcxlL88u3GcIJLfVIJfn4A72DwBKrFFhTg-asIA==&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7uAiOw-ZuTlZUGspGcheiuAZ9BZHz_mY5wxGYQqVUy4XSjw8KiZkcZLQw_b0n2nGMmDDVKAdJEnaoPqYofxGkm2Z5FQUWzNwSn&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7ufdCxCisNruNSbee3Yo5F7ESxW2vW0gKlI_I7LRSyYVfjor9-YArt8Q0fC_asS1OevCtRikZ9VO_YMAFctJTdaaUQv0r9qYvH&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7uG0v-kwzpYgyANvgjTsb--puQgGEK09qO9sHXKaQDP0uBzE_ct7tk-tKlF1L7rgeOTPgZNmnC8Wf0c59UWXs_AaEf7K6GXYKB&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7uHRPbMTJvEDgp4ivl7oGlG_SUh86ag7ZmO2FDGPQFbLjISAyzjClcGj-LY8V3Ktu4uoscH0RZzlDyW74JS-M4YGh_sYH25q1PONKt79KAVaEqlN1FrZSHGSiczdYTaozj-sENOhLM87ASmCG2YAymkFNZIRIJk4xucsFW7G2VsvRKqfbCLVFRpMBGsb7T2hkcp3bYC-abk5E=&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7uaCeegjEQGNmI2gi6RhUTCAcXzHq1B6l1dLADgLVJYzBt5h9TDQu4cDD8S99heAD6Zu1w6E53w9NouQ15BNKbGar8dEAm34Iq&c=&ch=
http://r20.rs6.net/tn.jsp?f=001ZDCLnS6y35jFEChl1OOacVZvMBoqRnz_NPnItSzv8-YYVVZf67BF7yD9LbsO0i7uB1dVzz5cso51-MwlQvU4H6UsAhFTftUm_xfJ2U2PDQRjZGFgZvP9U6_92GkNJEeEJq-oKyT_wMKT7nfrqUJs5L7JfmFkzYCh&c=&ch=

> »l o) 1033302

SEI BLOG SElI PODCAST SERIES
Recent posts: Available in audio and video formats.
2016 U.S. State of Cybercrime Highlights Best Practices for Preventing and
Responding to Distributed Denial of Service
Prioritizing Security Alerts: A DoD Case (DDoS) Attacks
Study

Security Modeling Tools
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SEI EVENTS SElI CYBER MINUTE
This week's featured events: SEl experts deliver weekly snapshots of our
latest research on the changing world of all
Software Solutions Symposium 2017 things cyber. This week:
SATURN 2017 Reducing the Effects of Malware

SEITRAINING SEI CAREERS
Upcoming classes: This week's featured opportunities:
Managing Computer Security Incident Senior Architecture Researcher
Response Teams ,
March 7 -9, 2017 (SEI Arlington, VA) IT Systems Engineer and System

Administrator

Modeling System Architectures Using the
Architecture Analysis and Design Language

(AADL)
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ABOUT THE SEI BULLETIN
TheSEI Bulletin is a biweekly newsletter designed to keep you up to date on SEI news, events, research, and
other matters of interest to the SEI community. We hope you find the SEI Bulletin useful and informative.

SEND US YOUR STORY

Do you have a story abouthow an SEI technology has positively affected your team or organization? If so,the
SEl would like to hear about it. Send a short summary of your success to info@sei.cmu.edu and you could be
featured ina future issue of the SEI Bulletin.
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