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Certifiable Distributed Runtime Assurance
in Cyber-Physical Systems

Runtime assurance (RA) has become a promising technique for ensuring
the safe behavior of autonomous systems (such as drones or self-driving
vehicles) whose behavior cannot be fully determined at design time. The
Department of Defense (DoD) is increasingly focusing on the use of
complex, non-deterministic systems to address rising software complexity
and the use of machine learning techniques. In this environment, assuring
software correctness has become a major challenge, especially in uncertain
and contested environments. In this SEI Blog post, Dionisio de Niz highlights
work by a team of SEl researchers to create tools and techniques that will
ensure the safety of distributed cyber-physical systems.

Read the SEI Blog post.
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e FloCon 2019 Call for Participation Now Open

e Microservice, Agile, and the Cloud Highlight SATURN 2018

e New SiLK Analysis Suite Release Available for Download
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SEl Publications

® Navigating the Insider Threat Tool Landscape:
Low-Cost Technical Solutions to Jump-Start an
Insider Threat Program

® ROI Analysis of the System Architecture Virtual

Integration Initiative

SEIl Blog

Recent posts

e How to Identify Key Causal Factors That
Influence Software Costs: A Case Study
® 10 Types of Application Security Testing Tools:

When and How to Use Them

SEl Podcast Series
Available in video and audio formats

e Software Sustainment and Product Lines
® Deep Learning in Depth: The Good, the Bad,
and the Future

SEl Events

Featured events

e SE| Software Engineering Workshop for
Educators

e CERT Data Science in Cybersecurity Symposium
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About the SEIl Bulletin

® SE| Career Fair, Arlington, Va.

SEl Cyber Minute

Short video snapshots of SEl work from our experts

e Security Engineering Risk Analysis
® DevOps Metrics & Visualizations

SEl Training

e Software Architecture: Principles and Practices
August 14-15, 2018 (SEI Pittsburgh, Pa.)

e ATAM Evaluator Training
September 19-20, 2018 (SEI Pittsburgh, Pa.)

SEl Careers
Featured opportunities

e Situational Awareness Technical Manager

® Senior Research Scientist - Advanced
Computing

e All current opportunities

The SEI Bulletin is a biweekly newsletter designed to keep you up to date on
SEl news, events, research, and other matters of interest to the SElI


https://www.sei.cmu.edu/careers/fair/index.cfm
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community. We hope you find the SEI Bulletin useful and informative.

Send Us Your Story

Do you have a story about how an SEI technology has positively affected
your team or organization? If so, the SEl would like to hear about it. Send a
short summary of your success to info@sei.cmu.edu and you could be
featured in a future issue of the SEI Bulletin.
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