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Vulnerability Research

Legend

alias benefits from coordinates leadsto
- - -

LsEs

®
C e I c ’ l Kansallinen tietoturvavira




Viestintdvirasto

What is vulnerability discovery? Edt Wid 2 Is << Side 3023 22 2|

¢ Vulnerability A flaw or weakness In a system's design, implementation, or _
operation and management that could be exploited fo violate the system's security
policy (RFC2828)

o Vulnerability discovery: The process of finding vulnerabilities

o Vulnerability rediscovery: Analysing and reproducing a known vulnerability
based on public or private data

o Coincidental discovery: Finding a vulnerability that has been Bu_blica_lly or
privately reported, either accidentally or in the process vulnerability discovery

o Exploit; script, prugr_am mechanism, or other technique by which a
vulnerability is used in the pursuit or achievement of some’information
assurance objective.

# For the purposes of this discussion, soft components of the systems are not
considered

s VVulnerability discovery |s a resource optimisation. issue: Cost of discovery vs
benefit gained from discovering a vulnerability

o Or often: benefit of discovery vs benefit of unrelated actions
¢ Mostly iscussed as a deeply technical subject _ _
o Neglected fators: soft issues hindering or preventing discovery efforts,
precision/accuracy

precise scattered

accurate

biased

@@
QE

¢ Dan Geer, e http://geer.tinho.net/measuringsecurity.tutorial.pdf
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Motivations e

oCertification

Description

Ensure that the product or systems meets predefined security and
safety criteria

oCompetitive
advantage

Use vulnerability information in offensive or defensive products to
gain advantage over competitors without the information

oCompliance

Compliance requirements stem from organisational policy _
requirements, commercial standards such as PCl, and legistlative
requirements such as SOX, HIPAA and FISMA.

Liability for damages caused by the effects of software flaws and

Liability vulnerabilities

o0Offensive Find vulnerabilities to be able to use them in (real or simulated)
Capability attacks

oProtect Protect clients or other constitients from the ill effects of
constituents vulnerabilities

oProtect

general public

Protecting the general public from the ill effects of vulnerabilities

oProtect self

Protect your own organisation from the ill effects of vulnerabilities

oRaise the bar

Try to improve the overall security level of products or systems

oReputation

Gain reputation by discovering vulnerabilities, Protect the damage
to your reputation caused by vulnerabilities In your systems

certT i
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Reporters Receivers

NON-MALEFICENCE

PRECISION / ACCURACY

= N W s oo N

SECURITY

# Tiina Havana, e https://www.ee.oulu.fi/research/ouspg/PROTOS Stanford2003

¢ |n a 2002 study, it was identified that vulnerability reporters and report recipients
somewhat agree on what is important in vulnerability disclosure

Issue/lImportance Reporter @ Receiver
Security 1 1
Precision/faccuracy | 3 2
Non-maleficence 5 3

¢ This Is why the process works at all _ _
o common disagreements: public's right to know, public benefit, FUD
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Actors e |

¢ Actors categorised on the following factors:
o range of available resources: Ranges from poor to excellent
o motivation: As discussed earlier

o disposition: Is the actor governmental, privately owned, or an individual
person(/persons)

o position on vulnerabilities: Is it a weapon, a threat, an essential tool for their
rade or a business risk

¢ A crude simplification, YMMV

D
&G
Legend
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Who is doing it? ==
Description Resources Disposition Position
- Actor from the sectors
oSecurity Excellent, Attack
agency ﬁ'fiﬁﬁavreyrgg?:i?ita! or Good + Governmental method
Evaluates products or * Governmental Tool of
oEvaluator systems according to Good, Poor + Privately frade
set criteria ownhed
Actor responsible of : * Governmental :
oClIP critical hatonal system B‘Iﬂecgzlljucre, e Privately ﬁgﬁmess
or infrastructure owned
ATt Attack
L exploit vulnerabilities - ac
oCriminal fprpthe_ir own, typically Good, Poor ¢ |[ndividual method
financial, gain
Security researchers :
oResearcher @ actively discover Mediocre, ¢ Individual Tool of
vulnergbilities Poor trade
Users are affected b -
9End user vulnerabilities, and r?:\ay Poor ¢ Individual ﬁgﬁmess
stumble upon them
Vencgiurtuf se%_u rity
oSecurity Q0% antivirus, Good, * Privatel Tool of
vendor E%Stafdjp%eftyzezfg'luitatiun Mediocre owned Y trade
tuulkﬁ etc.
End Ll.llse&_urganisatiuns
9End user ustally alscover s Privatel Business
organisation | pYinerabiities gs a Good, Poor owned risk
activities
Eer&etratiur‘g t?5t5r5 aim
oPenetration | 0. 2¢MoONstrate * Privatel Tool of
fester weaknesses In systems, | Good, Poor | *gured” | trade
vulnera%ilities In them
oSecurity Vendor of securit :
services services: auditin y Good, Poor * Em\;'_laetc?ly :cl'rqauéeuf
provider compliance, MSS etc
Vendor of products or * Privatel Tool of
oVendor systems P Good, Poor owned trade
CERT or similar _ _
oCommon governmental or . Mediocre, + Privately Threat
good iIndependent security Poor owned
organisation

certT i
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©

©>‘ Competitive advantage
/

o)

Protect general public

Three quite clear blocks of actors emerge
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Legend

Motivations

-

1 Governmental @vaﬂ:l}’ D‘WIID

@

Offensive Capability

C___ )

i
e

Reputation

Ii ) Competitive advantage
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Legend

Motivations

Governmental or Privately owned

I Governmental @vmd}r Dwni'

L F

attack method

. @ct general public
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Legend

Motivations

Good
to Poor
Governmental or Privately cmmedj @vm&l}r DWD

== <

Evaluator

Raise the bar

-
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Resources

Date Method Current state (avg)

: Medium to
~850 Cryptanalysis Ever relevant Extreme
1952 _ .
or Debugging Ever relevant Low to High

842)
Still relevant in some narrow fields

1953 TEMPEST also van Extreme

ck/Kuhn/EFPL/LED/Laser/...)

1957 _ .
or Testing Ever relevant Low to High
949)

1972 Fault Injection Marginal Medium

1972 Covert Channel Relevant in crypto applications ﬁlegc#um to

1976 Design Review SDLC, CC, various maturity models ﬁlegc#um to

1976 Code Review SDLC, XP, tool-assisted Medium

1979 Destructive Testing Ever relevant Low to High

1979 %é:g..igce code analysis | promoted by recent frameworks ﬁieg::#um to

gruseted Eunlwputter
stem Evaluation :
1983 C¥|ter|a (Orange ITSEF (1990), CC (2005) High
book)
- What was this workshop about Low to

1988 Fuzzing agan? P Mediom

Maturity models |deas adopted to other models Medium to

1983 (SEI-CMM) (CLAGP, BSIMM, . High

1999 XP Lives in Agile methods Iﬂﬂﬂeﬁlbum

Compiler securit One of the most important securit
2002 exteﬁsmns Y features P Y Low
2004 SDL Heavily pushed by MS ﬁleg‘ﬂ;“m to
: - Promising results (MS, .EXE, Medium to
2005 Whitebox fuzzing O-knowlegdge, " ( High

Attack simulation

Military

Computer science (trad)

Infosec

Red/tiger team

Hacker

Penetration tester

Has good sides, but: a 5 stematlc and more comprehensive, real penetration test

would cost as much as t

e attack

certT i
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Common Criteria Applicability S

Design
A Weak Audit
)@AVulnerabilities
X Inconsistent
Access Control
Other Security
Areas Mechanisms
X XSS
X SqQL X TOCTTOU
Injection
Buffer
Cverflow

Implementation

+ Adam O'Brien, Dracle_%i_ _ _
http://www.commoncriteriaportal.org/iccc/9iccc/pdf/A2412. pdf)

certT i
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¢ Different methods find different things with different resources (skillz vs. tools)
o Reading a man page (to get roots)
o CC EAL )Eelectrnnlc microscope)
o PS3/XBOX etc. DRM hacks
o Reflection to cost

* "No single VV&T technique can guarantee correct, error-free software. However, a
carefully chosen set of techniques for a specific project can help to ensure the
development and maintenance of quality software for that project."

o FIPS 101 (1983) _
¢ "First law: The pesticide paradox. Every method you use to prevent or find bugls
leaves a residue of subtler bugs aq_alnst_whlch those methods are ineffective.
o Boris Beizer: Software Testing Techniques (1983)

¢ A method will first find the low hanging, fruit in software, then the returns diminish
o Once trivial vulnerabilities are eliminated, new classes emerge _ _
s New apgllcatlon types and areas will repeat most errors - learning from the historic
|
B

vulnerabilities seems to be rare _ _
o Eg. Buffer overflows mostly gone from MS products, but abundant in ActiveX,
embedded, SCADA etc

®
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Resources Edit_ Wi

¢ Information security I1s asymmetrical is like nuclear warhead asymmetrical - a
missile 1s easy to launch, difficult to defend against. _ _
o But in the end, the one using the most money wins. Using ho money is not an

option.
BEAR V. AVOID VULN/2 = CoSsT*2
BICWES
Cost s
|
kL |\
TN LA X 4y \\
| 1 ﬁfﬁ B \\‘
| N"m _ anucipaton costs R diminishing ROI
| e e i e
L f}h““ L s el Rl 0
s SRR | X=cost, Tﬂlulnarahiliiy | ;

¢ Dan Geer, e http://geer.tinho.net/measuringsecurity.tutorial. pdf

# As resources are a premium, discovery method ROl matters
* The ROI of usmg_a single method will decrease over time,

o This Is whs{ Iscovery portfolios work like defence-in-depth
* Need to be able to measure to justify expenses

®
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crypto

Not that breaking software is rocket science

Crypto Vulnerabilities
cryptanalysis | vulnerability analysis
bruteforce bruteforce

s Thuugh there are intelligent analysis, most vulnerability discover is bruteforce
min of ame remalns an attractive gual
s Efficiency of analysis breaking EECL,II"It% Is hard to estimate
Cryptu reaklngn HA hashes Wlth $1O 00000 would take me x years
Measure of the security of tested cryptosystem
s Vulnerabllltles boxen fuzzing protocols’in the basement, 10000e development cost,
10000e electrlclty, ventilation, rent per year
o Measure of the security of tested software

®
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Refinement

¢ "Second law: The complexity barrier. Software complexity (and therefore that of
bugs) grows, to the limits of our ability to manage that complexity. "
o Boris Beizer: Software Testing Techniques

# Hot markets produce bad code

¢ Many attackers are using vulnerability discovery automation to the max, while many
vendors are still waking up to it o _

# Finding flaws has become more and more automated, while fixing the issues has
become increasingly more difficult due to mounting complexity

# This alone will keep’the field going for some time

CHOOSING TESTS MULTI-STAGE TESTING

e MNaximizes cost-effectiveness

o If false negative is serious Stage 1 “screen”: dirt cheap, high sensitivity
Then favor sensitivity (& treat false pos) =~ Stage 2 “confirm”: expensive, high specificity
e [ffalse Pgsjtj_ve 1S serious, * Combination has highEl‘ SPEEiﬁCity at
Then favor specificity (& lose false neg) expense of sensitivity, e.g., policing the
blood supply for H1V

¢ Dan Geer, e http://geer.tinho.net/measuringsecurity.tutorial. pdf

Crypto Vulnherabilities
Fuzz for a lot of crashes (S1) to focus exploit
SIGINT traffic analysijs (S1) to development efforts on th$ most promising ones
sieve which crypto Is worth (S52)*
breaking (S2 Code/spec/design analysiséSl) to focus testing
efforts (52)7

Vulnerability markets =

# Everyone can have their cut
o Develop from crashes _
o Polish and package_e:&plmts - _ _
m QA for EK?IDI s Is 20x more difficult than normal QA - You're doing something
you're not supposed in a hostile environment you don't really know of
o Subscription charge: pay for not disclosing the vulherabilities
# Reasearchers in developing countries is cheap

®
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Actors and Motivations

In all the id? |f| db ocks, ctors of the private sector trump
governmenta divi ors

(Notable exception: military-industry complex and crime)

# Motivations from the private sectnr ﬁrevall
* Most maéur Innovations stem from the private sector
- Competition drives technological improvement to similar areas

Any Room for Synthesis in the Future?

Common Criteria Moves Towards Fuzzing

* Large number of evaluation requests ->
o No resources for throughly evaluation ->
m Ad hoc low assurance level schemes emerge

Interface Analysis + Prioritization + Blackbox Tests

¢ Common Criteria v4 might include evidence based approach

Code and Design Reviews Rekindled by SDLC and XP

Irgditienal dreays dreipTactory trojan, supply chain,

®
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Bredth and SocioEconomic Coverage

+ Coverage
# NoTechnicalSolutions

# How to cover as many organisations, as many segments, verticals, horizontals, age
groups, cultures ...

@
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Input (Infinite)
wildly inaccurate)
k (soméewhat inaccurate)

-
)
s

. o Combinatoric explosion In state (variables, memory, ...) and paths
* Spec : . . : .

o Compound failures result in combinatoric explosion
+ State coverage in dynamic protocols etc.

* Nobody has actually proven a clear correlation between coverage and the
amount of found bugs

¢ Testing as a resource question: depth-first might be sexier but breadth-first helps In
getting better overall results
o Anomaly coverage

®
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Problem

7 Technical nBulaans to tackle the problem
o ~1 problem
o ~10 programming/software engineering paradigms (impact in 100 years, needs
least resources)

o ~100 rugrammlng languages

o ~1 00 fun amental wa s to shoot yourself in foot

o ~10 00 dm pular SDKs/libraries

o ~100 000 flawed programming books, examples and guidelines

o ~1 000 000 systems/programs. under ‘development

o ~10 000 OOOdJrc: grammers (Asja!)

o ~100 000 000 legacy system (impact almost now, needs infinite resources)

¢ Architecture & Requirements

o Security as a new box or bubble

problem -> complexity++

+ Awareness/economics/liability/incentives ("low" hanging fruit)
s (Testing/Validation/Source Code Analysis)

o roughly

50 percent of security

problems are the result of desi

n flaws -

Gary McGraw (e http://www.cigital.com/papers/download/bsi3-risk.p

Appendix 1 — Roadmap vision and lines of development — tabular form

Vision: The development and procurement of software and systems which are resilient and sustainable by design, where
requirements such as security and privacy are, as a matter of course, defined at project initiation and implemented and assured
throughout in risk-based, whole-life processes.

Line of development

11
Define cost-effective
business models.

1.2
Establish
procurement strategy,
procedures and
requirements.

1.3
Manage
supply chain risk.

1.4
Establish legislative

and regulatory
framework.

1.5
Murture consumer
demand.

2. Information exchange
and concept development

2.1
Establish mechanisms
far information
exchange.

22
Develop a dynamic
library of threats,
vulnerahbilities, attack
patterns and risk
models.

2.3
Establish semantics
for ‘non-functional’
requirements
engineering.

2.4
Determine whole-life
development
processes.

2.5
Determine
measurable
assurance and
validation approaches.

3. Technical facilitation

31
Ltilise secure coding
languages

3.2
Develop modelling
and analytical tools for
planning and
assessment.

3.3
Establish trusted
libraries of ‘reusable
code’ and

components.

3.4
Define interoperability
standards for
functionality and
testing.

3.5
Develop analysis and
testing tools for
deployed systems and
systems of systems.

4. Professionalisation

41
Establish the role of
independent architect’

4.2
Develop national and
international
standards

4.3
Design curricula for
universities and
colleges

4.4
Update enginesring
accreditation core
competencies.

4.5

Ensure professional
bodies nurture good
practice.

5. Communications
strategy

51
Determine desired
behaviours and
attitudes of audiences

a2
Select and analyse
audiences

Building in ..

53
Determine the

message

5.4
Establish interactive
communication
channels

-- Cyber Security Knowledge Transfer Network meeting, March 2009

ww.ktn.

httg:fﬁ
2009-04-23 buil

inetig-tim.net/content/files/events/
ing-in-security-assurance-privacy.pdf

cert sl

5.5
Manitor and evaluate
communications

strategy

Information Security, Privacy and Assurance - A Roadmap Page 17 of 24
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SeCUrty agencias,/military

blind critical infrastructure protection

governmental | critical national systems (taxation, health, ..}

regulation
legistlation
international (MATO, EL, .3

criminals

anomaly library based fuzzer

algorithm based /

source code checlker
Memaory

bvtecode/machine cocle

cdebugger

tools actars

interfaces, exports etc / hoblyists

audit/pentest/compliance

google
plagiarism detection
license violation cetection

product vendaors

sacurity vendors

constraint solvers/moclel checkers anc users

harcware common good organisations (OWASF, ..

gain reputation independent researchers

t@ coce review
' { cryptography
state machines

spec/design review | layering violation
[ ksecuriw mechanisms (ACL, A44 log)

sicle channel

gain competetive adge

gain offensive capahbility

compliance
excemption from liability

e maotives
certification

methods

protect constituent

protect general public . fault injection

protect self l"\E:ﬂ:EEpIiDﬂal emvironmental conditions

raising the bar \_detecting shared known vulnerable code

vulnerability formal methods

exploit basic equipment

sepver farm/cloud

discovery

resolurces specialised tools

re-discovery professional

amateur

®
C e I c ’ l Kansallinen tietoturvavira




