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�� �: �R�U�G�3�U�H�V�V�� �� �� �� �� �� �� �� �K�W�W�S�� �� �� �Z�Z�Z�� �V�W�X�P�S�G�L�Q�S�G�[ �� �F�R�P��
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�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �I �H�H�G�� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �0�R�] �L�O�O�D�� �� �� �� �� �� �0�D�F�L�Q�W�R�V�K�� �� �8�� �� �, �Q�W�H�O�� �0�D�F�� �2�6�� �; �� �� �� �B�� �B�� �� �� �H�Q�� �8�6�� ��
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�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �I �H�H�G�� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �0�R�] �L�O�O�D�� �� �� �� �� �� �0�D�F�L�Q�W�R�V�K�� �� �8�� �� �, �Q�W�H�O�� �0�D�F�� �2�6�� �; �� �� �� �B�� �B�� �� �� �H�Q�� �8�6�� ��
�$�S�S�O�H�: �H�E�. �L�W�� �� �� �� �� �� �� �� �� �. �+�7�0�/ �� �� �O�L�N�H�� �*�H�F�N�R�� �� �&�K�U�R�P�H�� �� �� �� �� �� �� �� �� �� �� �� �� �� �6�D�I �D�U�L�� �� �� �� �� �� �� ��
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�� �: �R�U�G�3�U�H�V�V�� �� �� �� �� �� �� �� �K�W�W�S�� �� �� �Z�Z�Z�� �V�W�X�P�S�G�L�Q�S�G�[ �� �F�R�P��
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�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �5�H�H�G�H�U�� �� �� �� �� �� �� �� �� �� �� �� �&�)�1�H�W�Z�R�U�N�� �� �� �� �� �� �� �� �� �' �D�U�Z�L�Q�� �� �� �� �� �� �� �� �� �[ �� �� �B�� �� �� ��
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�� �: �R�U�G�3�U�H�V�V�� �� �� �� �� �� �� �� �K�W�W�S�� �� �� �Z�Z�Z�� �V�W�X�P�S�G�L�Q�S�G�[ �� �F�R�P��
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �3�2�6�7�� �� �Z�S�� �O�R�J�L�Q�� �S�K�S�� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �K�W�W�S�� �� �� �Z�Z�Z�� �V�W�X�P�S�G�L�Q�S�G�[ �� �F�R�P�� �Z�S�� �O�R�J�L�Q�� �S�K�S�� �� �� �0�R�] �L�O�O�D�� �� �� �� ��
�� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�, �(�� �� �� �� �� �� �: �L�Q�G�R�Z�V�� �1�7�� �� �� �� �� �� �6�9�� �� ��
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �� �� �� �� �� �� �� �� �� �� �� �W�K�L�Q�J�V�� �L�� �Z�L�O�O�� �P�L�V�V�� �D�E�R�X�W�� �S�R�U�W�O�D�Q�G�� �F�R�P�P�H�Q�W�� �S�D�J�H�� �� �� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� ��
�� �K�W�W�S�� �� �� �Z�Z�Z�� �V�W�X�P�S�G�L�Q�S�G�[ �� �F�R�P�� �� �� �� �0�R�] �L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�, �(�� �� �� �� �� �� �: �L�Q�G�R�Z�V�� �1�7�� �� �� �� �� �� �7�U�L�G�H�Q�W�� �� �� �� �� �� �0�R�] �L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�, �(�� �� �� �� �� �� �: �L�Q�G�R�Z�V�� �1�7��
�� �� �� �� �� �6�9�� �� �� �� �� �� �1�(�7�� �&�/ �5�� �� �� �� �� �� �� �� �� �� �� ��
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �3�2�6�7�� �� �Z�S�� �F�U�R�Q�� �S�K�S�"�G�R�L�Q�J�B�Z�S�B�F�U�R�Q� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� ��
�� �: �R�U�G�3�U�H�V�V�� �� �� �� �� �� �� �� �K�W�W�S�� �� �� �Z�Z�Z�� �V�W�X�P�S�G�L�Q�S�G�[ �� �F�R�P��
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �3�2�6�7�� �� �Z�S�� �O�R�J�L�Q�� �S�K�S�� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �0�R�] �L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �, �Q�G�\ �� �/ �L�E�U�D�U�\ �� ��
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �� �� �� �� �� �� �� �� �I �R�R�G�� �F�D�U�W�V�� �R�I �� �P�H�O�E�R�X�U�Q�H�� �D�O�O�� �I �R�X�U�� �R�I �� �W�K�H�P�� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� ��
�� �K�W�W�S�� �� �� �Z�Z�Z�� �V�W�X�P�S�G�L�Q�S�G�[ �� �F�R�P�� �� �� �� �0�R�] �L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�, �(�� �� �� �� �� �� �: �L�Q�G�R�Z�V�� �1�7�� �� �� �� �� �� �6�9�� �� �� �)�X�Q�: �H�E�3�U�R�G�X�F�W�V�� �� �� �1�(�7�� �&�/ �5�� �� �� �� �� �� �� �� �� �� �� �3�H�R�S�O�H�3�D�O�� �� �� �� �� ��
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �� �� �� �� �� �� �� �� �� �� �� �W�K�L�Q�J�V�� �L�� �Z�L�O�O�� �P�L�V�V�� �D�E�R�X�W�� �S�R�U�W�O�D�Q�G�� �F�R�P�P�H�Q�W�� �S�D�J�H�� �� �� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� ��
�� �K�W�W�S�� �� �� �Z�Z�Z�� �V�W�X�P�S�G�L�Q�S�G�[ �� �F�R�P�� �� �� �� �0�R�] �L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�, �(�� �� �� �� �� �� �: �L�Q�G�R�Z�V�� �1�7�� �� �� �� �� �� �6�9�� �� �� �)�X�Q�: �H�E�3�U�R�G�X�F�W�V�� �� �� �1�(�7�� �&�/ �5�� �� �� �� �� �� �� �� �� �� �� �3�H�R�S�O�H�3�D�O�� �� �� �� �� ��



�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �)�D�W�D�O�� �H�U�U�R�U�� �� �� �&�D�O�O�� �W�R�� �D�� �P�H�P�E�H�U�� �I �X�Q�F�W�L�R�Q�� �V�H�W�W�L�Q�J�� �� �� �R�Q�� �D�� �Q�R�Q�� �R�E�M�H�F�W�� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �)�D�W�D�O�� �H�U�U�R�U�� �� �� �&�D�O�O�� �W�R�� �D�� �P�H�P�E�H�U�� �I �X�Q�F�W�L�R�Q�� �V�H�W�W�L�Q�J�� �� �� �R�Q�� �D�� �Q�R�Q�� �R�E�M�H�F�W�� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�>�� �� �� �0�D�\ �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �8�7�&�@�� �3�+�3�� �: �D�U�Q�L�Q�J�� �� �� �, �Q�Y�D�O�L�G�� �D�U�J�X�P�H�Q�W�� �V�X�S�S�O�L�H�G�� �I �R�U�� �I �R�U�H�D�F�K�� �� �� �L�Q�� �� �Y�D�U�� �Z�Z�Z�� �K�W�P�O�� �S�O�D�Q�H�W�G�H�Y�R�S�V�� �Z�S��
�F�R�Q�W�H�Q�W�� �S�O�X�J�L�Q�V�� �I �H�H�G�Z�R�U�G�S�U�H�V�V�� �P�D�J�S�L�H�I �U�R�P�V�L�P�S�O�H�S�L�H�� �F�O�D�V�V�� �S�K�S�� �R�Q�� �O�L�Q�H�� �� �� ��
�� �� �� �� �� �� �� �� �� ��



�-�X�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �$�0�� �R�U�J�� �D�S�D�F�K�H�� �F�R�\ �R�W�H�� �K�W�W�S�� �� �� �+�W�W�S�� �� �3�U�R�W�R�F�R�O�� �L�Q�L�W
�, �1�)�2�� �� �, �Q�L�W�L�D�O�L�] �L�Q�J�� �&�R�\ �R�W�H�� �+�7�7�3�� �� �� �� �� �R�Q�� �K�W�W�S�� �� �� �� ��
�-�X�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �$�0�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �O�R�D�G�H�U�� �: �H�E�D�S�S�&�O�D�V�V�/ �R�D�G�H�U�� �F�O�H�D�U�7�K�U�H�D�G�/ �R�F�D�O�0�D�S
�6�(�9�(�5�(�� �� �7�K�H�� �Z�H�E�� �D�S�S�O�L�F�D�W�L�R�Q�� �>�@�� �F�U�H�D�W�H�G�� �D�� �7�K�U�H�D�G�/ �R�F�D�O�� �Z�L�W�K�� �N�H�\ �� �R�I �� �W�\ �S�H�� �>�Q�X�O�O�@�� �� �Y�D�O�X�H�� �>�F�O�R�M�X�U�H�� �O�D�Q�J�� �9�D�U�� �� �#�� �� �� �F�D�� �� �� �@�� �� �D�Q�G�� �D�� �Y�D�O�X�H�� �R�I �� �W�\ �S�H��
�>�F�O�R�M�X�U�H�� �O�D�Q�J�� �9�D�U�� �)�U�D�P�H�@�� �� �Y�D�O�X�H�� �>�F�O�R�M�X�U�H�� �O�D�Q�J�� �9�D�U�� �)�U�D�P�H�#�� �� �I �� �E�D�� �� �@�� �� �E�X�W�� �I �D�L�O�H�G�� �W�R�� �U�H�P�R�Y�H�� �L�W�� �Z�K�H�Q�� �W�K�H�� �Z�H�E�� �D�S�S�O�L�F�D�W�L�R�Q�� �Z�D�V�� �V�W�R�S�S�H�G�� �� �7�K�L�V�� �L�V�� �Y�H�U�\ ��
�O�L�N�H�O�\ �� �W�R�� �F�U�H�D�W�H�� �D�� �P�H�P�R�U�\ �� �O�H�D�N��
�-�X�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �$�0�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �O�R�D�G�H�U�� �: �H�E�D�S�S�&�O�D�V�V�/ �R�D�G�H�U�� �F�O�H�D�U�7�K�U�H�D�G�/ �R�F�D�O�0�D�S
�6�(�9�(�5�(�� �� �7�K�H�� �Z�H�E�� �D�S�S�O�L�F�D�W�L�R�Q�� �>�@�� �F�U�H�D�W�H�G�� �D�� �7�K�U�H�D�G�/ �R�F�D�O�� �Z�L�W�K�� �N�H�\ �� �R�I �� �W�\ �S�H�� �>�M�D�Y�D�� �O�D�Q�J�� �7�K�U�H�D�G�/ �R�F�D�O�@�� �� �Y�D�O�X�H�� �>�M�D�Y�D�� �O�D�Q�J�� �7�K�U�H�D�G�/ �R�F�D�O�#�� �� �I �D�� �E�� �H�@�� �� �D�Q�G�� �D��
�Y�D�O�X�H�� �R�I �� �W�\ �S�H�� �>�F�O�R�M�X�U�H�� �O�D�Q�J�� �/ �R�F�N�L�Q�J�7�U�D�Q�V�D�F�W�L�R�Q�@�� �� �Y�D�O�X�H�� �>�F�O�R�M�X�U�H�� �O�D�Q�J�� �/ �R�F�N�L�Q�J�7�U�D�Q�V�D�F�W�L�R�Q�#�� �E�� �F�I �H�E�� �@�� �� �E�X�W�� �I �D�L�O�H�G�� �W�R�� �U�H�P�R�Y�H�� �L�W�� �Z�K�H�Q�� �W�K�H�� �Z�H�E��
�D�S�S�O�L�F�D�W�L�R�Q�� �Z�D�V�� �V�W�R�S�S�H�G�� �� �7�K�L�V�� �L�V�� �Y�H�U�\ �� �O�L�N�H�O�\ �� �W�R�� �F�U�H�D�W�H�� �D�� �P�H�P�R�U�\ �� �O�H�D�N��
�-�X�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �$�0�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �6�W�D�Q�G�D�U�G�&�R�Q�W�H�[ �W�� �U�H�V�R�X�U�F�H�V�6�W�D�U�W
�6�(�9�(�5�(�� �� �(�U�U�R�U�� �V�W�D�U�W�L�Q�J�� �V�W�D�W�L�F�� �5�H�V�R�X�U�F�H�V
�M�D�Y�D�� �O�D�Q�J�� �, �O�O�H�J�D�O�$�U�J�X�P�H�Q�W�(�[ �F�H�S�W�L�R�Q�� �� �' �R�F�X�P�H�Q�W�� �E�D�V�H�� �� �Y�D�U�� �O�L�E�� �W�R�P�F�D�W�� �� �Z�H�E�D�S�S�V�� �5�2�2�7�� �G�R�H�V�� �Q�R�W�� �H�[ �L�V�W�� �R�U�� �L�V�� �Q�R�W�� �D�� �U�H�D�G�D�E�O�H�� �G�L�U�H�F�W�R�U�\
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �Q�D�P�L�Q�J�� �U�H�V�R�X�U�F�H�V�� �)�L�O�H�' �L�U�&�R�Q�W�H�[ �W�� �V�H�W�' �R�F�%�D�V�H�� �)�L�O�H�' �L�U�&�R�Q�W�H�[ �W�� �M�D�Y�D�� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �6�W�D�Q�G�D�U�G�&�R�Q�W�H�[ �W�� �U�H�V�R�X�U�F�H�V�6�W�D�U�W�� �6�W�D�Q�G�D�U�G�&�R�Q�W�H�[ �W�� �M�D�Y�D�� �� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �6�W�D�Q�G�D�U�G�&�R�Q�W�H�[ �W�� �V�W�D�U�W�� �6�W�D�Q�G�D�U�G�&�R�Q�W�H�[ �W�� �M�D�Y�D�� �� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �V�W�D�U�W�X�S�� �+�R�V�W�&�R�Q�I �L�J�� �F�K�H�F�N�5�H�V�R�X�U�F�H�V�� �+�R�V�W�&�R�Q�I �L�J�� �M�D�Y�D�� �� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �V�W�D�U�W�X�S�� �+�R�V�W�&�R�Q�I �L�J�� �F�K�H�F�N�� �+�R�V�W�&�R�Q�I �L�J�� �M�D�Y�D�� �� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �V�W�D�U�W�X�S�� �+�R�V�W�&�R�Q�I �L�J�� �O�L�I �H�F�\ �F�O�H�(�Y�H�Q�W�� �+�R�V�W�&�R�Q�I �L�J�� �M�D�Y�D�� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �X�W�L�O�� �/ �L�I �H�F�\ �F�O�H�6�X�S�S�R�U�W�� �I �L�U�H�/ �L�I �H�F�\ �F�O�H�(�Y�H�Q�W�� �/ �L�I �H�F�\ �F�O�H�6�X�S�S�R�U�W�� �M�D�Y�D�� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �&�R�Q�W�D�L�Q�H�U�%�D�V�H�� �E�D�F�N�J�U�R�X�Q�G�3�U�R�F�H�V�V�� �&�R�Q�W�D�L�Q�H�U�%�D�V�H�� �M�D�Y�D�� �� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �&�R�Q�W�D�L�Q�H�U�%�D�V�H�� �&�R�Q�W�D�L�Q�H�U�%�D�F�N�J�U�R�X�Q�G�3�U�R�F�H�V�V�R�U�� �S�U�R�F�H�V�V�&�K�L�O�G�U�H�Q�� �&�R�Q�W�D�L�Q�H�U�%�D�V�H�� �M�D�Y�D�� �� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �&�R�Q�W�D�L�Q�H�U�%�D�V�H�� �&�R�Q�W�D�L�Q�H�U�%�D�F�N�J�U�R�X�Q�G�3�U�R�F�H�V�V�R�U�� �S�U�R�F�H�V�V�&�K�L�O�G�U�H�Q�� �&�R�Q�W�D�L�Q�H�U�%�D�V�H�� �M�D�Y�D�� �� �� �� �� ��
�� �� �D�W�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �&�R�Q�W�D�L�Q�H�U�%�D�V�H�� �&�R�Q�W�D�L�Q�H�U�%�D�F�N�J�U�R�X�Q�G�3�U�R�F�H�V�V�R�U�� �U�X�Q�� �&�R�Q�W�D�L�Q�H�U�%�D�V�H�� �M�D�Y�D�� �� �� �� �� ��
�� �� �D�W�� �M�D�Y�D�� �O�D�Q�J�� �7�K�U�H�D�G�� �U�X�Q�� �7�K�U�H�D�G�� �M�D�Y�D�� �� �� �� ��
�-�X�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �$�0�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �6�W�D�Q�G�D�U�G�&�R�Q�W�H�[ �W�� �V�W�D�U�W
�6�(�9�(�5�(�� �� �(�U�U�R�U�� �L�Q�� �U�H�V�R�X�U�F�H�6�W�D�U�W�� ��
�-�X�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �$�0�� �R�U�J�� �D�S�D�F�K�H�� �F�D�W�D�O�L�Q�D�� �F�R�U�H�� �6�W�D�Q�G�D�U�G�&�R�Q�W�H�[ �W�� �V�W�D�U�W
�6�(�9�(�5�(�� �� �(�U�U�R�U�� �J�H�W�&�R�Q�I �L�J�X�U�H�G
�� �� �� �� �� �� �� ��



all of these logs tell us (useful)
stories



pretty confusing stories though
eh?



so what's wrong?
so many sodding formats
don't even get me started on timestamps
no context
really unhelpful error messages
doesn't scale



enter logstash, parsing heavily



what?
collects, transmits, interprets, stores
free and open source
primarily written by Jordan Sissel
maxim: if a new user has a bad time, it's a bug in logstash
awesome!



logstash architecture



how does it work?
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �-�D�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� ��
�� �0�R�]�L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�,�(�� �� �� �� �� �� �:�L�Q�G�R�Z�V�� �1�7�� �� �� �� �� ��
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �-�D�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� ��
�� �0�R�]�L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�,�(�� �� �� �� �� �� �:�L�Q�G�R�Z�V�� �1�7�� �� �� �� �� ��
�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �-�D�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �U�R�E�R�W�V�� �W�[�W�� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� ��
�� �� �� �� �� �0�R�]�L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �(�]�R�R�P�V�� �� �� �� �� �� �H�]�R�R�P�V�� �E�R�W�#�J�P�D�L�O�� �F�R�P�� ��
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simple is as simple does
�L�Q�S�X�W�� �^
�� �� �I�L�O�H�� �^
�� �� �� �� �W�\�S�H�� � �!�� �� �Z�H�E��
�� �� �� �� �S�D�W�K�� � �!�� �� �� �Y�D�U�� �O�R�J�� �K�W�W�S�G�� �D�F�F�H�V�V�� �O�R�J�� �� �`
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�I�L�O�W�H�U�� �^
�� �� �J�U�R�N�� �^
�� �� �� �� �W�\�S�H�� � �!�� �� �Z�H�E��
�� �� �� �� �S�D�W�W�H�U�Q�� � �!�� �� �� � �̂&�2�0�%�,�1�(�' �$�3�$�&�+�(�/�2�*�`�� �� �`

�� �� �G�D�W�H�� �^
�� �� �� �� �W�\�S�H�� � �!�� �� �Z�H�E��
�� �� �� �� �W�L�P�H�V�W�D�P�S�� � �!�� �� �G�G�� �0�0�0�� �\�\�\�\�� �+�+�� �P�P�� �V�V�� �=�� �� �`
�`

�R�X�W�S�X�W�� �^
�� �� �H�O�D�V�W�L�F�V�H�D�U�F�K�� � �̂� �`
�`



the input
�L�Q�S�X�W�� �^
�� �� �I�L�O�H�� �^
�� �� �� �� �W�\�S�H�� � �!�� �� �Z�H�E��
�� �� �� �� �S�D�W�K�� � �!�� �� �� �Y�D�U�� �O�R�J�� �K�W�W�S�G�� �D�F�F�H�V�V�� �O�R�J�� �� �`
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�� �0�R�]�L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�,�(�� �� �� �� �� �� �:�L�Q�G�R�Z�V�� �1�7�� �� �� �� �� ��
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� �̂`�� �� �� �#�W�L�P�H�V�W�D�P�S�� � �!�� �� �� �� �� �� �� �� �� �� �� �7�� �� �� �� �� �� �� �� �� �� �� �� �=�� �� �� �� �#�V�R�X�U�F�H�B�K�R�V�W�� � �!�� �S�H�O�L�Q�� �H�[�D�P�S�O�H�� �F�R�P�� �� ��
�� �#�V�R�X�U�F�H�B�S�D�W�K�� � �!�� �� �Y�D�U�� �O�R�J�� �K�W�W�S�G�� �D�F�F�H�V�V�� �O�R�J�� �� �� �� �#�P�H�V�V�D�J�H�� � �!�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� ��
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�� �� �� �� �� �:�L�Q�G�R�Z�V�� �1�7�� �� �� �� �� �� �� �� �� �#�W�\�S�H�� � �!�� �Z�H�E�� �`



still looks like a
mess eh?

but it's now a
structured mess!



structured data
for the win!



the filters
�J�U�R�N�� �^
�� �� �� �� �W�\�S�H�� � �!�� �� �Z�H�E��
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use the power of regex
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�� �� �� �� �� �� �0�R�]�L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�,�(�� �� �� �� �� �� �:�L�Q�G�R�Z�V�� �1�7�� �� �� �� �� �� ��
�� �#�W�\�S�H�� �� �� �� �� �� �� �� �� � �!�� �� �Z�H�E�� �`



grok makes better
over 100 patterns
numbers, strings, hosts, network addresses, urls, etc
chain patterns together
easy to extend, easy to test



you can test your patterns

http://grokdebug.herokuapp.com/

http://grokdebug.herokuapp.com/


or you can even write tests for
your patterns

you write tests right?



did I mention time?
�G�D�W�H�� �^
�� �� �� �� �W�\�S�H�� � �!�� �� �Z�H�E��
�� �� �� �� �W�L�P�H�V�W�D�P�S�� � �!�� �� �G�G�� �0�0�0�� �\�\�\�\�� �+�+�� �P�P�� �V�V�� �=�� �� �`
�`



problem?

so many fucking time formats

seriously. stop adding time
formats.



solution.

standardize with the time filter.



filters rock
30+ filters
munge, mangle, mutate
lookup, research, aggregate



filters turn abstract information
like

�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �>�� �� �� �-�D�Q�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �@�� �� �*�(�7�� �� �� �+�7�7�3�� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� �� ��
�� �0�R�]�L�O�O�D�� �� �� �� �� �� �F�R�P�S�D�W�L�E�O�H�� �� �0�6�,�(�� �� �� �� �� �� �:�L�Q�G�R�Z�V�� �1�7�� �� �� �� �� ��



into



the truth will set you free

... or at least wake you up.



outputs
�R�X�W�S�X�W�� �^
�� �� �� �� �H�O�D�V�W�L�F�V�H�D�U�F�K�� � �̂� �`
�`



outputs
50+ outputs
search, store, transit
email, irc, alert
graph, aggregate, execute



all of the pretty things



all of the pretty things



scales like a mofo



http://logstash.net/
http://logstash.jira.com/


Questions?



references
Doctor Who © BBC
He-Man © Mattel


