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Finding a Vendor You Can Trust in
the Global Marketplace

ABSTRACT: This article introduces the concept of standardized third-party cer-
tification of supplier process capability. It is based on the principle that capable
suppliers provide capable products. At a time when security concerns are
preeminent, it should be clear that purchasing software from unknown or unvet-
ted suppliers is a risky proposition, and the trend toward global outsourcing only
exacerbates the problem. Yet businesses lose competitive advantage if they deal
only with local suppliers. The approach outlined here allows acquirers to trust
even previously unknown suppliers if those suppliers have undergone third-party
assessment of the security capability of their processes. It allows acquisition of-
ficers to deal with a much wider range of suppliers and increases the competitive
pressure necessary to ensure cost-efficient products.

THE HAZARDS OF SPREADING THE NET

Off-the-shelf products have a considerable business advantage. They are general-
ly less costly than custom work, and they are usually immediately available.
Nevertheless, if it is hard for a company’s internal programming staff to guaran-
tee bug-free code, think about the odds against getting defect-free software from
programmers who work on the other side of the world. That is the reason why it
is so critical to be able to identify vendors who can produce secure code, and that
prospect gets us around to the need for reliable certification of supplier capabil-

ity.

It is generally understood that the quality of a product is tied to the capability of
the people who create it [Humphrey 1987, Jones 1994, McGibbon 1999, and
Paulk 1993, to name a few]. Consequently, since vulnerabilities arise from soft-
ware defects, it is important to be able to ensure that your software is developed
by the most capable organizations. The problem is that the marketplace is essen-
tially anonymous. So an acquisition officer is left with only two options: (1) deal
with the usual suspects, all of whom know that you are their captive, or (2) buy a
product from an unfamiliar vendor and hope that it isn’t malicious.

Since there is almost no justification for the latter approach, the former is typi-
cally the method of choice, even though taking competitive pressure out of the



bidding potentially means higher prices and less service. The ideal, of course,
would be to maximize competitive pressure by spreading the net as wide as pos-
sible. The problem is that it would require precise knowledge of the exact level
of capability of each of the suppliers who swam into the net, and it is impossible
to know the capabilities of every potential supplier given the global nature of the
software business.

On the other hand, if the level of capability of every supplier was recorded
somewhere, it would then be a simple matter of dealing with the ones who had
the requisite level of capability. A similar concept has been used for years in the
quality universe in the form of the 1SO 9000 quality system registries. So there is
no reason why registrations of security engineering capability cannot be kept. In
fact, a third-party registry system is already in place for certifications under ISO
15408, colloquially known as the Common Criteria.

However, there are three serious problems with the Common Criteria (CC). First,
although the Common Criteria Recognition Arrangement (CCRA) allows the CC
to have international effect, that agreement has been signed by only 14 countries,
none of which is in Asia [Jackson 2007]. Thus, it is not a globally accepted mod-
el. Second, the CC doesn’t actually specify what security functions should be
incorporated into the product. Instead, it evaluates the product against a protec-
tion profile (PP) put together by the customers. The evaluation then simply de-
termines whether the product has walked the talk [Jackson 2007].

From a business case standpoint, neither of these first two are fatal flaws. How-
ever, the third concern is a definite showstopper. CC certifications are only for
individual products. The cost of certifying each product is relatively prohibitive
and—even worse—the effort and time required to prepare evaluation evidence
and other evaluation-related documentation is so cumbersome that by the time
the work is complete, the version under evaluation is generally obsolete [Jackson
2007].

THE BUSINESS CASE FOR CERTIFYING TRUST

The Common Criteria process might be costly and a little cumbersome. But the
idea of standardized third-party certification of the precise level of security capa-
bility is very attractive. From a business standpoint, a financially justifiable and
generally accepted certification would accomplish two valuable aims. First, the
acquisition community would have objective independent assurance that they
could trust a supplier, even if that supplier were in another culture 3,000 miles
away. Second, suppliers would be able to gauge their exact level of capability
and then determine how to improve it.
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Those twin advantages would reduce uncertainties in the acquisition process by
identifying the risks associated with a given contractor. Moreover, by identifying
the inherent risks, standard certification of capability would also provide an ob-
jective basis for trading off business requirements and project cost against each
vendor’s areas of weakness when contract time rolls around. Finally, given the
inter-dependence between process capability and the quality of the product, certi-
fication would also represent the best means of putting appropriate risk controls
in place for whoever was eventually selected.

Thus, the opportunity to manage risks while increasing competitive pressure in
the bidding process makes a strong case for some form of universal certification
of supplier process capability. Given that, the first order of business is to find a
reasonable approach. This paper introduces a simple means for characterizing
supplier security confidence based on a commonly accepted model.

THE FORM OF THE ASSESSMENT

The problem with individual product certifications is that they are costly and
potentially very cumbersome. Nonetheless, audited, third-party certification is
almost the only way to ensure a trust relationship between anonymous acquirers
and suppliers, particularly in a global marketplace. So the question is, “what
would be the most effective basis for a certification process?”

In the Common Ciriteria, the requisite engineering and supporting processes are
specified through a standard protection profile (PP). This PP is then written into
the contract. The approach we are advocating here is similar to that. However
while CC ratings are given for a specific piece of software, in the case of this
approach, the targets of evaluation (TOE) are the security engineering processes
that the supplier employs to produce all of its products. The business advantage
is that the focus is on the overall production process rather than each individual
product. It would allow supplier organizations to certify their competency with a
single external audit, which is much less costly and cumbersome than having to
test each individual product.

Just like the Common Criteria, our approach allows the capability of a given
supplier’s development process to be evaluated against a requisite process capa-
bility profile, which is prepared in advance by the customer. The assessment then
builds a set of process ratings for each individual supplier that can be aggregated
into a general supplier capability rating. The rating for each supplier can then be
compared to the target capability requirements for that particular project.
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The protection profile we are suggesting is based on a two-dimensional model,
which is designed to characterize the specific capability level of each given pro-
cess. The first dimension of this model is the process dimension. The process
dimension defines the base practices associated with a given level of capability.
This sort of process capability paradigm has been used since 1987 to characterize
the general trustworthiness of a software organization’s processes [Humphrey
1987]. And models such as CMM, CMMI, and SPICE are all part of that culture
of capability determination. Consequently, the idea of employing a process-
based capability assessment to certify the relative security capability of the or-
ganization is not a radical new concept [McGibbon 1999].

All capability assessments are based on a standard set of best practices. These
practices represent the measurable objectives, or outcomes of the process. Never-
theless, the chief problem with using activities selected from any of the models
listed above is that, although they are all well established as definitions of capa-
bility maturity in software and system development, these models do not specifi-
cally address good security engineering practice. However, there is one capabil-
ity maturity model that does. That is the Systems Security Engineering
Capability Maturity Model [SEI 2003].

The SSE-CMM Process Dimension

The SSE-CMM defines the practices required to do correct software security
engineering. Those practices comprise a complete set of activities over the entire
life cycle of a trusted product or secure system [SEI 2003]. Each of these activi-
ties has a goal statement that specifies its unique purpose and the precise tasks to
be performed to produce a correct work product. The eleven general process are-
as related to secure software production are

Administer Security Controls
Assess Impact

Assess Security Risk

Assess Threat

Assess Vulnerability

Build Assurance Argument
Coordinate Security
Monitor Security Posture
Provide Security Input
Specify Security Needs
Verify and Validate Security

© N gk~ wbdPE

el
= o

3| FINDING A VENDOR YOU CAN TRUST IN THE GLOBAL MARKETPLACE



The SSE-CMM also includes a set of processes related to project and program
management. These eleven process areas are

Ensure Quality

Manage Configuration

Manage Project Risk

Monitor and Control Technical Effort

Plan Technical Effort

Define Organization’s Systems Engineering Process
Improve Organization’s Systems Engineering Process
Manage Product Line Evolution

Manage Systems Engineering Support Environment
Provide Ongoing Skills and Knowledge

Coordinate with Suppliers
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The SSE-CMM Capability Dimension

The second dimension is the capability dimension. This dimension characterizes
the level of capability maturity of each of the processes presented in the last sec-
tion. Capability is assessed using a standard set of management attributes, which
are applicable to any process. In effect, these common attributes characterize the
generic management capability of any assessed process. Improving the security
engineering process would then involve increasing the generic level of manage-
ment practice (below), while ensuring that all the requisite base practices dis-
cussed in the last section are performed.

The SSE-CMM capability dimension is structured in the same manner as the
better-known Software CMM (SW-CMM). The five maturity levels in the SSE-
CMM indicate increasing capability, and each level is composed of several base
practices. The difference is that the SSSE-CMM targets security engineering
concerns rather than conventional software development. (All of the following in
italics is from [Paulk 1993].)

Capability Level O - Individual heroism
Base practices do not exist

Capability Level 1 Performed Informally - Base Practices Are Performed
Informally

Base practices are generally performed. The performance of these base practices
may not be rigorously planned and tracked. Performance depends on individual
knowledge and effort. However, work products of the process testify to their
performance. Individuals within the organization recognize that an action should
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be performed, and there is general agreement that this action is performed. There
are identifiable work products for the process.

Capability Level 2 Planned and Tracked - Planning Performance, Disciplined
Performance, Verifying Performance, and Tracking Performance
Performance of the base practices is planned and tracked. Performance according
to specified procedures is verified. Work products conform to specified stand-
ards and requirements. The primary distinction between the Planned and Tracked
Level and the Performed Informally Level is that the performance of the process
is planned and managed and progresses toward a well-defined process.

Capability Level 3 Well-Defined - Defining a Standard Process, Performing
the Defined Process, Coordinating the Process

At this level, base practices are performed according to a well-defined process
using approved, tailored versions of standard, documented processes. The prima-
ry distinction from the Planned and Tracked Level is that the practices of the
Well-Defined Level are planned and managed within an organization-wide
standard process.

Capability Level 4 Quantitatively Controlled - Establishing Measurable
Quiality Goals and Objectively Managing Performance

Detailed measures of performance are collected and analyzed at this level. This
leads to a quantitative understanding of process capability and an improved abil-
ity to predict performance. Performance is objectively managed. The quality of
work products is quantitatively known. The primary distinction from the Well-
Defined Level is that the defined process is quantitatively understood and con-
trolled.

Capability Level 5 Continuously Refined - Improving Organizational
Capability

Quantitative process effectiveness and the efficiency goals (targets) for perfor-
mance are established, based on the business goals of the organization. Continu-
ous process improvement against these goals is enabled by quantitative feedback
from performing the defined processes and from piloting innovative ideas and
technologies. The primary distinction from the Quantitatively Controlled Level
is that the defined process and the standard process undergo continuous refine-
ment and improvement, based on a quantitative understanding of the impact of
changes to these processes.

Each of the practices within the process framework can be assessed at one of
these five levels of capability. The external audit develops evidence that a partic-
ular process purpose has been achieved. In order to attest to an increase in capa-
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bility, the activities at each new level must represent proof that the requisite
management attributes are present.

Process capability attributes are grouped by capability levels. The intention is to
provide a rational way to both characterize current process capability and to sug-
gest a set of specific steps that can be taken to improve it. The actual security
engineering capability of a given process is characterized by performance of an
increasingly more mature set of activities, which serve as commonly accepted
proxies for enhanced capability. Presence or absence of those “standard” activi-
ties can then be used to authenticate the process’s degree of reliable execution.

ENSURING SECURE TRUST RELATIONSHIPS

From an acquirer-supplier standpoint, the ability to evaluate the security engi-
neering capability of each process is at the heart of establishing a trusted rela-
tionship. That is because it can be assumed that if the supplier organization is
operating at a specific level of capability, then it is essentially trustworthy.

In evaluating all bids, it is important to know the specific risks involved in deal-
ing with any given supplier. Since defects are tied to capability, the ability to
characterize risk requires an in-depth understanding of how adequately each bid-
der’s security engineering processes match up with the project’s software assur-
ance requirements. Those goals are expressed through a target security engineer-
ing capability statement that is issued as part of the RFP.

This statement is similar to the protection profiles used by the Common Criteria.
It characterizes the entire range of security processes the vendor must execute
and their requisite level of capability maturity. The statement lists the processes
deemed essential to meeting the requirements of the bid and states the level of
capability required. For instance, a simple capability profile using the highest
level SSE-CMM categories might look like the one in Figure 1. It must be kept
in mind when viewing this example that these high-level process areas are char-
acterized by constituent base practices, and it is at that base practice level that the
actual capability profile would be itemized.
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Figure 1. Example of required levels of maturity for security engineering practices

The profile designates the level of adequacy required for each security process.
Although these targets require judgment, the actual assessment is always objec-
tive and audit based. Each process’s current capability is ranked against the tar-
get attributes and an explicit process adequacy rating is obtained for each vendor,
as shown in the example in Figure 2.
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Figure 2. Comparison of vendor maturity levels to required security levels

The relationship between the required level of process capability and the actual
level of capability is summarized in a process capability report. That report item-
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izes the strengths and weaknesses of each supplier’s processes against the target
requirements. The outcome of the comparison should include identified,
strengths, weaknesses, and risks inherent in each assessed process.

Risk is then expressed in terms of the gaps and the inherent consequences asso-
ciated with each gap. The report should help the customer decide whether a giv-
en vendor’s processes will meet project requirements. It should also help identify
areas where security problems might crop up or where defects might be injected.
That information can be used to dictate the form of any subsequent protections
built into the contract.

SOME GENERAL CONCLUSIONS

The concept of a standard process to assess and certify vendor competency is
introduced here. The advantages of such an assessment process should be clear.
First, a standardized assessment can characterize organizational security capabil-
ity for internal management consumption. More importantly however, any sub-
sequent external audits would provide objective evidence that could be used to
certify the general capability of the organizations security engineering practices.
The ability to maintain a centralized registration of the level of security capabil-
ity can then serve as a basis for accrediting trusted vendors worldwide.

The advantage of a reliable, common assessment approach would be that the
customer could then make a “buy” decision based on precise knowledge about
the trustworthiness of any number of competing suppliers, whether the customer
actually has knowledge of those suppliers or not. And equally important, each of
the suppliers can get a better fix on what is required to satisfy the terms of the
contract. That will allow them to make decisions about their own capability as
well as what they have to do to improve it. Assuming the supplier is ethical, this
will ensure that they know that they can meet the goals of the acquisition prior to
attempting to bid.

Also, given the trend toward multitiered outsourced arrangements in software
development and services, there is another reason for doing capability certifica-
tion. Using this method, it would be possible to create a hierarchy of profiles that
specify both the process capability requirements of prime contractors as well as
any subcontractors. In that respect then, it is much easier to ensure that the sup-
ply chain that underwrites complex system development does not have any weak
links.

A serious process capability determination that involves a number of competing
suppliers has to employ a common assessment basis to ensure consistent verifi-
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cation of each supplier’s capability. The ideal situation would be a single um-
brella assessment that would underwrite trust among all customer and supplier
organizations. Independent auditing of individual capability could then ensure
that any company that wishes to acquire a software product can find a trustwor-
thy supplier anywhere in the world. The key to that effort is the availability of
third-party certification of vendor capabilities.

The main problem is that the international body typically responsible for global
certification, the International Standards Organization (1SO), has not jumped into
the fray yet. So there is currently no universally recognized registrar where certi-
fications of process capability can be kept. Therefore, any audited certifications
of the type we are discussing here would have to be between individual acquirers
and suppliers. Obviously, that informal arrangement does not work as well as
having a single repository of capability certificates. Nevertheless, if agreement
can be obtained among the registration authorities, it should be much easier for
CIOs to sleep at night because it will be possible to make much more informed
decisions about whom they are dealing with.

Assessment is not a cure-all. But as secure software requirements become more
pressing and the software business becomes more global, this approach can pro-
vide a realistic, viable, and attractive basis for ensuring that outsourced arrange-
ments do not lead to security disasters. Given all that has been said earlier, busi-
nesses require a utilitarian road map to support their decision making. The two-
dimensional model we have discussed in this article creates such a detailed and
consistent process framework.
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