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WHEN A USER TAKES A PHOTO,
THE APP SHOULD CHECK WHETHER
THEY'RE IN A NATIONAL PARK ...

SURE, EASY GIS LOOKUR
GIMME A FEW HOURS.

.. AND CHECK WHETHER
THE PHOTO 15 OF A BIRD.

\ T{L NEED A RESEARCH
TEAM AND FIVE YEARS.

J

IN C5, IT CAN BE HARD TO EXPLAIN
THE DIFFERENCE BETWEEN THE ERSY
AND THE VIRTUALLY IMPOSSIBLE.

Today, we're gonna
try.

https://xkcd.com/1425/
(CC BY-NC 2.5)
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What is Metadata?

Metadata Content

* TIV W »
ALidoldd

L I

9405 5096 9993 7324 0704 98

Carn(‘,gi(‘ Mellon University Digital Footprints [Distribution Statement A] Approved for public release and unlimited distribution.
N . . " © 2018 Carnegie Mellon University 4
Software Engineering Institute



What is Metadata?

Metadata
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“We don’t see
any content.”
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Well,... what might your postman infer?
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What about this person?
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And these residents?
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Metadata is Data
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Just 3 pieces of information

e Sender
 Recipient
« Date

Recipient

That’s enough for
social network analysis.
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Digital Footprints [Distribution Statement A] Approved for public release and unlimited distribution.
© 2018 Carnegie Mellon University 1 1



Boston, 1772 — A piece of the picture.

Nathaniel
Appleton

Benjamin
Austin

This example is due to Kieran Healy:
https://kieranhealy.org/blog/archives/2013/06/09/using-metadata-to-find-paul-revere/
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Boston, 1772
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Boston, 1772

With 3 pieces of
information and
minimal calculations,
we’ve identified a
figure central in the
“uprising” of 1776.
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Explore your own Metadata
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My Network, early 2012
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What if we only see you, and your likes?

><

%= April Galyardt reacted to

Student Punished After F18
Putting High School Up

for Sale on Craigslist
gizmodo.com

O April Galyardt likes

A

@ April Galyardt likes 1S

This boy is growing like a weed! He accomplished his
first tail table clear this weekend, and it was not a
coffee table. No, he knocked things off the dining

room table. His legs have suddenly caught up with
the rest of his body.

Carnegie Mellon University Digital Footprints
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October 2012

Private traits and attributes are predictable from
digital records of human behavior

Michal Kosinski®", David Stillwell?, and Thore Graepel®

®Free School Lane, The Psychometrics Centre, University of Cambridge, Cambridge CB2 3RQ United Kingdom; and PMicrosoft Research, Cambridge CB1 2FB,

United Kingdom

Edited by Kenneth Wachter, University of California, Berkeley, CA, and approved February 12, 2013 (received for review October 29, 2012)

We show that easily accessible digital records of behavior, Facebook
Likes, can be used to automatically and accurately predict a range
of highly sensitive personal attributes including: sexual orienta-
tion, ethnicity, religious and political views, personality traits,
intelligence, happiness, use of addictive substances, parental sepa-
ration, age, and gender. The analysis presented is based on a dataset
of over 58,000 volunteers who provided their Facebook Likes,
detailed demographic profiles, and the results of several psychomet-
ric tests. The proposed model uses dimensionality reduction for
preprocessing the Likes data, which are then entered into logistic/
linear regression to predict individual psychodemographic profiles
from Likes. The model correctly discriminates between homosexual
and heterosexual men in 88% of cases, African Americans and

Canracian Amariranc in QRO Af racac and hathaiaan Namarrat and

browsing logs (11-15). Similarly, it has been shown that personality
can be predicted based on the contents of personal Web sites (16),
music collections (17), properties of Facebook or Twitter profiles
such as the number of friends or the density of friendship networks
(18-21), or language used by their users (22). Furthermore, loca-
tion within a friendship network at Facebook was shown to be
predictive of sexual orientation (23).

This study demonstrates the degree to which relatively basic
digital records of human behavior can be used to automatically
and accurately estimate a wide range of personal attributes that
people would typically assume to be private. The study is based
on Facebook Likes, a mechanism used by Facebook users to
express their positive association with (or “Like”) online content,

anich ac nhntne friendcd ctatiie nindatee Farehnnl naaee nf nrad_
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Kosinski, Stillwell, & Graepel (2012, PNAS)

p [Usera] 1| 1 | o| User11s 7 .. -9
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8 User:3: 110} 8 User3 -6 .1 .. 4.7

5 n--.- ) e

L0 YU sa i A I | Usernl2 1 .. -6
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User — Like Matrix

(10M User-Like pairs) User — Components Matrix

e.g. age=a

Predicted variables
Facebook profile: age, gender, politi-

cal and religious views, relationship
status, proxy for sexual orientation,
social network size and density

Profile picture: ethnicity
Survey / test results: BIG5 Personali-
ty, intelligence, satisfaction with life,
substance use, parents together?

Carnegie Mellon University Digital Footprints
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Kosinski, Stillwell, & Graepel (2012, PNAS)

Single vs.
In Relationship

Parents together at 21
Smokes Cigarettes
Drinks Alcohol

Uses drugs

Caucasian vs.
African American

Christianity vs. Islam

Democrat vs.
Republican

Gay
Lesbian

Gender

I I 1 1 1
0.00 0.25 0.50 0.75 1.00

Area Under Curve

Fig. 2. Prediction accuracy of classification for dichotomous/dichotomized
attributes expressed by the AUC.
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Kosinski, Stillwell, & Graepel (2012, PNAS)

Strong Predictors of male homosexuality included
* “No H8 Campaign,”
* “Mac Cosmetics,” and
* “Wicked The Musical,”

Strong Predictors of male heterosexuality included
* “Wu-Tang Clan,”
* “Shaq,” and
» “Being Confused After Waking Up From Naps.”

[Distribution Statement A] Approved for public release and unlimited distribution.
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Kosinski, Stillwell, & Graepel (2012, PNAS)

Single vs.
In Relationship

Parents together at 21

How hard do
you think it
would be to
predict e
“parent”? oty v

Democrat vs.
Republican

“‘gun owner?”

Lesbian

Gender

1 T 1 T 1
0.00 0.25 0.50 0.75 1.00
Area Under Curve

Fig. 2. Prediction accuracy of classification for dichotomous/dichotomized
attributes expressed by the AUC.
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Anonymization is
Easy to Break
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Anonymization is easily broken

Display Data Table Save to PDF About This Map Zoom To Initial Extent [ Turn cities Oﬁ/0n|

|Percent American Indian and Alaska Native| 8

.F itts burah

Baltimore
-

Columbus
L]

Washington

Cincinnati
P 0.7% to96%

0.4% to 0.6%
0% to 0.3%

Charleston
-

United State:

i . ?
Source: 2010 Census

Census

Earlier versions of the
Census Data Mapper
allowed you to map
demographic information on
a neighborhood level.

Now, only county-level maps
are available.

Carnegie Mellon University Digital Footprints
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The US Census

| Display Data Table Save to PDF About This Map Zoom To Initial Extent [¥] Turrl cities off/| 0n|
'|I P __JI lr—~ N _Ir_-f-—
| A L LT
_,I_,_ | rl'J. ]_|I I _I |I i Ill__.
5 L JPercent American Indian and Alaska Natlve[ \

LJ'l
'- 0.7% to 96% ! :“‘
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953% of the U.S. population
can be uniquely identified if
you have

* place,
* gender,
» date of birth

Sweeny (2000)
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The US Census

| Display Data Table Save to PDF About This Map Zoom To Initial Extent [¥] Turrl cities off/| 0n|
'|I P __JI lr—~ N _Ir_-f-—
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87% of the U.S. population
can be uniquely identified if
you have

* place => Zip Code,
* gender,
« date of birth

Sweeny (2000)
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The Netflix Prize

NETELIX

etflix Prize

Home Rules Leaderboard Update

Congratulations!

The Netflix Prize sought to substantially
improve the accuracy of predictions about
how much someone is going to enjoy a
movie based on their movie preferences.
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The Netflix Prize

arXiv.org > ¢s > arXiv:cs /0610105

Computer Science > Cryptography and Security

How To Break Anonymity of the Netflix Prize Dataset

Arvind Narayanan, Vitaly Shmatikov
(Submitted on 18 Oct 2006 (v1), last revised 22 Nov 2007 (this version, v2))

We present a new class of statistical de-anonymization attacks against high-dimensional micro-data, such as
transaction records and so on. Our techniques are robust to perturbation in the data and tolerate some mistak
We apply our de-anonymization methodology to the Netflix Prize dataset, which contains anonymous movie ra
world's largest online movie rental service. We demonstrate that an adversary who knows only a little bit about
this subscriber's record in the dataset. Using the Internet Movie Database as the source of background knowle:
records of known users, uncovering their apparent political preferences and other potentially sensitive informa

Subjects: Cryptography and Security (cs.CR); Databases (cs.DB)
Cite as: arXiv:cs/0610105 [cs.CR]
(or arXiv:cs/0610105v2 [cs.CR] for this version)
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The record of movies you watch is a fingerprint

1.0

T T
= Dates: 14 day error
1 Dates: 3 day error

o©
o

e
o
T

Probability of deanonymization w
o
S
1

o©
o

0.0

2 3-of-4

6-0f-8

Aux: number of movies

Figure 1: De-anonymization: adversary knows ex-

act ratings and approximate dates.

68% of records can be re-identified with
2 movie ratings and dates accurate to
within 3 days

99% of records can be re-identified with
8 movie ratings (2 of which might be
wrong) and dates accurate to within 2
weeks.
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Health Records

1997, Group insurance commission released anonymized health records from
Massachusetts.

Ethnicity Name

Address

Visit date

Date
registered

Diagnosis

Procedure

Party
affiliation

Medication

Total charge Date last

voted
Medical Data Voter List
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Health Records

Sweeny (2002), identified Governor
Weld’s medical records:

* 6 people shared his birth date
* Only 3 were men
* He was the only one in his zip code.

Name

Address

Ethnicity

Visit date

Date
registered

Diagnosis

Procedure

Party
affiliation

Medication

Date last
voted
Medical Data Voter List

Total charge
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There are Real
Consequences

Carnegie Mellon University
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There are real consequences
Marketing for the wrong products
* Annoyance for most of us
* Reveals a medical condition at work
Someone gets categorized as “Diabetes Interest”

 Ads for sugar- free products?
* High risk insurance category?

Title of the Pre:
Date 00, 2017
© 2017 Carnegie Mellol

| === Software Engineering Institute | Carnegie Mellon University

-

ation Goes Here
University
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There are real consequences

Facilitates
* harassment
« stalking,

Exposes
« domestic violence victims,
* law enforcement officers,
* prosecutors,
* public officials

Carnegie Mellon University Digital Footprints
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Real Consequences

Real personal information, including
* Names
» Addresses
* Social security numbers,
« Bank account numbers

Attached to fake debts.
Packaged and sold to debt collectors.

FTC Privacy & Data Security Update: 2017

[Distribution Statement A] Approved for public release and unlimited distribution.
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Personal Precautions
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Cookies

Small text files stored on your machine by websites you visit,
to remember information specific to you

Hi! Thanks for logging in!
Take this card and show it to me next time you visit.
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First-Party Cookies

Cookies set or requested about the domain you're visiting

Hi! Can you show me your  J ?
| want to see if you'’re logged in.
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Third-Party Cookies

Cookies set or requested about a domain other than the one you're visiting

Hi! Can you show me your ?
If you're logged into Twitter, I'll add a
tweet box to this page.
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Third-Party Cookies

Cookies set or requested about a domain other than the one you're visiting

Hi! | see that you're on a website about
Pittsburgh public transit. I'll record that on Y
and show you relevant ads.

A

Google
AdSense
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Incognito/Private Browsing

You've gone incognito

Now you can browse privately, and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved. Learn more

Chrome won't save the following information: Your activity might still be visible to:

» Your browsing history » Websites you visit
» Cookies and site data » Your employer or school
« Information entered in forms » Your internet service provider
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Disabling Third-Party Cookies

First-party cookies are generally not harmful, don’t need to be turned off
Third-party cookies can be disabled in each browser you use

Details vary based on which browser you use. E.g. some browsers only
disable setting third-party cookies but don'’t disable reading
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Browser fingerprinting

Websites ask your browser for information about itself and your computer
so that content can be displayed most effectively, e.g.

What browser and operating system are in use?
What plugins are installed?

What is the screen resolution and color depth?
What fonts are installed?

This information can be used to uniquely identify you.
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Browser fingerprinting

Are you unique? In one study, 79.4% of
) fingerprints were

Yes! (You can be tracked!)  unaue

3.44 % of observed browsers are Safari, as yours.
0.12 % of observed browsers are Safari 11.0.2, as yours.
13.23 % of observed browsers run Mac, as yours.
3.52 % of observed browsers run Mac 10.12, as yours.
62.65 % of observed browsers have set "en"as their primary language, as yours.

4.73 % of observed browsers have UTC-4 as their timezone, as yours.

However, your full fingerprint is unique among the 714241 collected so far. Want to know why? [ellfs il

source: amiunique.org
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Fingerprinting and cookies example

Wall Street Journal 2012;

“Orbitz Worldwide Inc. has found that people who use Apple Inc.'s Mac

computers spend as much as 30% more a night on hotels, so the online
travel agency is starting to show them different, and sometimes costlier,
travel options than Windows visitors see.”

Orbitz also used this data to influence ranking:
referring site: the site a user follows a link from to get to Orbitz
return visits: booking history and previous activity on the site
location

Carnegie Mellon University Digital Footprints
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Revoking access

Apps and Websites
Logged in With Facebook

Active Expired 17 Removed Search Apps and Websites

Data Access Not Allowed

These are apps and websites you've logged into with Facebook and may not have used in a while. They may still have access
to info you previously shared, but their ability to make additional requests for private info has expired. Learn Maore
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Seeing what's known about you,
and controlling what's shared

&% General

{7 Security and Login

Privacy

{1 Timeline and Tagging
Location

Q Blocking

EJ Language

(%] Face Recognition

e Notifications
Mobile
El Public Posts

B Apps and Websites
T} Business Integrations
Iii Ads

Payments

@ Support Inbox

i Videos
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Takeaways

1. Metadata is Data.

2. There’s no such thing as anonymous.

3. There are real consequences.
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