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Today, we’re gonna 
try.
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What is Metadata?

ContentMetadata
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What is Metadata?

Metadata

Recipient

Sender

Date

What kind of 
package is it?

Was it 
insured?

How big is 
the package?

ebay
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“We don’t see 
any content.”
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Well,… what might your postman infer? 
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What about this person? 
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And these residents? 
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Metadata is Data
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Just 3 pieces of information

• Sender
• Recipient
• Date

Sender

Recipient

That’s enough for 
social network analysis.
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John 
Adams

Samuel 
Adams

Dr. Allen

Nathaniel 
Appleton

Ash Gilbert

Benjamin 
Austin

Boston, 1772 – A piece of the picture. 

This example is due to Kieran Healy:   
https://kieranhealy.org/blog/archives/2013/06/09/using-metadata-to-find-paul-revere/
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Boston, 1772

Wait, Who’s this guy?
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Boston, 1772

With 3 pieces of 
information and 
minimal calculations, 
we’ve identified a 
figure central in the 
“uprising” of 1776.
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Explore your own Metadata

https://immersion.media.mit.edu/

Data Used:
From
To
CC
Timestamp

https://immersion.media.mit.edu/
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My Network, early 2010

Spouse

Advisor 1
Advisor 2

Project Partner

Family
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My Network, late 2010

Spouse

Advisor 1

Advisor 2

Project Partner?

Family
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My Network, 2011

Spouse

Advisor 1

Advisor 2

Program Head

Family
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My Network, early 2012

Spouse

Advisor 1

Advisor 2

Family

New 
cluster?
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My Network, late 2012

Spouse

Advisor 1
Advisor 2

Family
Woah, 
something 
changed!
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What if we only see you, and your likes?
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Kosinski, Stillwell, & Graepel (2012, PNAS) 

65% Liberal), religion (“Muslim”/“Christian”; n = 18,833; 90%
Christian), and the Facebook social network information [n =
17,601; median size, ~X = 204; interquartile range (IQR), 206;
median density, ~X = 0.03; IQR, 0.03] were obtained from users’
Facebook profiles. Users’ consumption of alcohol (n = 1,196;
50% drink), drugs (n = 856; 21% take drugs), and cigarettes (n =
1211; 30% smoke) and whether a user’s parents stayed together
until the user was 21 y old (n = 766; 56% stayed together) were
recorded using online surveys. Visual inspection of profile pic-
tures was used to assign ethnic origin to a randomly selected
subsample of users (n = 7,000; 73% Caucasian; 14% African
American; 13% others). Sexual orientation was assigned using the
Facebook profile “Interested in” field; users interested only in
others of the same sex were labeled as homosexual (4.3% males;
2.4% females), whereas those interested in users of the opposite
gender were labeled as heterosexual.

Results
Prediction of Dichotomous Variables. Fig. 2 shows the prediction
accuracy of dichotomous variables expressed in terms of the area
under the receiver-operating characteristic curve (AUC), which is
equivalent to the probability of correctly classifying two randomly
selected users one from each class (e.g., male and female). The
highest accuracy was achieved for ethnic origin and gender. African
Americans and Caucasian Americans were correctly classified in
95% of cases, and males and females were correctly classified in
93% of cases, suggesting that patterns of online behavior as
expressed by Likes significantly differ between those groups
allowing for nearly perfect classification.
Christians andMuslims were correctly classified in 82%of cases,

and similar results were achieved for Democrats and Republicans
(85%). Sexual orientation was easier to distinguish among males
(88%) than females (75%), which may suggest a wider behavioral
divide (as observed from online behavior) between hetero- and
homosexual males.
Good prediction accuracy was achieved for relationship status

and substance use (between 65% and 73%). The relatively lower
accuracy for relationship status may be explained by its temporal
variability compared with other dichotomous variables (e.g.,
gender or sexual orientation).
The model’s accuracy was lowest (60%) when inferring whether

users’ parents stayed together or separated before users were 21 y
old. Although it is known that parental divorce does have long-

term effects on young adults’ well-being (28), it is remarkable that
this is detectable through their Facebook Likes. Individuals
with parents who separated have a higher probability of liking
statements preoccupied with relationships, such as “If I’m with
you then I’m with you I don’t want anybody else” (Table S1).
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Fig. 1. The study is basedona sampleof 58,466volunteers fromtheUnited States, obtained through themyPersonality Facebookapplication (www.mypersonality.
org/wiki), which included their Facebook profile information, a list of their Likes (n = 170 Likes per person on average), psychometric test scores, and survey in-
formation. Users and their Likes were represented as a sparse user–Like matrix, the entries of which were set to 1 if there existed an association between a user and
a Like and 0 otherwise. The dimensionality of the user–Like matrix was reduced using singular-value decomposition (SVD) (24). Numeric variables such as age or
intelligence were predicted using a linear regression model, whereas dichotomous variables such as gender or sexual orientation were predicted using logistic
regression. Inboth cases,weapplied 10-fold cross-validation andused the k= 100 top SVD components. For sexual orientation, parents’ relationship status, anddrug
consumption only k = 30 top SVD components were used because of the smaller number of users for which this information was available.

Fig. 2. Prediction accuracy of classification for dichotomous/dichotomized
attributes expressed by the AUC.

Kosinski et al. PNAS | April 9, 2013 | vol. 110 | no. 15 | 5803
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Kosinski, Stillwell, & Graepel (2012, PNAS) 

Strong Predictors of male homosexuality included 

• “No H8 Campaign,” 

• “Mac Cosmetics,” and 

• “Wicked The Musical,” 

Strong Predictors of male heterosexuality included 

• “Wu-Tang Clan,” 

• “Shaq,” and 

• “Being Confused After Waking Up From Naps.” 
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Anonymization is 
Easy to Break
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Anonymization is easily broken

Earlier versions of the 
Census Data Mapper 
allowed you to map 
demographic information on 
a neighborhood level. 

Now, only county-level maps 
are available. 
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The US Census

53% of the U.S. population 
can be uniquely identified if 
you have 

• place, 
• gender, 
• date of birth

Sweeny (2000)
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The US Census

87% of the U.S. population 
can be uniquely identified if 
you have 

• place => Zip Code, 

• gender, 

• date of birth

Sweeny (2000)
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The Netflix Prize
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The Netflix Prize
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The record of movies you watch is a fingerprint

Figure 1: De-anonymization: adversary knows ex-
act ratings and approximate dates.

Figure 2: Same parameters as Figure 1, but the ad-
versary is also required to detect when the target
record is not in the sample.

13

68% of records can be re-identified with 

2 movie ratings and dates accurate to 

within 3 days 

99% of records can be re-identified with 

8 movie ratings (2 of which might be 

wrong) and dates accurate to within 2 

weeks. 
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Health Records

1997, Group insurance commission released anonymized health records from 
Massachusetts. 

L. Sweeney. k-anonymity: a model for protecting privacy. International Journal on Uncertainty,
Fuzziness and Knowledge-based Systems, 10 (5), 2002; 557-570.

Page 3

linking diagnosis, procedures, and medications to particularly named
individuals.

For example, William Weld was governor of Massachusetts at that time
and his medical records were in the GIC data. Governor Weld lived in
Cambridge Massachusetts. According to the Cambridge Voter list, six people
had his particular birth date; only three of them were men; and, he was the
only one in his 5-digit ZIP code.

Ethnicity

Visit date

Diagnosis

Procedure

Medication

Total charge

ZIP

Birth
date

Sex

Name

Address

Date
registered

Party
affiliation

Date last
voted

Medical Data Voter List

Figure 1 Linking to re-identify data

The example above provides a demonstration of re-identification by directly
linking (or “matching”) on shared attributes. The work presented in this paper
shows that altering the released information to map to many possible people,
thereby making the linking ambiguous, can thwart this kind of attack. The greater
the number of candidates provided, the more ambiguous the linking, and therefore,
the more anonymous the data.

2. Background

The problem of releasing a version of privately held data so that the individuals
who are the subjects of the data cannot be identified is not a new problem. There
are existing works in the statistics community on statistical databases and in the
computer security community on multi-level databases to consider. However,
none of these works provide solutions to the broader problems experienced in
today’s data rich setting.

2.1. Statistical databases

Federal and state statistics offices around the world have traditionally been
entrusted with the release of statistical information about all aspects of the
populace [5]. But like other data holders, statistics offices are also facing
tremendous demand for person-specific data for applications such as data mining,
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There are Real 
Consequences
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There are real consequences

Marketing for the wrong products
• Annoyance for most of us
• Reveals a medical condition at work

Someone gets categorized as “Diabetes Interest” 
• Ads for sugar- free products? 
• High risk insurance category?

36
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There are real consequences

Marketing for the wrong products

• Annoyance for most of us

• Reveals a medical condition at work

Someone gets categorized as “Diabetes Interest” 

• Ads for sugar- free products? 

• High risk insurance category?
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There are real consequences

Facilitates
• harassment
• stalking, 

Exposes
• domestic violence victims, 
• law enforcement officers, 
• prosecutors, 
• public officials
• … 
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Real Consequences

Real personal information, including 
• Names
• Addresses
• Social security numbers,
• Bank account numbers

Attached to fake debts.

Packaged and sold to debt collectors.

FTC Privacy & Data Security Update: 2017 
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Personal Precautions
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Small text files stored on your machine by websites you visit,
to remember information specific to you

Hi! Thanks for logging in!
Take this card and show it to me next time you visit.

Cookies
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Cookies set or requested about the domain you’re visiting

Hi! Can you show me your               ?
I want to see if you’re logged in.

First-Party Cookies
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Cookies set or requested about a domain other than the one you’re visiting

Hi! Can you show me your               ?

If you’re logged into Twitter, I’ll add a 

tweet box to this page.

Third-Party Cookies
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Cookies set or requested about a domain other than the one you’re visiting

Hi! I see that you’re on a website about 
Pittsburgh public transit. I’ll record that on                  
and show you relevant ads.

Third-Party Cookies
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Incognito/Private Browsing



46Digital Footprints
© 2018 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

First-party cookies are generally not harmful, don’t need to be turned off

Third-party cookies can be disabled in each browser you use

Details vary based on which browser you use. E.g. some browsers only 
disable setting third-party cookies but don’t disable reading

Disabling Third-Party Cookies
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Websites ask your browser for information about itself and your computer 
so that content can be displayed most effectively, e.g.

What browser and operating system are in use?
What plugins are installed?
What is the screen resolution and color depth?
What fonts are installed?

This information can be used to uniquely identify you.

Browser fingerprinting
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source: amiunique.org

In one study, 79.4% of 
fingerprints were 
unique

Browser fingerprinting
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Wall Street Journal 2012:

“Orbitz Worldwide Inc. has found that people who use Apple Inc.'s Mac 
computers spend as much as 30% more a night on hotels, so the online 
travel agency is starting to show them different, and sometimes costlier, 
travel options than Windows visitors see.”

Orbitz also used this data to influence ranking:
referring site: the site a user follows a link from to get to Orbitz
return visits: booking history and previous activity on the site
location

Fingerprinting and cookies example
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Revoking access
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Seeing what’s known about you, 
and controlling what’s shared 
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Takeaways

1. Metadata is Data.
2. There’s no such thing as anonymous. 
3. There are real consequences.


