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OSINT is a large part of defender’s routine
• Analyze raw, unstructured OSINT data

○ Vulnerability reports
○ Incident information
○ Threat actor TTPs and stories
○ Security news and articles

• Discover relevant bits of information
○ hybrid threats & disinfo narratives

• Act on the information in a structured way
○ Advisories
○ Reports
○ Direct action
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Analysts process free-form OSINT
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Analysts process free-form OSINT...
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... to create structured reports
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...share final products with various audiences
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Sharing is caring - also team to team

● pinpoint information relevant to community
● watch for 👍👍/👎👎 on interesting news items from partner CSIRTs
● utilize distributed human intelligence
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Vulnerability reports for your constituency

● self service asset management
● see vulnerabilities relevant to your technology
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• Target audience: CSIRTs, their constituencies,
analytic centers

• End users / consumers
○ Security, System administrators
○ Any audience in need of structured reports

• Join our Slack (support, news, chat)
• Get: https://taranis.ng/

Summary
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