
C I S A  |  C Y B E R S E C U R I T Y  A N D  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y

SECURE BY DESIGN &
SECURE BY DEFAULT:
CISA’S PATH FORWARD

JACK CABLE

1







What do mature
industries look like?



NTSB General Aviation 
Accident Dashboard



FARS
• Fatality Analysis Reporting 

System



How do we 
compare?



Sources of info



On 4/13, CISA and 9 U.S. and 
international partners released a 
whitepaper on Secure by 
Design & Secure by Default

 This will be an iterative process 
– we look to many stakeholder 
verticals to help refine future 
iterations

CISA Whitepaper
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Underlying principles
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1. Manufacturers should take ownership of the security 
outcomes for their customers. The burden of safety 
should never fall solely upon the customer. 

2. Manufacturers should embrace radical transparency and 
accountability. 

3. Manufacturers should build organization structure and 
leadership to ensure safety is built in. 

3 Principles
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Security by Design

 Is a business goal of top business leaders and not delegated to tech teams

 Security is a formally stated goal before the design process begins

 Requires real tradeoffs, like changing programming languages

 Can’t be bolted on later. Think: collapsible steering columns, airbags, ABS
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Costs of lack of safety by design
Camber Compensator for 
your lovely Corvair

 “…keeps both wheels 
working when cornering or 
driving in gusty winds”

 “The result is improved 
handling and road holding 
stability, particularly at 
speed”
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 Memory-safe programming languages

 Secure hardware foundation

 Secure software components

 Parametrized queries

 SBOMs

 Vulnerability disclosure policies w/ legal safe harbor

 And more…

Examples of Secure by Design
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Security by Default
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Security by Default
 Secure configs are the baselines out of the box

 Keeping configs secure should be the responsibility of the manufacturer 

 Strong nudges to be more secure, like MFA

 Transform “hardening guides” into “loosening guides”

 Requires no new licenses or costs

 Comes in every product, like seatbelts 
(that used to be an up-charge)
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Eliminating default passwords

Single sign-on at no additional cost

High-quality audit logs at no extra charge

Reducing “hardening guide” size

Security setting user experience

And more…

Examples of Secure by Default
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Where is the best 
CVE analysis?

• Why is there a 
difference between the 
memory safety numbers 
that manufacturers self-
report, and what is in 
the CVE database?

• What if a car 
manufacturer’s internal 
numbers were different 
from the NHTSA’s public 
numbers?

https://www.cvedetails.com/



Bob Lord and Jack Cable
June 20, 2023

How can CVE allow determining 
authoritative root causes of vulnerabilities?

And how can CVEs become the foundation 
for tech starting to look like more mature 
industries?

The Goal
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Bob Lord and Jack Cable
June 20, 2023

E.g., what percent of vulnerabilities in 
memory unsafe languages are memory 
related? In memory safe languages?

How does this change over time?

How do different products manage defects?

Questions
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Bob Lord and Jack Cable
June 20, 2023

 ~10% of vulnerabilities in the KEV are solely tagged as CWE-20, Improper 
Input Validation
 This isn’t a root cause

 Automated analysis gap:
 Automated analysis of the KEV: ~30% of vulnerabilities are memory related (~47% 

in C/C++)
 Manual analysis of the KEV: ~40% of vulnerabilities are memory related (~56% in 

C/C++)
* This data is not fully representative but gives a rough picture of where we are at.
Source: Chris Palmer, Taxonomy Of In-The-Wild Exploitation 
(https://noncombatant.org/2022/04/22/itw-taxonomy/)

As it stands
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Gaps in vendor-reported data

Source: HSSEDI research

• Significant gaps in vendor-reported data and what can be gleaned from CVE:

Vendor % Memory safety 
from CVE data 
(via CWEs)

% Memory safety 
from self-reported 
data

% of CVE records 
unmappable to 
CWE

Vendor 1 61% 66% 23%

Vendor 2 50% 70% 15%

Vendor 3 32% 70% 53%



 CISA’s Secure by Design work involves several workstreams:
 Establishing CISA’s work to advance Secure by Design & Security by Default
 Collecting data and best practices to understand what “good” looks like
 Outside engagement to foster tech ecosystem safety:
 Working with technology manufacturers to incentivize software that is secure by design and 

secure by default
 Encouraging organizations to demand more from their technology vendors
 Working with educators to integrate security into computer science and other technology-related 

courses
 Engaging multiple regions and stakeholder communities

CISA’s Secure by Design Strategy

24



 The whitepaper is the first iteration of CISA’s Secure by Design work. We look to 
stakeholders to provide feedback & shape our work here.

 Opportunities for feedback:
 Future iterations of this whitepaper
 Sector-Specific Cyber Performance Goals
 Other potential guidance

Our Next Steps
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 Review the whitepaper and linked documentation

 Think about the history of safety in other fields

 Reach out to us & share your input!

 Think about how your work can drive Secure by Design & Secure by Default

Your next steps
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For more information:

https://www.cisa.gov/securebydesign

SecureByDesign@cisa.dhs.gov

https://www.cisa.gov/securebydesign
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Secure by design ecosystem 

 Manufacturers

 IT/OT/IoT

 Open-source community

 Education (university, and self-taught)

 Customers
 CIOs
 Small and Medium Orgs

 Insurance

 Venture Capital firms

 Secure researchers/hackers

 Integrators

 Interagency partners

 IR firms

 Standards bodies

 Regulators/legislators

 Target rich/cyber poor orgs

 ISACs

29



Shifting the Balance
Customer deploymentProduct development

Residual Business Risks
Few can pay all hard and soft costs

 Customer loss, reputation, other risks

Hard costs
Security products, staff, 

SSO tax, insurance, 
consultants, counsel

Soft Costs
Deploying hardening 
guides, training staff, 

patching, adopting CISA 
CPGs

SDLC: Pre-shipment
Preventative, detective controls

(ex: code analysis tools)

Bottom line: Customers already pay a silent security 
tax. We want to shift that poorly measured and 
unevenly distributed tax to the left, reducing the 

overall costs and risks to customers.

SDLC: Post-shipment
Reactive controls (ex: fixing bugs detected

at customer sites)

Move existing
costs & risks left

National security delta: The sum of individual risks 
creates an even larger national security risk though 

supply chain and other connections.

Soft Costs
Response to incidents 

(potential and confirmed), 
managing IR firms & 
outside counsel, lost 

executive productivity

Hard costs
Response to incidents 

(potential and confirmed), 
IR firms, outside counsel

Left of Boom Right of Boom
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