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Stop Passing the Buck on Cybersecurity
| . Why Companies Must Build Safety Into Tech Products
The NUt BEhlnd the W-h'ee:l' By Jen Easterly and Eric Goldstein  February1, 2023
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Aman holding a laptop computer in Warsaw, June 2013
nthe past fifty years, the car crash death rate has dropped by nearly 80 espite a global multibillion-dollar cybessecusity industry, the threat
percent in the United States. And one of the reasons for that drop has D from malicious cyber-activity, from both criminal and state actors,
to do with the “accident report forms” that police officers fill out when — continues to grow. While many cyber incidents are never reported
they respond to a wreck. Officers use these forms to document the by their victims, Verizon's 2022 Data Breach Investigations Report noted
K weather conditions, to draw a diagram of the accident, and to identify that ransomware attacks rose 13 percent that year—meore than the past five
\. the collision’s “primary cause.” years combined. These breaches included attacks that threatened public

health and safety, with several hospitals across the United States forced to

4 A d.
Rnl H “ n n E For the more than 30,000 fatal car crashes that happen each year, cancel curgeries and diverr patients because they were locked our of their
information gathered on the side of the road goes from the accident systems.

report form into a federal database: the Fatality Analysis Reporting Ovwer the past decade, adversaries of the United States have developed

System.




What do mature
industries look like?
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SHNHTS
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CrashStats FARS Data Tables Query FARS Data  State Traffic Safety Info Traffic Safety

‘ I \ ‘ :.‘ ; Summary Trends Crashes

i Yo Ko

View Archive 2020 2019 2018 2017 2016 2015 2014 2013 2012 2011 2010 2009 2008 2007 2006 2005 2004 2003 2002 2001 2000
S Motorcycles in | Motor Vehicle

fatal crashes Traffic Crashes

in 2020 had Fatal

[ J Fatality ‘\ nalySiS Re porting the highest Frdls 35,766 33,487 33,79 34,5060 34,748 32,538 30,056 30,202 31,006 29,867 30,296 30,862 34,171 37,435 38,648 39,252 38,444 38,477 38491 37,862 37,526

propartion of
collisions with | Warmc Crash

SySte m fixed objects | Fatalities

(24.6%), and Vehicle
buses in fatal Occupants
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Motorcyclists 5,579 5,044 5,038 5,226 5,337 5,029 4,594 4,692 4,986 4,630 4,518 4,469 5,312 5,174 4,837 4,576 4,028 3,714 3,270 3,197 2,897
A In 2020 it was Honmotorists

a criminal

offense to Pedestrians 6,516 6,272 6,374 6,075 6,080 5,494 4910 4,779 4,818 4457 4302 4109 4,414 44699 4,795 4,892 4,675 4,774 4881 4901 4,763
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mator vehicle Other/
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alcehol
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How do we
compare?




= Microsoft

Microsoft
Digital Defense
Report 2022

Tlluminating the threat landscape
and empowering a digital defense.

(-TRENDS

.DBIR

Data Breach Investigations Report

CROWDSTRIKE

Sources of info

* Private fire brigade reports (no NTSB)

* Do they help?
* Do they help customers?
e Do they help manufacturers?

* Do they show the same trendlines
every issue?

* Do they hold vendors accountable
for software quality?




CISA Whitepaper

On 4/13, CISA and 9 U.S. and
iInternational partners released a
whitepaper on Secure by
Design & Secure by Default

This will be an iterative process
— we look to many stakeholder
verticals to help refine future
iterations
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Shifting the Balance of Cybersecurity Risk:
Principles and Approaches for Security-by-
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Underlying principles




3 Principles

Manufacturers should take ownership of the security
outcomes for their customers. The burden of safety
should never fall solely upon the customer.

Manufacturers should embrace radical transparency and
accountabillity.

Manufacturers should build organization structure and
leadership to ensure safety is built in.

1"




Security by Design

Is a business goal of top business leaders and not delegated to tech teams
Security is a formally stated goal before the design process begins
Requires real tradeoffs, like changing programming languages

Can’t be bolted on later. Think: collapsible steering columns, airbags, ABS

How an airbag works

Air bag Is folded .
and stored in a Air bag
parachute-like container

manner.
\ h f Inflat \‘
Vi nilator i |
: .‘3‘4 b
e i

y

Electrical
connector

=
Igniter \l
Steerin i
Sodium azide columng y 555?% Solenoid
pellets create attachment

gases when
ignited that
Intermediate inflate the

Shaft air bag.

Collapsible




Costs of lack of safety by design

Camber Compensator for
your lovely Corvair

- “...keeps both wheels
working when cornering or
driving in gusty winds”

TAKE THE TWIST OUT OF THOSE SWING AXLES

EMPI TRACK-TRU SWAY BARS

These new anti-sway bars are secomd

genoration Improvements over earier

mosdels. Thd'}' have been extensively
tested at Riverside International Race-

Wiy amtl have an even higher degrec

of stubility than their quite successful

forebears. These new models are husky
enough to withstand the rigors and
eutreme strecoes of Fiee competition

The TRACK-TRU front bar will add

considerably to the safety and driving

ease of any L']]l.:\_'.-' II, Volkswagen or

Corvair passenger car or truck. It will

improve steering and reduce the effect

of crosswinds.

THACK-TRU bars are cad plated for
ion. The nstallation is quite
ir, requoiring no welding or

cutting, The kit comes complete with

everything vou need sxcept manpower

$17.95 anid $19.95.

EMPI CAMBER COMPENSATORS?
_| Caorvair passenges card :Lr|-:| rn'.u_'l\.-i_
Porsehe 1957-61 and Tempest [HLESETI-
T Cars PR PP - .
1 All YW cars, trucks, Chias thru
683, plus Renaolts '57-'62......... $19.95
[1 Porsche 1968.57 i £21.95
IEMFII TRACK-TRU front anti-sway
TR

[0 ANl Carvairs, (:||-:'1.3| s and VW
trucks and- station WLEDNS $19.95
O All VW passenger cars.... $17.95
Be sure to state year. rmake and madel
Enclogs full amount with your order and

EMPI will pay shipging anywhere in the
continental U5 Califarnians add 43 [ax

EMPI CﬁMHER COMPENSATOR >
Probably the best single swspension
modification you can make on & Cor-
vair, Volkswagen, Tempest, or other
swing axhe rear end is the addition of
a Camber Compensator®,

The Camber Compensator® links bath
half axles into a fully integrated spring
suspension system that keeps l]ml!-.
wheels working when eornering or
driving in sty winds,

This Fp(':'i:ll]}' -:Jl.‘.~j!'.:r|:'|_| '|'||;-:-|'L'_1. -|::|I|1}'
transverse spring linkage shackles to
the axles just behind the wheel hubs
with 4 center pivot paint at the differ-
ential housing, l]'ll: '11‘1|::-|:||..r|11ﬂ_ efect aof
this :-Jrnph modification is literallv
amazing. Comering loads are shared
hfl hoth wheels, ”It result is improed
handling and road holding stability,
particularly at speed.

Kits come complete with all fittings
antl hardware., $19.95 and $24.95.

“The result is improved
handling and road holding
stabllity, particularly at
speed”

SEE YOUR DEALER

OR DRDER DNRECT

P, 0. BOX 668, RIVERSIDE 4, CALIFORMIA
JUMNE 1863 7

13




Examples of Secure by Design

Memory-safe programming languages

Secure hardware foundation

Secure software components

Parametrized queries

SBOMs

Vulnerability disclosure policies w/ legal safe harbor

And more...

14



Security by Default




Security by Default

Secure configs are the baselines out of the box
Keeping configs secure should be the responsibility of the manufacturer
Strong nudges to be more secure, like MFA

Transform “hardening guides” into “loosening guides” e
Requires no new licenses or costs

Comes in every product, like seatbelts
(that used to be an up-charge)




Examples of Secure by Default

Eliminating default passwords

Single sign-on at no additional cost
High-quality audit logs at no extra charge
Reducing “hardening guide” size
Security setting user experience

And more...

17




US motor vehicle
deaths per VMT, deaths per capita, total deaths, VMT, and population

B Deaths per billion VMT

[l Deaths per million people
Total deaths

B VMT (10s of billions)

B Population (millions)

Deaths per million
people

Vehicle Miles
Traveled (VMT)
10s of billions

Deaths per
billion VMT

1995 2005

2015

15K

0
=
=
[
]
[=]
I
°
™




https://www.cvedetails.com/

CVE Details

The ultimate security vulnerability datasource

W h . t h b t [E-B Y [F gl Take a third party risk management course for FREE
e re I S e e S Switch to https://

CV S8 Score Distribution For Top 50 Vendors By Total Number Of "Distinct” Vulnerabilities

Home
1 ? Browse : # Of Vulnerabilities
a n a yS I S ! wvendars Vendor Name Number of Total Vulnerabilities e rlns i ez | o | 7 Weighted Average
Eroducts 1 | Microsoft 5285 2501728 s8s| 2947|1316 6.70
Wulnerabilities By Date — — —_— :
2 | oracle 5023 569 | 2675 | 2520 | 1017 5.80
Vulnerabilities By Typs
Reports : 3| Gooale 8157 100 |1984| 6911243 6.00
c ;
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. y IS ere a CVWSS Score Distribution 5| Apple 54881 55|1146| 716|1554 6.50
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Lendor oe2reh dhat 4801 222 (1311 81 52 6.00
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h f |f Wersion Search 8| Cisco . 4380 133 | 301 e &.€0
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report and What IS In By Microsoft References —— 2829 den Lle] BEL oo
4 Top 50 : 11| Linux 3097 85| 921| 1s84| 232 5.50
the CVE database? vendors 12 Qesnsuse 395 108 s34 507 581
Vendor Cvss Scores 13 | Mozillz 2507 8| s41| a42| 321 6.70
. Products
What if a car Product Css Scores [ == e -
’ O . Apache 10090 22 ==L 2oL =UJ .
manufacturer’s internal o 152 f=n MENEET
b dff t Microsoft Bulletin 17| SUN 1530 aa| z200| 271| 108 6.80
num ers Were ’I eren. Bugtrag_Entries 18 | Adobe 1483 16| 240| 146| 97 7.90
from the NHTSA's public CuE pefintions 19 2enkins fem 129 554 130 130
bout & Contact
‘P About & Contact 20 | z4P 1236 73| 378| 289| 178 5.50
numbers: Fecdback = - - ===
CVE Help
a0 22 | GNU 954 33| 2s58| 208| 180 .00
Articles 23 | Siemens 331 31| 180( 203| 234 5.80




The Goal

How can CVE allow determining
authoritative root causes of vulnerabilities?

And how can CVEs become the foundation
for tech starting to look like more mature
industries?

Bob Lord and Jack Cable 20
June 20, 2023




E.g., what percent of vulnerabilities in
memory unsafe languages are memory
related? In memory safe languages?

How does this change over time?

How do different products manage defects?

Bob Lord and Jack Cable

June 20, 2023 21




As It stands

- ~10% of vulnerabilities in the KEV are solely tagged as CWE-20, Improper
Input Validation

- This isn’t a root cause

- Automated analysis gap:

- Automated analysis of the KEV: ~30% of vulnerabilities are memory related (~47%
in C/C++)

- Manual analysis of the KEV: ~40% of vulnerabilities are memory related (~56% in
C/C++)

* This data is not fully representative but gives a rough picture of where we are at.
Source: Chris Palmer, Taxonomy Of In-The-Wild Exploitation

Bob Lord and Jack Cable
June 20, 2023
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https://noncombatant.org/2022/04/22/itw-taxonomy/
https://noncombatant.org/2022/04/22/itw-taxonomy/

Gaps Iin vendor-reported data

« Significant gaps in vendor-reported data and what can be gleaned from CVE:

% Memory safety | % Memory safety | % of CVE records

from CVE data from self-reported | unmappable to
(via CWEs) data CWE

Vendor 1 61% 66% 23%

Vendor 2 50% 70% 15%

Vendor 3 32% 70% 93%

Bob Lord and Jack Cable
Source: HSSEDI research June 20. 2023 23




CISA’s Secure by Design Strategy

CISA’s Secure by Design work involves several workstreams:
Establishing CISA’s work to advance Secure by Design & Security by Default
Collecting data and best practices to understand what “good” looks like

Outside engagement to foster tech ecosystem safety:

Working with technology manufacturers to incentivize software that is secure by design and
secure by default

Encouraging organizations to demand more from their technology vendors

Working with educators to integrate security into computer science and other technology-related
courses

Engaging multiple regions and stakeholder communities

24




Our Next Steps

The whitepaper is the first iteration of CISA’s Secure by Design work. We look to
stakeholders to provide feedback & shape our work here.

Opportunities for feedback:
Future iterations of this whitepaper
Sector-Specific Cyber Performance Goals
Other potential guidance

25




Your next steps

Review the whitepaper and linked documentation
Think about the history of safety in other fields

Reach out to us & share your input!

Think about how your work can drive Secure by Design & Secure by Default

26




For more information:

https://www.cisa.gov/securebydesign

SecureByDesign@cisa.dhs.gov

27


https://www.cisa.gov/securebydesign




Secure by design ecosystem

- Manufacturers

- IT/OT/loT

- Open-source community
- Education (university, and self-taught) -

- Customers
- CIOs
- Small and Medium Orgs

. Secure researchers/hackers
- Integrators

- Interagency partners

IR firms

. Standards bodies

- Regulators/legislators

- Target rich/cyber poor orgs
- ISACs

- |Insurance

29



Shifting the Balance

Product development Customer deployment
A A
4 A\ 4 A\
'
Left of Boom Right of Boom
SDLC: Pre-shipment |
: : Hard costs Hard costs
Preventative, detective controls _ —
) : Security products, staff, Response to incidents
(ex: code analysis tools) ) _ _
SSO tax, insurance, (potential and confirmed),
Move existing | consultants, counsel J " IR firms, outside counsel )

SDLC: Post-shipment
Reactive controls (ex: fixing bugs detected

at customer sites)

costs & risks left

Soft Costs
Deploying hardening
guides, training staff,
National security delta: The sum of individual risks patching, adopting CISA
creates an even larger national security risk though CPGs

supply chain and other connections.

Soft Costs
Response to incidents
(potential and confirmed),

managing IR firms &
outside counsel, lost
executive productivity

Bottom line: Customers already pay a silent security
tax. We want to shift that poorly measured and
unevenly distributed tax to the left, reducing the

overall costs and risks to customers.

Residual Business Risks

Few can pay all hard and soft costs
=>» Customer loss, reputation, other risks
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