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Web Traffic Analysis with CERT Tapioca 

Background 
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History 

 Download.com  

http://www.cert.org/blogs/certcc/post.cfm?EntryID=199 
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Identical installers 

Installers from Download.com are the same: 
 

 

5a275a569dce6e2f2f0284d82d31310b *cbsidlm-cbsi213-
Enable__Disable_Registry_Tool-SEO-75812481.exe!
5a275a569dce6e2f2f0284d82d31310b *cbsidlm-cbsi213-
KMPlayer-SEO-10659939.exe!
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Software retrieval (HTTP) 

GET /rest/v1.0/softwareProductLink?productSetId=10659939&partTag=dlm&path=SEO&build=213 HTTP/1.1  
Host: api.cnet.com"
HTTP/1.1 200 OK"
<?xml version="1.0" encoding="utf-8"?>"
<CNETResponse xmlns="http://api.cnet.com/restApi/v1.0/ns" xmlns:xlink="http://www.w3.org/1999/
xlink" version="1.0"><SoftwareProductLink id="13819308" setId="10659939" appVers="1.0"><Name><!
[CDATA[KMPlayer - 3.9.1.129]]></Name><ProductName><![CDATA[KMPlayer]]></
ProductName><ProductVersion><![CDATA[3.9.1.129]]></ProductVersion><FileName><!
[CDATA[KMPlayer_3.9.1.129.exe]]></FileName><FileSize><![CDATA[35872504]]></
FileSize><FileMd5Checksum><![CDATA[5d0e7d17fc4ef0802a9332c83075047c]]></
FileMd5Checksum><PublishDate><![CDATA[2014-10-06]]></PublishDate><CategoryId><![CDATA[13632]]></
CategoryId><Category><![CDATA[Downloads^Video Software^Video Players]]></Category><License><!
[CDATA[Free]]></License><DownloadLink>http://software-files-a.cnet.com/s/software/13/81/93/08/
KMPlayer_3.9.1.129.exe?token=1413054436_d56f7814cd5af230f782dd28550e185a</
DownloadLink><TrackedDownloadLink>http://dw.cbsi.com/redir?
edId=1174&amp;siteId=4&amp;lop=feed.dl&amp;ontId=13632&amp;tag=tdw_dlman&amp;pid=13819308&amp;de
stUrl=http%3A%2F%2Fsoftware-files-a.cnet.com%2Fs%2Fsoftware
%2F13%2F81%2F93%2F08%2FKMPlayer_3.9.1.129.exe%3Ftoken
%3D1413054436_2defb65a1350a3b035964c18f30fb06e%26fileName%3DKMPlayer_3.9.1.129.exe"
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Just MITM it! 

Set up a proxy to modify content as it’s transferred 
Problem: Installer isn’t proxy-aware! 
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Solution: CERT Tapioca   

Transparent Proxy Capture 
Appliance 
UbuFuzz + iptables + mitmproxy

  

Bypass MITM 

Restart Capture 
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CERT Tapioca 

http://www.cert.org/vulnerability-analysis/tools/cert-tapioca.cfm 
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How it works 

11 

Valid SSL 
handshake 

Invalid SSL 
handshake 

I can see everything if the 
client doesn’t validate SSL 



12 
CERT® Alignment with Cyber COI Challenges and Gaps 
SEI Webinar 
© 2015 Carnegie Mellon University 

Tapioca architecture 
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Tapioca architecture 
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CERT Tapioca Operating Modes 

Without certificate installed: 
•  Every application that passes HTTPS traffic is failing to validate SSL certificates 
•  Useful for finding insecure applications 

With certificate installed: 
•  I can view traffic that would otherwise be protected 
•  Useful for knowing what data is being sent over the network 
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Polling Question  

When you visit a site on the internet, how do you know you’re viewing the actual, 
legitimate site? 
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Web Traffic Analysis with CERT Tapioca 

Android Apps and SSL Validation 
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Investigating Android 

Use a phone and a wireless access point 
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Automation Improvement 

Emulation and Automation 
•  google-play-crawler 
•  VMware 
•  Android SDK 
•  AVD 
•  Monkeyrunner 
•  Monkey 

 
Now I can test when I sleep! 

 
https://github.com/Akdeniz/google-play-crawler 
http://developer.android.com/tools/help/monkeyrunner_concepts.html 
http://developer.android.com/tools/help/monkey.html 
http://www.cert.org/blogs/certcc/post.cfm?EntryID=204 
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Automated Android 
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CERT Tapioca 
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Virtualization 
http://www.android-x86.org/  
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Androidx86 SSL Test Architecture 

22 

CERT 
Tapioca 

Internet 

Androidx86 Orchestrator 
ADB Net MITM Net 
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Automation of 20 VMs 
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The Numbers 

Total Percent 
Free Apps Tested 1,000,500 Most? 
Vulnerable Apps Discovered 23,667 2.4% 
Vulnerable App Authors Notified 23,301 98.5% 
Email responses 1,593 6.8% 
Email responses with fix details 25 0.1% 

“There are now 1 million apps in the Google Play store.” 

July 24, 2013 
http://mashable.com/2013/07/24/google-play-1-million/ 
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Web Traffic Analysis with CERT Tapioca 

SSL Inspecting Proxies 
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HTTPS Background 

Often referred to as simply “SSL”, there are several technologies involved. 
•  HTTPS is HTTP secured by either 

•  SSL (obsolete) 
•  TLS 

Goals: 
•  Authentication of visited site 
•  Privacy and integrity of data 
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HTTPS Expectation 
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HTTPS Reality 
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Superfish 
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How Can Superfish Work? 
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How Can Superfish Work? 
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Not Just Superfish 
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What Else? 

SSL-inspecting proxies 
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How Common Is SSL Inspection? 
1.      A10 vThunder 

2.      Arbor Networks Pravail 

3.      Baracuda Web Filter 

4.      BASCOM School Web Filter 

5.      Bloxx Web Filter 

6.      Blue Coat SSL Visibility Appliance 

7.      Check Point Data Loss Prevention (DLP), Anti 
Virus, Anti-Bot, Application Control, URL Filtering, 
Threat Emulation and IPS. 

8.      Cisco ScanCenter 

9.      Citrix NetScaler AppFirewall 

10.      Clearswift SECURE Web Gateway 

11.      ContentKeeper 

12.      Cymphonix Internet Management Suite 

13.      Dell SonicWALL 

14.      EdgeWave iPrism Web Security 

15.      ESET Smart Security 

16.      F5 BIG-IP 

17.      Fortinet FortiGate 

18.      Fidelis Security XPS 

19.   Finjan Vital Security (pdf) 

20.      GFI WebMonitor 

21.      GigaMon GigaSmart 

22.      IBM Security Network Protection 

23.      iboss Web Security 

24.      iSHERIFF Cloud Security 

25.      Juniper IDP devices 

26.      Kaspersky Anti-Virus 

27.      Komodia SSL Decoder 

28.      M86 Secure Web Gateway (pdf) 

29.      McAfee Web Gateway and Firewall Enterprise 
(pdf) 

30.      Microsoft Forefront TMG 

31.      NetNanny 

32.      NextGig Netronome 

33.      Optenet WebFilter (pdf) 

34.      Palo Alto PAN-OS 

35.      Panda Cloud Internet Protection 

36.      PrivDog 

37.      Radware AppXcel 

38.      SafeNet eSafe Web Security Gateway 

39.      Sangfor IAM (pdf) 

40.   Smoothwall Secure Web Gateway 

41.      Sophos Cyberoam 

42.      Sourcefire SSL Appliance 

43.      Squid 

44.      Symantec Web Gateway 

45.      Thomason Technologies Next Gen IPS 

46.      Trend Micro Deep Security (pdf) 

47.      Trustwave WebMarshal, Secure Web Gateway 

48.      Untangle NG Firewall 

49.      Venafi TrustAuthority 

50.      VSS Monitoring vInspector (pdf) 

51.      WatchGuard HTTPS Proxy 

52.      Wavecrest CyBlock 

53.      WebSense Content Gateway 

54.      WebTitan 

55.      Qbik WinGate 

56.      WolfSSL SSL Inspection 

57.      Zscaler 

58.      ZyXel Firewall 

https://www.cert.org/blogs/certcc/post.cfm?EntryID=221 
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SSL Inspection Software 

CERT 
Tapioca 
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SSL Inspection Software Mistakes 

•  Incomplete validation of upstream certificate validity 
•  Not conveying validation of upstream certificate to the client 
•  Overloading of certificate Canonical Name (CN) field 
•  Use of application layer to convey certificate validity 
•  Use of a User-Agent HTTP header to determine when to validate a 

certificate 
•  Communication before warning 
•  Same root CA certificate 
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Polling Question  

What type of SSL validation mistakes would you like more details about? 
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Web Traffic Analysis with CERT Tapioca 

Inspection of all SSL Traffic 
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Observing SSL Traffic 

Mystery App Internet 
SSL SSL 

CERT 
Tapioca 

Tapioca 
Certificate 

Looks OK 
to me! 

* As long as there’s no certificate pinning 

I can see 
everything! 



41 
CERT® Alignment with Cyber COI Challenges and Gaps 
SEI Webinar 
© 2015 Carnegie Mellon University 

CERT Tapioca and Trust 

By using CERT Tapioca, you can verify trust in applications that are communicating on 
the network: 
 

•  Is the application communicating insecurely by failing to properly validating SSL 
certificates? 

•  Is the application sending unexpected information over the network? 


