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Carnegie Mellon University
Software Engineering Institute

1 Introduction

Lethal autonomous weapon systems (LAWS) contain components that perceive the environment,
identify targets, and choose lethal responses to meet mission goals. These decision-making systems
must act in an ethical way in accordance with the rules of engagement (RoE), laws of war (LoW), and
laws of armed conflict (LoAC) as specified by their commanders. This document describes a reference
architecture that provides a set of patterns and techniques to reason about and instantiate a working
system architecture that promotes assurance about the conduct of the LAWS during operation. This
document does not describe a particular set of ethical values,' but—once decided and encoded as a
formalism—these values can be systematically encoded, stored, decomposed, and communicated to
various parts of the system.

Autonomous and artificial intelligence (Al) systems (such as expert systems) have been around for
many years and have shown up on other weapons systems in the past. Modern Al and hardware devel-
opments are rapidly advancing machine learning (ML) technologies and bringing a wide range of new
capabilities to weapon systems. This document focuses on the challenges and capabilities introduced
by ML components and how their introduction into these systems and their advanced decision-making
abilities require thoughtful design.

In the systems we discuss, autonomous decision-making results in physical interactions in the real
world such as movement, actuators, and the firing of weapons. It is critical that the conduct of the sys-
tem reflects and is limited to the ethics of the deployers of the systems. We call this adherence to eth-
ics conduct assurance. We provide an example system decomposition that embodies these concepts
directly into the system design itself by demonstrating how ethical values can be entered through con-
figurations and controls, and how they can be observed at runtime. Additionally, this reference archi-
tecture decomposition promotes traceability of ethical requirements through implementation and test-
ing.

The purpose of this architecture is to reason about the following:

«  How to create systems that can embody and govern a set of ethical principles as intended. This
goal implies that ethics are expressed through requirements and system design, and that they are
observable during testing and operation. It also implies that the techniques and measures evalua-
tors use can cover the entire set of potentially intended behaviors, further implying the need to
define the scope of needed ethics.

Ethics is a difficult, controversial, and ambiguous topic when it comes to artificial intelligence (Al) and autonomous
weapon systems. Establishing a set of ethics for LAWS is beyond the scope of this document. However, for an ex-
ample of a project that is working to better articulate and measure ethics, see the DARPA ASIMOV program at the
following location: https://www.darpa.mil/program/autonomy-standards-and-ideals-with-military-operational-values.
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«  How to support a process that embodies and promotes the chosen set of ethical attributes. This
goal implies that the process itself requires that developers consider and integrate ethics through-
out the development and sustainment lifecycles so that that these devices can continue to embody
the chosen ethics [IEEE 7000-2021].

In short, support for the use of an ethical model must be addressed pervasively and holistically both in
what we build and how we build it.

In addition to the goals outlined above, this reference architecture supports the following:

o  responsible Al (RAI) principles

e  human-system integration (HSI), human—-machine teaming (HMT), and trust
o traditional system and software engineering principles

o  quality attribute scenarios

e Department of Defense (DoD) Directive 3000.09

Appendix A: Testing the Conduct Governance of LAWS Using a ROS-Based System Proxy provides
the results from an experiment that attempted to follow the guidance in this document, including an
evaluation of the impacts that resulted from implementing the patterns, techniques, and guidance that
we describe in this reference architecture. Due to time constraints, we did not incorporate the feedback
from that experiment into this document, but we have taken note of where we can improve the refer-
ence architecture for future versions.

1.1 Project Background

The Office of the Under Secretary of Defense for Research and Engineering (OUSD(R&E)) and the
Carnegie Mellon University Software Engineering Institute (CMU SEI) jointly chartered the Center
for Calibrated Trust Measurement and Evaluation (CaTE) program to assure the trustworthiness of Al
systems and establish methods for the evaluation of operator trust in these systems. This reference ar-
chitecture is a project to support the goals of that program.

During the pilot phase of the CaTE program in early 2024, we began evaluating LAWS by asking
questions such as, “What does an example system look like? How many ML models are in a system?
What traditional code supports these models? How do they interact with sensors and actuators? If one
were to implement a conduct controller, what would it have to do?” When asking these questions, it
became clear that we needed a sufficiently complex system operating in sufficiently complex use
cases as a reference point to properly evaluate a LAWS. At that time, no complete LAWS was availa-
ble that met the needs of the project, and we therefore set out to produce a fictitious one so we could
reason about and evaluate practices, methods, and tools.

We started with the most challenging use case: that of a mobile ground system embedded in a military
team operating in a contested urban environment with significant ongoing civilian activity. To build
such a use case, we began with common patterns of autonomous grounds systems that included
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perception, planning, and actuation components acquired from experience and partners. We then intro-
duced the components of an automatic target recognition system. From this framework, we introduced
components that specifically demonstrate the existing and emerging use of ML. Finally, we added pat-
terns and components that support testability, observability, and transparency.

We did this background work with the intent of supporting the project of increasing testability, build-
ing an assurance case, and increasing user trust. CaTE specifically refers to the idea of calibrated
trust, which is a term we use to refer to how much the operator trusts the LAWS in a specific opera-
tional mode and environment, rather than just a generalized sense of trust in something. We use the
following definition of calibrated trust: “a psychological state of adjusted confidence that is aligned to
end users’ real-time perceptions of trustworthiness” [Gardner 2023]. We seek to understand, in detail,
what aspects of LAWS behavior, design, and design processes positively or negatively impact the op-
erators’ trust.

In parallel to the development of this reference architecture, the CaTE team performed a baseline
study on human-LAWS teaming interaction titled “Measuring Trust: Concept Testing and User Trust
Evaluation in Autonomous Systems” [Hale 2025]. This study was performed, in part, to understand if
operators anticipated the need for some sort of strong internal control over the actions of the LAWS.
The experiments examined operator expectations for how a system might control behavior in a LAWS
and what interactions the operator might have with such a system. Arkin uses the term “ethical gover-
nor” to describe such a system in his works (covered in Section 2.3), and we adopted that terminology.
While the question often arose about the relative nature of ethics, the study identified the key finding
in Table 1.

Table 1: Ethical Governor Findings

Do Design, implement, and test an ethical decision-making framework that clearly explains system limi-
tations to users.

Why Users see an ethical governor as necessary for trust in autonomous systems, though they remain
skeptical about its effectiveness and how ethics can be codified.

Impact Without clear ethical guidance, operators may distrust the system’s capabilities and decision-making,
raising legal and ethical concerns for real-world applications of autonomous technologies.

This initial experiment identified many requirements such as the need for an ethical governor, strong
situational awareness, strong human—system integration, and the need for traceability, all of which we
take into consideration in the sections that follow. Based on the key findings, we have also expanded
the capabilities for human-in-the-loop and de-escalation.
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2 Context, Goals, Requirements, and Constraints

This section describes the requirements, constraints, and key drivers that we used to design the refer-
ence architecture.

2.1 Functional Requirements

While we aren’t building a particular LAWS, having a set of motivating requirements promotes the
design of the system. We chose a mobile ground system as the example for this reference architecture.
Although these requirements are far from complete, they provide examples that give appropriate di-
rection for our work.

2141 Mobility Requirements

The system must function in a complex environment, and it must have some level of mobility. The
motion of the system might violate ethical values such as the following: entering protected areas;
causing damage by collision as an effector; and causing accidental damage, which should be avoided.
Based on this scenario, we identified the following requirements that the system must perform:

o  plan locations based on map intelligence and navigate to them
. identify static structures, obstacles, and entities

. navigate around static structures, obstacles, and entities

e navigate around and through dynamic obstacles and entities

o use the LAWS device as an effector when responding to threats

21.2 Perception and Targeting Requirements

Decision-making, especially with regards to lethal force, is highly dependent on how something per-
ceives the world, whether it be a person or LAWS. Although far from exhaustive, the following set of
items describes highly complex, perception-based tasks that influence such decision-making.

o identify stationary and dynamic entities

o identify and track dynamic targets across multiple viewings

o identify threats based on attributes such as “bearing weapons”

o identify threat levels based on activity

o  identify non-threats

o  request clarification from a user when identifying threats

e  perpetrate attacks against threats when instructed to do so

o  automatically perpetrate attacks against threats when pre-authorization to do so has been given

« identify sensitive situations where action would result in unintended consequences such as collat-
eral damage
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21.3 Human Interaction Requirements

Due to the ambiguous and complex nature of ethical decision making, interaction with operators and
non-operators is highly important for complex LAWS. Therefore, the system must meet the following
requirements in this area:

o ask for assistance from an operator when the system runs into ambiguity

e communicate with non-operators as an ability to de-escalate a situation

e communicate decision-making with an operator

e  provide the operator with a way to monitor decision-making in all stages of the operation

o allow the operator to change the identification of threats and non-threats without breaking ethical
rules

e  operate in a human-acceptable, ethical framework

21.4  Effect Requirements
The system must meet the following requirements in this area:

o apply lethal effects when directed by mission goals or by the operator with the exception that the
system shall not violate RoE or LoW

e apply non-lethal effects when directed by mission goals or by the operator

2.2 RAI Principles

The memo “Implementing Responsible Artificial Intelligence in the Department of Defense” describes
five key principles for developing systems known as the RAI Principles [DoD 2021]. These key prin-
ciples (responsibility, equitability, traceability, reliability. and governability) highly influence the
quality attributes below, and we reference them in the sections that follow to emphasize and explain
how different aspects of this reference architecture support the principles.

2.3 Conduct Assurance and Conduct Governors

The decision-making processes of a LAWS must adhere to RoE and LoW, which are written in natural
language. These natural-language statements must be represented so that they can be translated into
requirements, and, more importantly, into a formalism to configure the LAWS for different circum-
stances. Ronald Arkin offers good examples of how to address these issues in the 2007 paper, “Gov-
erning Lethal Behavior: Embedding Ethics in a Hybrid Deliberative/Reactive Robot Architecture” and
in a subsequent paper from 2009 titled “An Ethical Governor for Constraining Lethal Action in an Au-
tonomous System” [Arkin 2007; Arkin 2009]. In these papers, Arkin describes how to translate the
natural language of RoE and LoW to configure the autonomous weapons systems using an ethical
governor. In this reference architecture, we describe a system that can be configured using a formal-
ism derived from these natural-language rules.
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2.31 Example RoE

The creation of a formalism for LAWS to understand natural language is beyond the scope of this doc-
ument. However, we offer an example of an RoE in this section to illustrate what a final architecture
must take as an input. The RoE we provide below comes from the Operational Law Handbook and
serves as an example of natural language that must be translated into a formalism that can be under-
stood by a LAWS. The RoE is as follows:

a. You may open fire only if you, friendly forces or persons or property under your protection are
threatened with deadly force. This means:

(1) You may open fire against an individual who fires or aims his weapon at, or otherwise
demonstrates an intent to imminently attack, you, friendly forces, or Persons with Designated
Special Status (PDSS) or property with designated special status under your protection. [Lacey
2000]

During the design of the formalism, these rules will need to be aggregated and then decomposed into
features that the LAWS device understands such as object classes, behaviors, timing rules, and so
forth. The applicable list of features depends on available capabilities and will change over time. Once
we establish this decomposition and mapping, we can then implement the formalism in code. As an
example, the rule above implies the need for, at minimum, the following requirements:

«  The system shall be configurable for a set of predefined principles.

e  The system shall establish traceability to show how it ingests, stores, and uses the principles at
runtime.

o The system shall require user direction when situations diverge from the conditions described in
the predefined principes. When lacking such direction, the system shall seek a safe state.

e The system shall communicate how it made decisions if it is functioning in a fully autonomous
state, or it shall communicate how it made recommendations if it is functioning semi-autono-
mously or if it is dependent on a human-in-the-loop.

2.4 Architectural Requirements

For most projects, the goal of an architecture is to support requirements and quality attributes. For our
purposes, the architecture is an output to help reason about practices, frameworks, tools, methods, and
so on. Therefore, we have additional goals for the architecture beyond supporting quality attributes
and requirements, which we outline in the sections that follow. In many cases, these requirements are
themselves the quality attribute drivers listed in Section 3.

241 Human-System Interaction Goals

As mentioned in the example in Section 2.3.1, we are considering LAWS that work with an operator,
function around other humans, and interact with adversaries. The study we introduced in Section
1.1—*Measuring Trust: Concept Testing and User Trust Evaluation in Autonomous Systems”—
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produced 12 findings about how humans consider the idea of trust with regard to LAWS [Hale 2025].
These findings serve as guiding principles for the architecture we are describing.

This study is important to mention because we want to stress that human trust is a complicated and
personal issue, and it is highly coupled to the operators, the environment, and real-world experiences.
Because of this complexity, we can only go so far with abstract reasoning, and human feedback is es-
sential to any human—system integration effort.

We provide summaries of the study’s findings in Table 2 (see the study for full descriptions). They are
listed in priority from highest to lowest as identified in the study.

Table 2:  Periority of Findings with Respect to How Humans Consider Trust
1. Human authorization Implement human-in-the-loop for all lethal decision-making and prioritize safety.
of force
= pighiprecisioniargai Design targeting systems that meet or exceed human performance.
ing
. o Extensively test the system in varied environments and scenarios to ensure reli-
3.  Testing and reliability | gpje performance in harsh conditions.
Provide real-time, easy-to-understand data (e.g., video, audio, system location,
4. Situational awareness orientatiop, pr.ojected path, objects of interest, obstacles, and battery status) to
support situational awareness for both the system and operator.
5 Hard dund Build multiple redundant systems, especially for navigation and classification
. SECWEICleCLNCar (e.g., camera, mic, speaker, GPS, lidar, IMU, and 3D camera) and total system
cies shutdown (including remote and on-system kill switch).
6. Operator handover in Enable the system to communicate with the operator or to handover controls to
. the operator when facing uncertainty or issues that it cannot resolve.
uncertain contexts
7. User interface (Ul) to
(Ul Employ bounding boxes to create visual separation between target and back-
support operator de- ground and numerical confidence metrics to support decision-making.
cision-making
. Design, implement, and test an ethical decision-making framework that clearly
8.  Ethical governor explains system limitations to users.
9 D lati bil Equip system with high-precision lethal and non-lethal weapon systems. Priori-
. e-escalation capabll- | ¢ je-escalation via (1) communications; (2) non-lethal engagement; and (3)
ities precision targeting to wound rather than kill.
10. Spatial rules-based Implement a spatial framework allowing operators and commanders to define
framework for auton- operational zones where levels of autonomy are permitted, obligated, or prohib-
. ited. Current zone recs are as follows: no-go, non-combat, combat, and liminal.
omous behavior
11. Visual and audio op- Equip the system with real-time, low-latency, high-fidelity cameras, microphones,
erator feedback and speakers.
12. Post-mission review o o ) )
. . Log mission data and conduct post-mission reviews to improve model perfor-
and continuous im- mance and to identify and mitigate errors and unintended biases.
provement
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While the practical application for many of these findings will be realized through an algorithm or
component, the architecture should facilitate their implementations, and it should be obvious how op-
erators can address them. For example, with respect to “human authorization of force,” developers
must consider how to include the human in such authorization, how the human ultimately provides au-

thorization, and how the communication occurs.
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3 Quality Attributes

Reference architectures do not show actual systems but are intended to show how properties, such as
quality attributes, can be promoted or inhibited in a more specific domain context. Consequently,
some of these attributes refer to the reference architecture (e.g., modifiability), rather than an antici-
pated realized architecture (e.g., testability). To clarify, the reference architecture should offer options
for modification, but, regardless of those modifications, the resulting instance architecture should be
testable. In the discussions of each attribute that follow, we describe which attributes should form part
of the reference architecture and which ones should form part of the instance architecture.

The following quality attributes express goals that the reference architecture should meet, or they cor-
respond to goals of an instance architecture that the reference architecture should promote. They are
listed in the following sections and ordered by priority, from highest to lowest.

3.1 Testability

In section 1.1, we discussed the background of the project in which this architecture was conceived.
One of our primary goals was to understand whether different system designs would impact testability
either positively or negatively. When we decided to make our own architecture, we chose to promote
testability to emphasize the types of features and characteristics that testing, evaluation, validation,
and verification (TEVV) personnel should look for and how they could leverage these features and
characteristics for testing. This quality attribute aligns with the RAI principle of reliability.

3.2 Observability and Transparency

Observability and transparency provide the ability for developers, testers, and maintainers to under-
stand what is going on in the system at various stages of the lifecycle. For development testing and
evaluation, it is important to understand what data the ML components are ingesting as well as the
data quality and consequent confidence scores. During operational testing, this information also helps
testers understand how the system perceives and interacts with the operational environment and
whether the operational environment matches the development environment.

During runtime, it is especially important that the autonomous system communicates how the compo-
nents are performing and why the system is making the decisions it’s making. This level of transpar-
ency requires an effective Ul to communicate with the operators.

This attribute is also directly motivated by the RAI principle of traceability; during deployment, it
supports the principle of governability.

3.3 Usability (Interaction Capability)

“Usability” is a commonly used quality attribute name. However, ISO/IEC 25010:2023 notes that “us-
ability” has been replaced by the term “interaction capability.” The definition of “interaction
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capability” offered by ISO/IEC covers the interactions between user and system and includes the ca-
pability to be interacted with and the information exchange it entails, highlighting both behavior and
information concerns [ISO/IEC 25010:2023].

The RAI principles and tenets all deeply require such a capability, whether it be through developing
“warfighter trust”— the second of several important tenets outlined in the memo “Implementing Re-
sponsible Artificial Intelligence in the Department of Defense” [DoD 2021] —or through the design
and development processes supporting the principles of traceability and reliability.

In Section 2.1.3, we discussed Ul requirements, which are also central to the question of usability. For
LAWS usability, developers should consider warfighters, commanders, maintainers, and testers as key
stakeholders in its design and execution.

3.4 Maintainability

Due to the rapid growth of ML technologies, we expect that LAWS will require significant updates to
their models and supporting infrastructure, especially as more advanced technologies become availa-
ble. Additionally, some requirements may levy significant maintainability needs on the system such as
rapid updates during deployment or specific component replacement like swapping out a model.

3.5 Modifiability

ISO/IEC 25010:2023 defines modifiability as the “capability of a product to be effectively and effi-
ciently modified without introducing defects or degrading existing product quality” [ISO/IEC
25010:2023]. We use this definition because it focuses on the ability of the system to be modified
without introducing defects or reducing quality. As we do with modularity (discussed next), we want
to emphasize defects and qualities related to runtime concerns rather than change independence,
which is a concern during development.

For this reference architecture, our goal is to enable a decomposition such that the system can split a
component’s responsibilities into two components in a pipeline. Or we want to enable merging two
components into one in a combined interface while continuing to promote the other quality attribute
goals. For example, in the perception, targeting, and response (PTR) chain, a single model—rather
than two models—might handle some perception tasks together, as shown in the current organization.

We expect that this reference architecture will not be implemented in its entirety. Developers should
choose a decomposition that supports some anticipated technological advances rather than trying to
cover a wide variety of circumstances.

3.6 Modularity

ISO/IEC 25010:2023 defines modularity as the “capability of a product to limit changes to one com-
ponent from affecting other components” [ISO/IEC 25010:2023]. We use this definition of modularity
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to emphasize the independence of components and the isolation of changes. In general, in this refer-
ence architecture, we want to minimize coupling between the components and maximize internal co-
hesion to promote testability—our top-priority quality attribute as discussed in Section 3.1. As we
mentioned above in Section 3.5 on modifiability, modularity is more closely related to development-
time concerns rather than runtime concerns.

This reference architecture should promote modularity so that many different providers can deliver
clearly defined, independent components for ease of development, testing, delivery and project man-
agement.

3.7 Security

In this reference architecture, we do not consider any special additional tactics for security beyond
those that one would expect for a fielded system that contains controlled unclassified information
(CUI) or classified information. In general, we expect that the reference architecture’s highly decom-
posed nature will allow for independent security assessment, internal intrusion detection, and appro-
priate runtime checks.

3.8 Performance

We have no detailed performance requirements for this system except that it should meet as-yet unde-
fined mission needs. While we haven’t introduced any specific patterns or tactics to promote perfor-
mance, we have done our best to achieve our other goals without inhibiting performance. We clarify
what we mean by striking this balance between meeting goals and not inhibiting performance in Sec-
tion 4.

3.9 Portability

We did not design this reference architecture for any specific platform, including hardware or soft-
ware. We did not employ any specific portability tactics. Instead, we have kept the architecture plat-
form agnostic to defer as many decisions as possible to the actual implementation instance. The archi-
tecture should minimize requirements about the invocation semantics but should explain how
invocation semantics impact various design structures.

3.10 Availability

Ultimately, system availability will be highly important for the final system. The reference architec-
ture should not explicitly inhibit availability, and it should not employ specific availability tactics. We
expect that systems influenced by this reference architecture will attain availability through lower-
level redundancy patterns, hardware choices, and so on.
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4 Design Decisions, Styles, and Patterns

This chapter describes the initial design decisions and the results, styles, and patterns that we used to
make this architecture. Using well-understood and accepted patterns facilitates engineering and devel-
opment and contributes to the RAI principles of responsibility, traceability, and reliability.

4.1 Conduct Governor and Conduct Dissemination

As described in Section 2.3, the decisions and actions that LAWS makes and performs must adhere to
the ethics chosen during deployment and operation. This includes, but is not limited to, fire control
and movement.

Independent of the actual ethical model or rules chosen, the system must have a way to ingest, store,
and reason over a set of formal rules of conduct. This reference architecture assumes no specific ethics
but makes provisions for the configuration of a set of conduct rules that resides in a component called
the conduct disseminator (CD), which is accessible to all other components (we outline the functions
of the CD in Section 5.7). This accessibility implies the existence of a complete and unambiguous set
of rules from which to create a formalism or technical specification that can be used by the system.

A centralized authority on the rules of conduct is necessary but not sufficient because we must also
determine how each runtime component that makes up the system interprets and translates each part of
the conduct rules. In current systems, there are many components in the perception and targeting chain
for dealing with different aspects of sensing. Each of these components requires different details to
control their behaviors. This proposed architecture covers these needs in a variety of ways. For exam-
ple, the CD component covers ingestion, storage, decompositions, and dissemination. The decomposi-
tion functionality converts the higher-level rules of conduct into the specific configuration values
needed by each component as described in this reference architecture. The mapping of conduct rules
to components will probably not be trivial because one rule (as we explained in the example in Section
2.3.1) will most likely require the configuration of different validators, checkers, and models in con-
cert. This system of ingestion, decomposition, and dissemination provides strong support for the RAI
principles of traceability, reliability, and governability.

4.2 Situational Awareness Blackboard (SAB)

Decision-making performed by the LAWS in a complex combat environment relies on balancing
many situational factors that operators and others may need to track over time. At the center of the de-
cision-making process is a data store called the situational awareness blackboard (SAB), which con-
tains all the data and metadata needed for each component to perform its decision-making. A central-
ized blackboard strongly supports the RAI principle of traceability because it illustrates how
requirements manifest during runtime.

We designed our architecture to function as a blackboard system because the blackboard pattern de-
scribes a useful organizational structure for reasoning about how the system makes decisions [Nii
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1986]. This component stores a variety of information from basic data such as imagery to any
knowledge gleaned from this data that another reasoning component might need, such as bounding
boxes, image segmentations, key points, motion tracks, entity identification, and more. While we
don’t require following the blackboard pattern in terms of the specific subcomponents, whatever is im-
plemented to store and improve the data must address the same set of problems that the blackboard
pattern addresses.

Although the system can pass this sort of data from component to component, having a central storage
location is a key design characteristic that supports the patterns of ongoing data enrichment, system
extensibility, increased monitoring, and inspection by operators for their situational awareness and
their ability to understand the state of the LAWS.

The SAB and the CD are needed by all other components in the system and are usually referred to-
gether as the SAB&CD. We outline these components in the following section as well as Section 5.7.

4.3 Conduct Governor Wrapper Pattern

The facts that ML-enabled systems are data intensive (during training and deployment) and return
probabilistic outcomes represent two key challenges when incorporating ML. Sensors require extra
data engineering and processing to clean and prepare data in input, while the probabilistic outputs re-
quire some engineering processing logic to interpret the predictions against possible courses of action.
To mitigate challenges with input data and output confidences scores, we recommend a design pattern
that surrounds the ML component with functionality that validates all inputs and outputs with the vali-
dation results provided to other components to provide better context for their decision-making.
Lastly, due to the critical nature of LAWS and the nature of ethical decision-making, we also recom-
mend constraining the output of each ML component. Figure 1: Governor Wrapper Pattern illus-
trates this design pattern, commonly referred to as a “wrapper” pattern.

May be an ML Component (these do NOT all have to be implemented as ML)
« Validate all inputs (Equitable, Reliable) — Add metadata

» Constrain all outputs (Governable) — Add metadata

* Log all decisions and outputs (Traceable, Observable) — Remove options

Conduct N
\, Disseminator -

Conduct Governor

+ Checker HI]—>+ Constraints I_JIJ—-: Msg Adapter !

Figure 1:  Governor Wrapper Pattern

Each conduct governor component interfaces with the CD, a component that occurs alongside the
SAB. The CD contains all the RoE and LoW and knows how to apply them, as needed, to the specific
component. For example, if an RoE specifies that certain structures are protected entities, then the CD
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may communicate that a particular object detector class result should be marked as an invalid target.
Or if these sorts of targets are hard to identify, it may increase the confidence score that the system
needs before it is cleared to take an action on these types of objects. The governor component applies
the rules and settings, as appropriate, to the validators, checkers, and constraints specific to those com-
ponent types. This process provides strong support for the RAI principle of governability.

This reference architecture does not specify a particular invocation pattern (see Section 4.4 below).
However, the Msg Adapter shown in Figure 1: Governor Wrapper Pattern provides an example of
how the pattern could be introduced into an event-based system such as a robotic operating system
(ROS).

4.4 Interaction Styles

This reference architecture does not specify a particular interaction style such as call-return or an
event bus. We have intentionally left this specification out because we want to promote portability as
much as possible, and the tradeoffs between various styles are highly dependent on the hardware ar-
chitecture. Event-based architectures, while promoting extensibility and performance, lead to a highly
decoupled system in which messages can be lost, and they can also inhibit direct component binding
[Timperley 2022]. Direct call-return systems, with their higher coupling, increase direct responsive-
ness but may inhibit performance. However, direct call-return systems promote stronger guarantees
that the system reflects events in real time compared with queued or event-driven systems.

4.5 Hardware, Processes, and Threads

This reference architecture does not specify any hardware, process model, or threading strategy. As
mentioned in the discussion of the performance quality attribute (Section 3.8), deciding which hard-
ware, processes, and threads to use depends on the mission constraints, and such considerations are
beyond the scope of this document. The corresponding structure of the realized architecture will need
to reflect those constraints, which we expect will also drive decisions regarding model architecture,
model tuning and pruning approaches, and scheduling.

There are significant research and development efforts around the topic of hardware—software co-syn-
thesis. This research might be helpful in making hardware decisions. Component decomposition based
on technology is not available at the time of the writing. Consequently, we do our best to not limit the
types of hardware, processes, and threading models that engineers might decide to use to build the
system.

4.6 Data Annotating Versus Modifying (Checking Versus Constraining)

When realizing an architecture guided by this reference architecture, the architect will need to choose
a balance between adding annotations to the data and modifying the data in flight. For example, if ar-
chitects determine that input data does not lie within a particular gamut, they must decide between
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simply annotating that detail when storing and communicating the data or adjusting the gamut once
and storing it with the change applied.

4.6.1 Modification

Modification refers to the decision, after the system notes certain conditions during processing, to
make changes to the data or even to omit the data from being passed downstream. For example, if a
sensor validator determines that the input instances do not meet a minimum light threshold, then these
instances may be rejected from the stream and not passed on. Of course, all anomalies should be noted
and logged for later use.

Modification offers increased performance because the data requires no further processing or storage.
Therefore, modification can reduce memory usage, communication usage, and CPU usage. In tradi-
tional software systems, modification is generally the preferred approach for increasing performance
as opposed to annotation. However, because ML-based systems contain many more complexities and
nuances than traditional software systems, modification may not be the best approach. The reason is
that discarding or modifying data in an ML system might result in a process where properties in the
original data are no longer available for other components. These losses eliminate the opportunity for
later components to use information from previous sources (historical data, other modalities, etc.) to
augment the data as they process it. However, in a case where data is removed, it may be useful to add
an annotation or marker about that removal to enable other reasoning that might otherwise not occur
because it would have required the removed data.

4.6.2 Annotation

Annotation refers to adding metadata to the data stream based on any conditions the system notes dur-
ing data processing—such as during validation, application of the ML model, or output checking. We
do not specify how the system should add these metadata, except that the system should make all an-
notations available to all downstream components.

Adding annotations may significantly increase system demands depending on the type of annotation.
However, annotating the data instead of modifying it allows components to later make creative use of
the data. Or when used in a complex calculation (such as ethical decision-making), any ambiguity or
lack of confidence in the source data may result in a critical deciding factor. For example, object-
tracking systems use a sequence of identifications of the same object across multiple frames to create
object tracks. Multiple low-confidence identifications, which otherwise may have been discarded, may
be combined to provide a higher confidence identification when aggregated. Alternately, if a misclas-
sification occurs due to an adversarial attack (identified due to multiple classifiers voting), retaining
the original data is still useful to the other classifiers in the voting set and may be used to identify a
security monitor of the attack.
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4.6.3 Final Determination

The question of whether to modify or annotate data directly impacts performance and capability. In
practice, we expect systems to combine modification and annotation at varying degrees throughout the
system to meet performance requirements and to allow for more complex reasoning. For example,
sometimes data might be simply annotated when a validation is suspicious, or it might be entirely re-
jected when the data exceeds more extreme tolerances. The data might be annotated with a confidence
level when it occurs above a certain threshold, but it might be entirely discarded when it occurs below
the threshold.

Ultimately, this discussion highlights the importance of fully specifying the performance and func-
tional requirements of a system (e.g., via a system requirement specification) and how different condi-
tions should be handled. For example, developers need to decide how the system would handle a clas-
sification error due to sensor obfuscation differently than an error resulting from an adversarial attack.
Because such decisions can have a tremendous impact on the capability and performance of the sys-
tem, it is important that they are informed by well-executed, systems-engineering processes like those
conducted in system safety assessments such as fault trees, failure mode, effects, and criticality analy-
sis as well as system responses to short- and long-term failures and security analyses.
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5 Architecture Description with Component Views

The following architecture description covers a variety of abstract systems and component relation-
ships to identify the key decomposition decisions that support the requirements and quality attributes
described above.

As mentioned in Section 4, we do not identify specific interfaces, formats, or interaction patterns in
this reference architecture. Rather, we focus on the runtime organization and decomposition of human
integration, perception and response, and navigation systems and their interactions.

In the following sections, we offer component views of the system. Each diagram uses the symbology
outlined in Figure 2.

Non-ML component

When “stacked” this indicates that there may be 0 or many

Sub-system possible with ML

Control or external integration point

S Data storage (no data creation or business logic)

May be an ML component

Information flow

—_ I— Information flow label

---------- » Information and common control flow

Figure 2: Legend

The symbol labeled “may be an ML component” embodies the wrapper pattern as described in Section
4.2 and may or may not contain ML components with associated traditional logic. It is unclear at this
time which of these systems will consist of predominantly traditional algorithms, symbolic Al, ML, or
ensembles of all three. We expect that combinations may vary depending on the available hardware
resources, system requirements, and project schedule and cost.

Figure 3 shows the highest level of organization of the major component types. This decomposition is
highly influenced by our need to reason about the decision-making chain for LAWS. The SAB&CD
play a central role in the system and support all other decision-making. We also group the entirety of
the PTR chain into one subsystem to emphasize the organization of those components and how they
promote the conduct governor pattern and interact with it. Contrariwise, from a conceptual
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perspective, navigation and localization is a well-understood area with autonomous systems develop-
ment and is therefore allocated into one subsystem. The sections that follow explain each subsystem in
detail.

T N
Sensing [ sensor Navigation and
| | npucs | Localization

Situational Awareness: Mission Goals,
. - W 3 —
Sensor Blackbo_ard apd Conduct: P s
i Objects, Tracks Disseminator
—| Entities, Behaviors, f[—— (SAB&CD)
Scenes, Targets Navigation

and Movement
Control

Perception,

Response (PTR)

SA, Operator
Configuration and
Feedback

Operator Targeting gl
& Approval HSl and Comms Override
L Health and Support W

i

Figure 3: High-Level System View

5.1 Actuation

This area covers the set of hardware interaction points for engaging movement systems, sensor point-
ing, weapon systems pointing, firing, and all safety interlocks.

Sensor Weapon Movement

Actuator Actuator Control

Sensor Weapon Movement
Safety? Safety Safety

Figure 4: Actuation
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For the purposes of this reference architecture, the components outlined in Figure 4 represent the ex-
isting, well-understood concepts of hardware actuation, and they serve to communicate how the ML
components interact with the hardware.

As part of general safety and automation practices, each actuator is accompanied by safety controls to
prevent harm and other unintended effects. Safety engineering practices offer significant insight into
such safety controls, but discussion of these practices is beyond the scope of this document. We ex-
pect that safety components will include a wide variety of internal and external sensors such as motion
limiters and collision detectors.

However, we also expect that additional requirements will be developed over time to increase user
trust and that these will manifest in additional safety controls such as proper squad-level weapon han-
dling. We don’t expect such controls to directly result from the impacts of ML or the use of Al. Ra-
ther, they are likely to evolve to address the additional mission requirements that Al and ML will al-
low.

The flight limiters provided by aircraft systems are a good example of how developers can include ro-
bust safety in a system from architectural and design perspectives. These safety controls work when
an autopilot (or a reinforcement learning system) generates commands to the flight control system.
These commands go into the flight limiter system to ensure that the autopilot does not violate safety
practices such as flying the aircraft into the ground, flying at too steep an angle of attack, or exceeding
g-force limits [Bowers 2023].

5.2 HSI and Communications

LAWS often operate in complex, contested environments and require significant operator interaction.
In addition, LAWS should provide feedback and direction to external users and potentially targets.
Figure 5 outlines the components needed to deliver on these requirements.

Momination & Targeting UI ( Displays )
Response Ul
( Audio /O )
Mavigation UI
Mission & Conduct Ul ( Indicator Lights )
Configuration Ul
( AF Communications )
Health & Monitoring Ul

Figure 5: HSI and Communications
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Like other hardware interaction points, this reference architecture does not introduce any approaches
or new characteristics to these components. Their purpose in the diagram is to provide clarity about
how ML components interact with the hardware.

5.3 Health and Support

The health and support components include items that perform general platform health monitoring for
elements such as power, temperature, hardware diagnostics, and supporting tools that record telemetry
and other logs including “black-box-type” functionality. For high-level functionality, we do not expect
this monitoring to be different from existing complex systems. Any implementation will need to ac-
count for a significantly larger volume of telemetry and logging information for all the additional sen-
sors, validators, checkers, ML algorithms, decision-making components, hardware, and power.

5.4 Navigation and Localization

The set of components outlined in Figure 6 covers the goal planning, route planning, trajectory plan-
ning, and other platform mobility requirements. This structure represents an amalgam of existing au-
tonomy implementations but does not comprise a specific implementation. It demonstrates greater use
of ML than we normally see in existing implementations for achieving autonomy.

The general purpose of this set of components is to translate mission goals and limits into robotic
movements. The components achieve such movements through successive refinements of higher goals
down to routes, waypoints, trajectories, and finally into actuator motion.
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Figure 6: Navigation and Localization

5.4.1 Behavioral Planner

The behavior planner consumes course-grained waypoint information and computes the finer grained
movements to achieve the next individual waypoint. This process produces a trajectory.

5.4.2 Map Manager

The map manager is responsible for configuring a geospatial global map including landmarks and
other reference features. The local map portions result from what the navigation systems determine
about the local terrain from various sensors. This data is separate from the SAB&CD due to represen-
tation, access needs, and different types of data. While the SAB&CD may include some types of ob-
stacles, they usually reflect a PTR perspective rather than a navigational perspective.

5.4.3 Movement, Goal, and Mission Planner

This component is responsible for the highest-level navigation planning. It considers rough mission
goals (e.g., survey an area, protect an area, perform search) together with the current map and conduct
constraints (from the conduct disseminator) to identify goal locations. Commonly, this component is
implemented as a behavioral tree. but its development remains an active area of ML research.
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5.4.4 Obstacle Detection

Obstacle detection for navigation might leverage the perception components that are part of the PTR
chain, but the goals of object detection for navigation may be different than those of PTR. We explic-
itly call it out here because of the possible variations and the need to directly couple object detection
with mapping outputs.

5.4.5 Route Planner

The route planner computes coarse-grained route waypoints to meet the navigation goals produced by
the mission planner. As with the goal planner, route waypoints must adhere to the conduct constraints
that prevent waypoints from violating movement limits such as traversing a protected area.

5.4.6 Trajectory Planner

The trajectory planner consumes trajectory information and computes the appropriate control systems
changes to achieve the trajectory. The process must take into account the physical conditions, environ-
ment, and so on.

5.5 Perception, Targeting, and Response (PTR) Chain

The grouping of components in Figure 7 includes basic object detection, path tracking and prediction,
entity recognition, target nomination, determination of the appropriate course of action, and engage-
ment of any effects.
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Figure 7: Perception, Targeting, and Response (PTR) Chain

This decomposition is intended to evoke a variety of different functions to progress from input in-
stances (e.g., imagery) to an understanding of the environment (e.g., scene) for use in targeting and
other decision-making. We created this decomposition to examine many of the different challenges
that ML tries to address. Developers might choose to merge some of the capabilities provided by a set
of components in this into a single component in particular implementations. For example, some of
the initial object detectors such as Region-based Convolutional Neural Network (R-CNN) consisted of
two parts: a region proposer and a classifier. In later detectors, such as Single Shot Detector (SSD) and
You Only Look Once (YOLO), these two tasks were combined into one model. In the future, we ex-
pect that many of these steps may occur together or in a different order than we show. For now, we
hope that this decomposition helps people understand the challenges posed by perception and target-
ing and how we might address them in a reasoned way.
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Table 3 provides more information about these components and their function.

Table 3:  Quality Attributes, Component Multiplicity, and Interaction Style for PTR Chain

Quality Attributes Im-
pacted

This higher level of decomposition provides for testability, modularity, and transpar-
ency by providing clear separation between ML challenges and by placing

clearly distinct outputs into the SAB. Inputs and outputs should follow specified for-
mats, and they can be inspected for TEVV through the perception and targeting pro-
cess. If components are combined as explained above, they are still encouraged to
provide the appropriate outputs that would occur between the components to the
SAB. This decomposition may inhibit performance due to the number of “steps” that
occur in the pipeline.

The API of the CD reflects the modules in the PTR chain and must be adjusted if a
different decomposition is chosen. Any changes to composition will affect the vari-

ous validators, checkers, and constrainers in the system, in addition to the outputs

and formats stored in the SAB. These changes may inhibit transparency and testa-
bility if intermediate decisions or steps are removed.

Component Multiplicity

Each of the components can consist of more than one technique or approach. For
example, object detection or path tracking might make use of multiple approaches to
provide more than one output. Implementations are not limited to one configuration,
and, in fact, many are required.

Interaction Style

As mentioned elsewhere, we do not specify a particular interaction style such as
call-return or the use of an event bus. What is important to note is the rough flow of
information from component to component, but also that all the information is acces-
sible via the SAB and can be used by any component in a way that promotes ob-
servability and transparency.

5.5.1 Object Detector

This component performs initial object detection with the input stream. Object detection can result in

rectangular bounding boxes, rotated bounding boxes, regions, segmentation maps, key points, and

more. The primary output of this component is to provide the basic object identification and classifica-

tion.

This component may also produce initial scene-oriented information such as the following:

o  Inputs: Inputs include preprocessed data ready for perception, target identification, and action.

All input instance frames should be preprocessed to meet input standards.

e Outputs: Outputs include object identification data such as boxes (axis-aligned or rotated), re-

gions, segmentation maps, key points, features, and so on. They also include classification ob-
jects with confidence scores and metadata annotations from any validators and checkers.

e Multiplicity: The component might use one or more detectors to provide multiple (but aligned)

output data with varying levels of confidence.

e  Validations: The component includes checks to make sure input data meets data standards.

e Checking: Checks include calibration error detectors such as General Calibration Error (GCE)

and others.
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o  Constraints: Constraints include limits on types of detections in a scene. For example, should
validators indicate that the data is of poor quality (because of water drops, lighting, etc.), then the
system may remove portions of the data to promote performance.

. Examples: Examples of detectors include R-CNN, YOLO, EfficientDet, DETR-based models,
Segment Anything, Mask R-CNN, CondlInst-based, SOLO-based, Mask2Former-based, region-
based, and edge-based, among others.

5.5.2 Path Tracker

This component provides semantics for objects that the system is tracking across multiple instance
frames to provide continuity of detection. It uses the current estimated position to identify a path based
on a predicted path location. Methods for producing these results might differ in the dynamics models
(i.e., they make different assumptions about motion).

This component produces the following information:

o Inputs: Inputs include detected objects in the current frame and tracking of previous objects.
e Outputs: The component matches objects in the current frame to previous frames or predictions
of objects in future frames.

. Examples: Examples of trackers include Track RCNN, MOTSNet, PointTrack, and Track-
Former, among others.

5.5.3 Entity Registrar

While the path tracker identifies paths based on locations of objects and predicts their previous or sub-
sequent positions, it does not actually consider whether the object looks like an object in a previous
frame. This component extracts features from particular objects to create the concept of an “entity” to
augment tracking and to ensure that the object the system is tracking is the same from frame to frame.
This task is particularly important in complex environments where the paths of objects cross and one
occludes the other. The features used in entity registration ensure accuracy of the tracking.

The process of registration is essentially as follows:

o  Extract features from the objects in the current image.

o  Use some similarity metric to compare the features between current objects and previously regis-
tered objects.

o  Ifthe similarity is “close enough,” then the system matches the current object and the registered
object. (Components might calculate “close enough” statistically or by using some threshold, or
they might also use a time metric.)

e  Optionally, the system registers new objects or deregisters old objects.

Some of the feature detection capabilities may be available from the object detector for performance
reasons, so there is some potential for increased coupling between these two implementations.
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Generating features for all detected objects might inhibit the system’s performance. However, since
we are not interested in tracking every object, especially as some objects don’t move, it might be un-
necessary to generate features for all objects.

This component produces the following information:

o Inputs: Inputs include object detections and previous entity identification information.

e Outputs: The component creates new and updated entity features and identifications.

5.5.4  Activity Recognizer

This component can use the motion of the object (including orientation) to determine properties about
it. For example, it can use key points from successive frames to determine behavior of individuals
such as aggression or surrender. Understanding behavior is critical for a fully featured ethical gover-
nor to recognize situations such as “threatened with deadly force” and “otherwise demonstrates an in-
tent to imminently attack.” Because of the complex nature of behavior, this component will most
likely rely on more than just a single ML model, or it might not function through a model at all. An
expert system might be more appropriate for this component. Regardless, this component will produce
predictions about objects in similar ways to other ML components.

« Inputs: Inputs include object detections, object paths, and object features.
e Outputs: The component identifies behaviors.

o  Examples: Examples of activity recognizers include PytorchVideo, MMAction, OpenPose,
HRNet, and AlphaPose, among others.

5.5.5 Scene Understanding

Often, it is not enough to acquire the properties of a single object to make decisions about how to cate-
gorize it or to respond to it. Therefore, its relationship to other objects becomes crucial to make such
determinations. This component makes determinations about the object within the context of the scene
and its relationship to other objects. For example, the component can determine whether an object is
adjacent to other objects of a similar class. Alternatively, it can determine if an object is directing ac-
tivity toward another object, whether it is responding to activity from an object, or whether it is show-
ing aggression toward a protected entity.

5.5.6 Target Nominator

Joint Publication JP 3-60, “Joint Targeting,” defines a target as “An entity or object that performs a
function for the adversary considered for possible engagement or other action” [JP 3-60]. The target
nominator component is responsible for evaluating objects as targets to engage based on this defini-
tion. The component makes the determination of whether to engage based on all available data, in-
cluding the following: class, path, activity, behavior, situation in the scene, mission goals, targeting
priorities, and ethical constraints.

SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 26
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



In current weapons systems, this capability functions through the use of symbolic logic, and it might
be considered an expert system. Currently, there are no known publicly available ML models that de-
liver this capability, and such a capability may not be a good candidate to develop using ML.

5.5.7 Responder

The responder elicits actions by the autonomous system based on nominated targets, the CD, and other
situational data from the SAB. The responder generates a set of potential responses for all nominated
targets, filters any restricted responses from the potential responses (based on the configuration from
the CD), prioritizes targets based on the environment and goals, and executes the resulting action.

Some of the component’s response generation may require operator approval. Requesting operator ap-
proval works through the HSI and communications subsystem, and it may incur delays that may inval-
idate some responses. Such delays might prompt the responder to constantly reevaluate response op-
tions until it receives the operator feedback or until it can choose a different response.

This component consolidates the autonomous response determination. We expect that, in these deci-
sion-making situations, there may be conflicting goals that the system must balance. The fact that
there may be conflicting goals does not mean that other parts of the system can prevent action based
on safety controls (e.g., weapons safety, collision avoidance), but the decision to engage a target must
account for all variables in a consistent, auditable, and governable way.

5.5.8 Battle Damage Assessment (BDA)

This component combines historical data with up-to-date sensing and the intended effects to produce a
BDA assessment. BDA is currently a hard problem for autonomy. For physical targets, projects such
as XView 2 offer a better understanding of the challenges, even though that project is focused on
overhead imagery [xView2 2025]. For human targets, little to no guidance is publicly available on
quick assessment of target neutralization. We expect this area to be particularly challenging for some
time.

5.6 Sensing

The group of components outlined in Figure 8 covers the sensors used for PTR and may also include
those used for navigation or localization. Many different sensor configurations are available, with
many variations of sensors, validators, filters, data-fusion components, and other processing tools. For
example, architects might choose to implement a stereo camera with range finding as one unified de-
vice from a vendor or as a collection of independent components.

While capabilities for sensing are constantly evolving, many of the challenges are relatively well un-
derstood, and therefore the construction and investigation of these sensor pipelines are not the focus of
this architecture. We assume that the system has properly processed any outputs from the sensing
components for ingestion by the PTR chain.
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The sensing group can have any number of sensors and sensor pipelines that feed into different parts
of the PTR chain.

Sensing Complex Sensor Network
- Audio (microphone)
- Depth Camera(s)

- GPS Sensor O Sensor.. N
- IMU

- Infrared Camera(s)
- Lidar

- Ladar = -
- Panchromatic Camera(s) Validator (ML?) Validator (ML?)
- Visual Spectrum (RGB) Camera(s) T T
- Radar (active or passive)
- Sonar (active or passive)

Processing (ML?) Processing (ML?)

Fusion (ML)

Final Processing (ML?)

Collision
Sensors

_ This indicates one or more
I of these components.
Figure 8: Sensing Components

5.6.1 Sensor

This component represents the hardware interface to the actual sensor. They include any sort of sensor
such as cameras (including visual spectrum, infrared, and panchromatic), radar, lidar, ladar, sonar,
IMU, GPS, audio, and so on.

5.6.2 Validator

It is common for systems to use a post-sensor validator that can detect issues such as water droplets,
lens flare, or even hardware-based diagnostics such as out-of-bounds voltage. These validators may
use traditional methods such as OpenCV. Each validator should augment the data stream with its find-
ings.
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5.6.3 Processing

After sensor validation, it might be appropriate to filter or transform the input stream before perform-
ing any further fusion or post-processing. This transformation may consist of a simple format or object
conversion such as tfrecords, RGGB to RGB, HDFS5, recordlO, numpy, pandas DataFrames, Spark
DataFrames, and so on. Or it might include other augmentation such as whitening, centering, stand-
ardization, cropping, resizing, and change of precision, among others.

5.6.4 Fusion

After the system prepares the collection of related sensor data, it should unify it into one format or in-
stance that the downstream components can interpret. This process may involve image alignment as
well as augmentation. For example, a stereo camera can provide a single image with an attached depth
map.

5.6.5 Final Processing

After the system fuses the images, it needs to prepare them to hand off to the PTR chain. These pro-
cessing tasks are similar in nature to the processing we discussed earlier, but the results should be per-
ception-ready data.

5.7 Situational Awareness Blackboard and Conduct Disseminator
(SAB&CD)

The cluster in Figure 9 contains the situational awareness blackboard and conduct disseminator
(SAB&CD), which comprises the central location that informs the system’s current understanding of
the world, mission goals, and rules of conduct. The SAB contains all the current state information
about the surrounding environment including objects, tracking data, entities, activities, and behavior.
It also contains any current mission goals as directed by the operator or external commander. The only
information about the current state that is contained elsewhere is the terrain and mapping information
used by navigation.

The CD contains the current set of ethical constraints that the system must apply when making deci-
sions about how to interpret and interact with the world. The SAB and the CD, although loosely cou-
pled, appear together because any component that needs to access one will also need access to the

other.
| Detection DB | | Tracks DB |
Conduct Disseminator
Mission Goals | Entity DB | | Activity DB | Rok, SRoE, LW,
STRA, LTM
| Scena DB |
Figure 9: Situational Awareness Blackboard and Conduct Disseminator
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5.71 Situational Awareness Blackboard (SAB)

The SAB functions as a blackboard [Nii 1986], but it doesn’t necessarily need to be implemented as
one. However, the SAB should contain both data stores (labeled DB for databases) and logic to make
sense of this data (i.e., relating, organizing, and curating) and to facilitate the interaction of other mod-
ules in the PTR chain.

There are four databases listed in Figure 9, but this structure is not required, and implementations may
use different organizations. All data and metadata generated from the various components should be
stored here.

5.7.2 Conduct Disseminator (CD)

This component stores the rules of conduct and ethical constraints and guidelines provided to the sys-
tem, and it decomposes them into specific ML configuration settings needed by individual conduct
governor components such as the following:

e  class weights and biases

o  confidence thresholds

o  calibration error thresholds

e component input weights

e  continuous time in view during tracking

e  minimum separation distance between adjacent entities during scene understanding

e  response priorities

The logic in this component may be complex and is directly tied to the other components it must sup-

port. For example, if the PTR chain uses a model in which object detection and tracking are combined
instead of implemented as separate components, then the configuration may need to change.
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6 Variations and Alternatives

The goal of any reference architecture is to demonstrate how different patterns and tactics work to-
gether to enable a certain set of properties in a particular domain. In this instance, the architecture
must demonstrate its support of LAWS.

In this case, when we talk about variations, we don’t mean varying how a component is implemented,
but how the overall organization of the components and how the responsibilities may be partitioned
differently. At this time, we are primarily interested in how the components of the PTR chain may
change and how such changes affect the task of conduct assurance. We expect that ML components
will take on additional functionality over time and some capabilities might merge, like when two-stage
object detectors evolved into single-stage object detectors.

To this end, we provide an example in the following sections of how motion tracking and object regis-
tration may be combined.

6.1 Combining Motion Tracking and Entity Registration

As shown in Figure 10, any autonomous system decomposes the tasks of detection, tracking, and reg-
istration to promote efficiency, modularity, and ease of implementation, but upcoming models will
combine these capabilities. Some examples include Track RCNN, MOTSNet, PointTrack, and Track-
Former [Shuai 2020, Porzi 2020, Xu 2020, Meinhardt 2022].

Combining detection and tracking simplifies the registration problem because the system can deter-
mine that tracked objects in subsequent frames are the same object. However, this functionality does
not provide the ability to recall objects that have left the frame, so additional registration or entity his-
tory capabilities might be necessary to track objects that leave the frame and then return.

Also note that while these methods perform object detection or instance segmentation, they often do
not identify the class of the objects they track. They only identify a unique ID for each tracked object.
Development teams might need to develop additional functionality to also predict class information.
The system can perform this activity in parallel, enabling some other performance options.

Object
Detector/Tracker

Object Detector

“Boxes”

Object Siz‘e//Peétions

Estimated Pa

Motion Tracker
"Paths”

Behavior
Reasoner

Entity Registrar

Entity
Tracker (DB)

Entity
Tracker (DB)

Figure 10: Example of Combining Detection and Tracking
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7 Related Works

This section explains how this reference architecture relates to other reference architectures used in
industry and how the concepts in this reference architecture can be added to others. Currently, we
have only assessed it with regard to UMAA.

7.1 UMAA

The decomposition of components provided by the Underwater Maritime Autonomy Architecture
(UMAA) is like those of many autonomous systems. Figure 11 shows the high-level functions and
how they are allocated in the UMAA reference architecture [UMAA 2019].

When mapping our reference architecture to UMAA, the key additions in the PTR chain and the CD
will introduce additional components in the mission management, sensor and effector management,
and situational awareness groups. These groups are marked with a star in Figure 11: UMAA High-
Level Functions following sections, we address how developers might allocate the PTR across the ex-
isting architecture, but that allocation raises a variety of questions about coupling and performance, so
it might be necessary to revise the UMAA architecture to accommodate the extended ML functional-

ity.
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Figure 11: UMAA High-Level Functions

711 Sensor and Effector Management

Most PTR components will reside in this grouping including the object detector, path tracker, entity
registrar, activity recognizer, scene understanding, target nominator, and action responder. Due to per-
formance needs and the benefits of increased coupling, it may be more useful to place the SAB in this

group.

71.2 Situational Awareness

Based on the description of this component, the SAB might reside here. However, for performance
reasons (depending on the autonomy bus implementation), it may make sense for developers to embed
the SAB in the sensor and effector group. Developers should perform a thorough evaluation of the
performance demands of the ML components that interact with the SAB before deciding where to
place the SAB.
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713 Mission Management

Under the existing UMAA description, one would expect the CD to reside in this group because it is a
mission-centric piece. Again, performance might be promoted by placing it elsewhere.
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Appendix A: Testing the Conduct Governance of LAWS Using a
ROS-Based System Proxy

This appendix contains the results of a study the SEI performed to evaluate the reference architecture
described in the previous sections of this document. It discusses the insights we gained through the
study as well as the practical challenges and tradeoffs involved in implementing the reference archi-
tecture. Finally, the appendix offers recommendations for future research and development of autono-
mous systems that align with the DoD’s ethical principles for artificial intelligence (Al).

Study Introduction

Integrating machine learning (ML) components and pipelines into lethal autonomous weapon systems
(LAWS) is still a nascent discipline. Almost all guidance and recommendations on proper engineering
for such systems is theoretical and vague. For the Calibrated Trust Measurement and Evaluation
(CaTE) pilot, we wanted to ensure that our recommendations or guidance were actionable and readily
applicable for the testing, evaluation, validation, and verification (TEVV) community. In this spirit,
members of the CaTE project team worked to instantiate the program’s proposed reference architec-
ture.

Over six months, the CaTE program adapted a simple Robot Operating System (ROS)-based robotics
system to represent, as closely as possible, the architecture described by the reference architecture for
assuring ethical conduct (RAAEC) in LAWS that we outline in this document. Following guidance
from the RAAEC, we developed and integrated components of LAWS—primarily a perception, tar-
geting, and response chain—into an existing ROS-based mobile platform. To understand the influence
of Al on the system, we included several ML models to perform detection, classification, and tracking
tasks.

Through six months of iterative development and testing, this research demonstrated that the RAAEC
provides a structured yet flexible framework for enforcing conduct governance in autonomous sys-
tems. Key findings suggest that RAAEC-mandated components contribute significantly to system
transparency, observability, and testability, while implementation flexibility allows for adaptation to
different operational contexts. Further work is needed to refine human—system interaction (HSI), ex-
pand considerations for the user interface, formally evaluate quality metrics, and investigate the sys-
tem across a full lifecycle.

Test System Details

The proxy system we adapted for this project is a Clearpath Robotics TurtleBot 4 (TB4), which is a
commercial, off-the-shelf robotics platform designed as an open source, research-ready system. It fea-
tures a mobile base, 2D lidar, and a depth camera. It utilizes the Robot Operating System 2 (ROS2)
and includes a Raspberry Pi 4 as its onboard hardware controller. The manufacturer’s system code
provides basic functionality and APIs to extend the system’s capabilities with custom code.
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To extend the TB4’s functionality to support the CaTE pilot’s research, we developed an autonomy
architecture with a central controller and multiple supporting subsystems, some of which contain ML
models. We implemented this approach as a collection of ROS nodes to enable modular development
and flexibility in testing and for integrating additional capabilities, such as automated threat recogni-
tion (ATR). The autonomy architecture distributes functionality between the TB4’s onboard Rasp-
berry Pi and an external laptop connected to the system via wireless communications. The entire ATR
subsystem is hosted entirely on the external laptop, and it leverages the laptop’s computational re-
sources for image processing and model execution. Overall, the architecture provided a valuable plat-
form for evaluating and testing governance and control mechanisms for LAWS.

Test System Design

This project followed the RAAEC document to develop a system on the TB4 platform that could
demonstrate the viability of the reference architecture. The project focused on connecting key ele-
ments of the reference architecture, like the conduct disseminator (CD), situational awareness black-
board (SAB), and conduct governor wrapper pattern.

The RAAEC outlines several possible ML models a system might include, but our implementation
followed the architecture shown in Figure 12. For the TB4 system, the team implemented a perception
chain of detector, classifier, and tracker. We consolidated the elements for scene understanding, target
nomination, and response selection into one responder logic tree.

TurtleBot 4 External Computer
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Figure 12: Simplified System Architecture

A scanner element monitored the camera’s image stream for features that would trigger the CD to pass
new configurations to all the models. Each model wrote data to a central database in the SAB, and a
dedicated node read these databases to consolidate data and provide it to the responder. Depending on
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the conditions, the responder either informed the user of its actions or requested their permission to
perform an action.

The RAAEC outlines several design decisions that system architects will face when developing
LAWS and outlines styles and patterns in support of those decisions. In some cases, the reference ar-
chitecture requires the implementation to follow certain attributes, like including a CD, SAB, and the
conduct governor wrapper pattern. With some system features—even with respect to required attrib-
utes—the RAAEC acknowledges that system architects have latitude for how to implement them in
their specific system and mission context. The following sections detail how we made such decisions
for the TB4 system, what styles and patterns we implemented, and the lessons we learned in this pro-
cess.

Defining Conduct for the Conduct Governor and Conduct Dissemination

The RAAEC is predicated on the existence of a set of ethical values for the system to adhere to. It as-
sumes that the ethical values are sourced from relevant sections of pre-existing, natural language
sources, like formal rules of engagement (RoE) or codified laws of war (LoW). The RAAEC acknowl-
edges that identifying possible or optimal sets of ethical values is an open challenge that is outside its
scope.

Provided a set of ethical values, the RAAEC requires translating the natural language into formally
expressed requirements. Although the RAAEC also acknowledges that detailing such efforts falls out-
side its scope, development teams can consult work by Arkin for an example of how they might per-
form the work. Two important reports include Governing Ethical Behavior: Embedding Ethics in a
Hybrid Deliberative/Reactive Robot Architecture and An Ethical Governor for Constraining Lethal
Action in an Autonomous System [Arkin 2007, 2009].

The CD component of the RAAEC acts as the central authority for these ethical values at runtime. The
CD has two critical jobs, which are as follows:

«  Given a set of conduct rules and a specific situation, it must understand what configurations to
apply to the system.

e It must maintain awareness of the system’s situation during execution and ensure that the appro-
priate configurations are applied correctly across all components.

Given that the process of sourcing and translating ethical values is still uncertain and undefined, de-
velopment of the TB4 system began with the creation of a mission definition document. This docu-
ment provided context for the experiment, and it included details on the operational environment and
the ethical values it should exhibit. The mission definition described a set of system behaviors in reac-
tion to a target and how those behaviors would depend on factors like the target’s label and confi-
dence, the proximity between targets, and what location (or zone) the system and target are in.

Using the mission definition document, we generated a total of 58 system-level requirements, 28 of
which expressed some formalization of an ethical value. The mission definition described several
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scenarios and how we expected the system to act in each one. These expectations became system re-
quirements.

One mission scenario that we developed read as follows:

The participant sends the system into the combat zone. The system enters the zone. The system
scans the zone and identifies Target C first. System requests permission to engage Target C. Par-
ticipant approves this request and the system engages and eliminates the target. The system pro-
duces a report and then resumes its scanning. The system identifies Target D and emits a warn-
ing. The participant decides if this de-escalates the situation or not. If the situation is de-
escalated, the target is considered surrendered. Else, the system requests permission to engage,
which the participant should approve, and the system produces a report. After either case, the
zone is considered clear.

From this description, we generated the requirements listed in Table 4.

Table 4:  Select Subset of System Requirements

Number Requirement

21 System needs to recognize what zone it is in (of the 4 possible zones) and behave accordingly.
24 System must be able to identify zone based on visual tags within a zone.

3.1 System must have classification to label potential targets.

4.2 System must have object tracking to identify potential targets.

5.3 System must provide autonomous and manual kill chain modes.

5.6 System responses must include ignore, engage, and warn.

7.4 System must be able to request approval from user when appropriate.

7.8 System must be able to interact with the user to provide reports about engagement with targets.

We generated the full requirements list by repeating this approach with each scenario that we created.
We then informally inspected and revised the requirements until they satisfactorily described a mini-
mal system that could implement the reference architecture in the mission scenarios. This generation
process allowed system development to move quickly and focused effort on the technical implementa-
tion of the RAAEC. While commentary about the application of standards is out of this experiment’s
scope, we want to note that development teams should follow all established standards for require-
ments development for operational systems.

The TB4 system defined the following four types of zones: combat, non-combat, liminal, and no-go.
As a proxy for map, visual, or other localization methods, we defined zones using AprilTags [Olson
2011]. For each zone, the CD pushed new conduct configuration to all models that followed the con-
duct governor wrapper pattern (see “Application of the Conduct Governor Wrapper Pattern” for de-
tails). These configurations could modify the components surrounding a model and their parameters.
The CD used ROS services to confirm successful configuration or to detect failures and lost requests.
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This implementation proved that the CD supports responsible Al (RAI) principles by configuring
components at runtime. The project’s timeline and focus required simplifying assumptions—reducing
mission complexity and ethical sources to a single, static document—to prevent it from evaluating the
process of translating high-level rules to the proper runtime configurations.

Additional research is required to prove that the system supports RAI principles in the generation of
conduct governance rules. The development of a real system should follow these strategies for manag-
ing ethical rules and tracking them to their configuration level and component implementation.

Designing the Situational Awareness Blackboard

The RAAEC requires the implementation of a situation awareness blackboard (SAB), and it recom-
mends, as the SAB’s name implies, that development teams use a blackboard pattern to implement it.
This centralized storage location supports many characteristics including traceability, monitoring, data
enrichment, and extensibility. As we stated in Section 4.2, it should contain “all the data and metadata
needed for each component to perform its decision-making.”

We deemed implementation of the SAB as crucial to evaluating the RAAEC. We designed the SAB as
a database system with which all system components could interact as they ran. It served as both a
form of logging and a facilitator for interactions.

While we depict the SAB as combined with the CD in the diagrams in the reference architecture, we
do not require that they be implemented jointly. Therefore, for our study using the TB4 system, we
opted to separate these components because all database options already ran as separate processes and
did not require additional centralized management.

We implemented the TB4 system’s SAB in two parts: as a PostgreSQL database and a situational
awareness (SA) node. Figure 13: System Interactions with the SAB depicts these two elements of the

SAB and how system nodes interacted with them.
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Figure 13: System Interactions with the SAB
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The SAB database contained 16 tables that models would write to. We implemented it using Post-
greSQL with the TimescaleDB extension because many queries operated on time-series data.

The SAB node would periodically read the models’ tables for a specific time range. It would analyze
the results to identify error patterns in a single model or correlations between them. The SA node
would also combine the model outputs in the results to construct a more complete situational aware-
ness, which the responder model could use.

In the TB4 system, the table rows for this model included information about whether their components
submitted logs and whether any errors or warnings occurred (See “Application of the Conduct Gover-
nor Wrapper Pattern” for details on the components in the wrapper pattern and “Usage of Data Anno-
tation and Modification” for a description of logging). The SAB node simply counted the errors and
warnings for each model and deemed a model’s results untrustworthy if the number of either exceeded
a set threshold. In this way, it acted as a simple health monitor.

This monitoring was acceptable for the system’s testing purposes, but insufficient for more complex

use cases. System designers should consider what kind of monitoring their system requires and ensure
that the SAB node can extract this information from models and interpret it. The system might require
a health monitoring component that is separate from the SAB node and that acts as an ML component.

The SAB database and node also divided the system into two logical parts: perception and response.
The perception pipeline ran at the camera’s frames per second (FPS)—15 Hz—while the response was
tuned independently to 3 Hz. A 3-Hz timer in the SA node would trigger it to read the detector, classi-
fier, tracker, and responder model tables and generate its situational awareness table. With each update
to the table, the node sent a notification message that triggered the responder to read the situation
awareness table and run the responder model.

We developed and tested these logical parts independently so that development and testing could oc-
cur in parallel. By setting a lower frequency for the SAB nodes, the response side consumed less re-
sources because the lower frequency reduced the number of ROS messages and database queries.

The RAAEC should encourage architects to consider where the work of constructing situational
awareness should occur. In this implementation, one node was satisfactory to ingest and interpret the
data that each model had independently generated. This node also served as a health monitor. But this
centralized implementation may be inappropriate for other systems.

Designers should consider what situational awareness means in their system. That means they should
consider which components require situational awareness, whether situational awareness means the
same thing to every component, and whether they should construct situational awareness from the
blackboard by a single source or through each component individually. The results of this considera-
tion depend on the system’s design and goals.
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Application of the Conduct Governor Wrapper Pattern

The conduct governor wrapper pattern is one of the core elements of the RAAEC architecture. This
pattern is applied to any component in the system that operates on data. Often, these elements are ML
models, though using ML models to provide these features is not a requirement for the pattern.

We followed the pattern that the RAAEC describes in Figure 1. This pattern is intended to

e  provide a standard interface for CD
o  apply input validation, output checking, and model constraints in a uniform way

o adapt inputs to and outputs from whatever messaging format the system requires

The input adapter and validator feed into the model, and the model sends outputs to a checker, con-
strainer, and output adapter. A conduct governor block sits above to coordinate this data flow and ap-
ply new configurations received by the CD. This block is also responsible for logging data. The model
block typically represents an ML model, but it can generally represent any data transforming process.

Figure 14 shows how we implemented this architecture in the TB4 system. All component objects are
composed with a ComponentLog object to log information as a Model or GovernedComponent ob-
ject runs (see “Usage of Data Annotation and Modification” for details). The Governor class con-
tained any number of GovernedComponents and, paired with a single model, composes the Gov-
ernedModel class. ModelData and its subclasses provide an abstraction that allows Validator,
Checker, and Constrainer classes to operate with typed information while decoupling them from any
concrete Model class implementation.
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Figure 14: Implementation UML

The detector component provides an example of how we implemented a specific model. The detector
used YOLOI1 as its primary model. The Detector class generalizes YOLO by describing its input as
DetectorInput and its output as DetectorOutput. We developed components such as BlurFilter,
ConfidenceChecker, and LabelFilter to operate on these structures and could then operate on any
future detection models added to the system.
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Figure 14 shows the ModelData, Modellnput, and ModelOutput classes highlighted in red. The
TB4 implementation did not explicitly use these classes and relied on Python’s weakly typed nature to
achieve a conceptually equivalent functionality. Other implementations of the RAAEC may find these
intermediate classes useful or necessary to completely define the governor pattern.

System architects should consider exactly what governor components their system needs. It’s possible
that a model needs multiple validators, checkers, or constrainers. It is also possible that one model’s
checker or constrainer could be implemented as another’s validator.

The conduct governor wrapper pattern is essential to the RAAEC because it enables the CD to config-
ure the components and run governance around the system’s models. As described, the RAAEC only
emphasizes these two features, but system architects may find that extending the wrapper pattern is
the best way to add other features the system requires.

Even though the pattern did not explicitly specify the following features, we found it advantageous or
necessary in our development of the TB4 system to do the following:

e  Use generic data structures for types of models: This work made governor components easier
to develop and would allow drop-in replacement for different model implementations that served
the same system function (e.g., swapping YOLO for FasterRCNN).

e  Correlate outputs across models: It was necessary for the tracker and SAB to know which de-
tector and classifier outputs to associate with a given track.

e  Design for models that could work on individual or batched inputs: We assumed a single in-
put for each model in our initial design of the implemented architecture, but the final version of
the classifier worked on a batch of windows identified by the detector.

Selecting an Interaction Style

Modeling systems as graphs of connected components is an established strategy when designing or
describing systems. Conceptually independent processes make up the nodes of the graph while the
edges describe their interactions. The RAAEC uses this graph model to describe its reference system,
but it doesn’t specify restrictions on the implemented interaction style. It encourages designers to de-
cide whether call response, message bus, or other communication strategies are the best solutions for
the interactions of their components.

Interaction implementation is a core system-design decision that can only occur in coordination with
and consideration of the system’s hardware, processes, and threads (see “Decisions on Hardware, Pro-
cesses, and Threads”). These decisions must balance project constraints like implementation difficulty
and development time with system requirements like timing guarantees, message loss tolerance, and
networking requirements.

With the freedom to select an interaction implementation, we chose the message bus system of data
distribution service (DDS) via ROS2 for our TB4 system. The implemented system realized the nodes
as separate processes that communicated via ROS topics and services.
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ROS2 is commonly used in robotics research and was a natural choice for this project because it is
well documented, has a prebuilt set of tools for system testing and introspection, and was preinstalled
on the TB4 platform by the manufacturer.

System architects should perform a tradeoff analysis early in the design process to determine what in-
teraction style is most appropriate for their system’s RAAEC implementation. Because the TB4 sys-
tem focused on evaluating the RAAEC, we did not perform a tradeoff analysis between ROS2 and
other interaction styles.

Decisions on Hardware, Processes, and Threads

In the main body of this reference architecture, we acknowledge that we do not specify which hard-
ware decisions, process models, or threading strategies that systems must use. While development
teams should consult the RAAEC to decide on these design elements, development teams can’t make
final decisions without knowing the full context of specific system and mission constraints.

For our TB4 system, we decided to use the existing Create3 computer and Raspberry Pi 4B on the ro-
botic platform. An external laptop ran the autonomy stack, receiving image streams from the platform
and sending commands back.

This research implementation did not focus on performance optimization. Most processing and data
storage was centralized on the external laptop for ease of development. When preparing real imple-
mentations, design teams should carefully consider a system’s division on on-board and remote pro-
cessing. Development teams can use performance testing and tradeoff analysis to identify the optimal
balance.

We implemented each node as an independent process with ROS as the system middleware. These
processes could spawn anywhere from one to three threads, with each thread managing a set of event-
based callbacks. Typically, these callbacks executed upon the expiration of a timer or receipt of a mes-
sage. These threads correlated to the sets of events that the system could safely run concurrently, with
mutually exclusive callbacks placed in the same thread.

We designed a process model and threading strategy for our TB4 system for simple functionality, and
we neither optimally designed nor particularly recommend this approach. The design is reflective of
rclpy, the ROS client library for Python. Different message-bus or call-response libraries might allow
other models and strategies. For example, other ROS client libraries, such as the client library for
C++, allow process models where nodes can be composed into a single process. This approach has the
advantage of message transportation via shared memory.

Usage of Data Annotation and Modification

Pipelines that transport data from a system’s sensors and between its governed models are fundamen-
tal to the RAAEC. As data progresses, the RAAEC recognizes that system architects will require a
data-handling approach. They may find it beneficial for pipeline components to annotate data with ad-
ditional details or be permitted to modify the data directly—including removing it from the pipeline.
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For example, a component that evaluates image blurriness in a computer vision pipeline could make
use of an annotation approach that adds a quality score to the image as metadata that successive com-
ponents read to adjust their operations. Conversely, a modification approach might allow sharpening
the image if the blur is correctable or dropping the image from the pipeline if it is not.

Either action has an obvious impact on the implementation of the RAAEC and the governed models
composing its pipelines. These options are not mutually exclusive, and the RAAEC allows the sys-
tem’s architects to balance the two approaches as necessary.

Our TB4 implementation used a combination of data annotation and modification approaches. While
we could have designed a valid architecture for either approach alone, this mixed data-handling ap-
proach allowed us to evaluate the applicability of both recommendations.

We used data annotation between governed models and the SAB. As data flowed into an ML node and
through the validator, model, checker, and constrainer component, these components would log gov-
ernance information. At a minimum, this process documented that each component ran successfully. If
the system modified data, it could record that fact along with a human-readable description and key-
value metainformation about the change. Similarly, this logging structure could record any decisions
to halt the flow of data from any component in the node.

We used a ComponentLog class to capture annotated information from each component of a gov-
erned model. Figure 14 includes this class’s UML description. Each run of a governed model would
generally record a log for each component that was written to the SAB.

Unique identifiers in a component log—Ilike a user-defined name, the components type (validator,
model, checker, or constrainer), and class name—provided satisfactory uniqueness to identify a com-
ponent within a set. We provided a human-readable description for explainability, and we included a
status enumeration, Boolean flag for data modification, and, optionally, a dictionary of attributes to
support both runtime and post-hoc system analysis.

We used JSON serialization to extract the set of log information after each model run. This approach
proved best for our implementation because of the optional presence of an arbitrary number of key-
value pairs in an individual component’s log. In the SAB’s PostgreSQL databases, JSONB-typed col-
umns encoded this data, and in ROS messages it could be passed as a string.

We allowed components of a governed model to perform data modification. Many components acted
as filters and dropped data from the pipeline. For example, a blur and filter component on the system’s
detector model excluded images that lacked clear information. This component successfully prevented
images that were out of focus or subject to motion blur from consuming resources.

However, the initial implementation lacked signaling to sequential nodes that information was
dropped. Lack of signals created a problem for TB4’s tracker model because it maintained internal
counters to record when each track was last updated. When a sequence of blurry images triggered the
detector to halt the perception pipeline, the tracker would not run, so it did not detect that new images
had entered the system. This issue resulted in the preservation of tracks during a period when they
should have been dropped.
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When discussing data modification, the RAAEC should note the impact that removing data or halting
its progression may have on downstream pipeline components. Noting this impact is especially im-
portant for components that expect to run at a specific frequency or maintain some sense of system
time. The best approach will be system-dependent, but common solutions could also work. For exam-
ple, guaranteed signal propagation is one solution. Once data enters a pipeline as a signal, the data
may be nullified, but the signal must propagate to the end. Components on the pipeline must be de-
signed to accept valid data or nullified data and forward it along. This ensures that each component
runs. It still requires interactions to communicate between components, which can be expensive, but
nullifying the data can minimize the amount of information transfer and allow a component to skip
time-consuming model execution.

Alternatively, pipeline components could maintain independent timers as a fallback to guarantee that,
if no data arrives to trigger an update normally, they still update their model at a desired frequency.
This approach could reduce the number of messages the system needs to send by halting signal pro-
gression and make components independently robust. It could also introduce challenges for system
timing and synchronization.

Implementation Architecture Description with Component Views

The following sections outline specific components and their relationships that support the require-
ments and quality attributes. This appendix gives a brief overview of each component, discusses
whether it was included or excluded in the TB4 implementation of the architecture, and provides sug-
gestions for future developers.

Implementation Actuation

The “actuation” component covers all software—hardware interactions in the system. The RAAEC
states that best-practice safety engineering is assumed, but we imposed additional safety requirements
on actuation functionality to further limit unsafe or unnecessary action.

On the TB4, there are limited options for actuating any part of the system. The TB4 employs a light-
ring composed of 6-LEDs, a speaker that can play sound for specified frequencies and durations, and
differential drive wheels for basic mobility. For the purposes of the TB4 experiment, we considered
the lightring and speakers to be the only available actuated system on the robot, and we used them to
signal engagement with scenarios as appropriate. We descoped mobility system actuation, such as
moving the TB4 or navigating it through the different zones, to focus our development effort on the
governance system’s architectural complexity.

In the TB4 architecture, we referred to this system component as the controller. The controller pro-
vided an interface that accepted a simple list of five different commands, which were as follows:

« CMD_NO_OP: A no-operation command that does nothing
e CMD_NO_GO: Signals that the robot should stand down from its perceived target
« CMD_NEUTRAL_DETECTED: Signals that the robot has detected a neutral target
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« CMD_FOE_DETECTED: Signals that the robot has detected a foe, but does not automatically
engage with the foe

e CMD_ENGAGE: Signals to the controller that the robot should engage its selected target

Notably, the controller node itself did not have its own governance and safety guardrails. The actua-
tion and controller node was simple, and it did not have insight into the planning process beyond basic
actuator status. However, we did not explore this avenue deeply as part of the Turtlebot experiment,
and further experimentation with a more complex system is required.

Development teams implementing this architecture should consider including a simple interface with
high-level commands to engage various parts of the actuation system. This approach simplified testing
by allowing us to test the output of the responder separately from the actuation of the system. It also
allowed for ease of reconfigurability, as we were able to quickly update different commands and mod-
ify their lightring and audio sequences as appropriate.

Implementation HSI and Communications

The RAAEC acknowledges that LAWS requires significant operator interaction, so the system must
provide feedback and direction to external users and potentially targets. This requirement necessitates
an interface between hardware and software. The reference architecture provides suggestions on com-
ponents to include in the system. However, it explicitly does not provide guidelines on implementing
these components.

We included a simplified version of these components in our TB4-based implementation. The TB4
platform’s lightring and speaker (as described in “Implementation Actuation”) served as indicators to
operators that the system had reacted to a target.

We also included a user interface node in the TB4 system to support HSI. For some commands, the
user had the option of approving an engagement action or denying an action and asking the robot to
stand down. The user interface emulated a command-line-style input and prompted the user when it
required an input before passing it back to the controller node.

The RAAEC recommends a variety of user-interface components, but we descoped the implementa-
tion of such components to emphasize other aspects of the architecture. Because the TB4 system im-
plemented only a minimal user interface, this work provided limited commentary on the RAAEC’s
impact on systems’ HSI and communications.

In our TB4 system, the user-interaction node had no insight into the system—the responder provided a
prompt, and the user-interaction node returned the user’s input back to the responder. We recommend
that systems keep the interaction between user-input modules and the robotic system simple and se-
cure.
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Implementation Health and Support

The RAAEC states that health and support components should account for a significantly larger vol-
ume of telemetry and logging information for the additional system complexity a conduct governor
introduces.

We did not explicitly support health and monitoring capabilities in the TB4 experiment. Telemetry
and logging data were recorded to the database that served as the SAB.

Implementation Navigation and Localization

The architecture outlines many components that make up the navigation and localization stack. The
stated goal of the navigation and localization subsystem is to translate mission goals and limits into
robotic movements. The design describes a behavioral planner; map manager; movement, goal, and
mission planner; obstacle detection capability; route planner; and trajectory planner. This set of com-
ponents describes everything required to support robotic mobility and actuation in the system’s envi-
ronment.

Normally, navigation and localization are essential for mobile autonomous systems. However, the
TB4 implementation of the RAAEC emphasized the perception pipeline and perception, targeting, and
response (PTR) chain, so we descoped this functionality. Remote control by an operator provided the
system with a suitable proxy for autonomous navigation. The system achieved localization to detect
the system’s zone with AprilTags placed in the environment rather than map-based methods.

Implementation PTR Chain

The PTR chain, as defined in the RAAEC, consists of basic object detection, path tracking and predic-
tion, entity recognition, target nomination, determination of the appropriate course of action, and en-
gagement of any effects. However, developers might not implement all these PTR chain capabilities
for their specific system.

Figure 15 shows the PTR pipeline that we designed for the TB4 system. It contains an object detector,
a classifier, a tracker, and a responder. Our scenarios involved the use of four life-sized standee cut-
outs representing the following classes: armed adult, unarmed adult, child, and robot quadruped. The
object detector functioned as a high-level filter to identify the cutouts as objects in a scene. This infor-
mation was then passed to the classifier, which classified each object as one of the four expected clas-
ses. The tracker used the output of the detector and responder to maintain knowledge of consistent,
unique objects between frames. The responder used all this information to decide what action to take
in the scene.
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Figure 15: PTR Chain and Classification Targets

We expand on each of the PTR capabilities presented in the RAAEC in further detail in the sections
that follow, and we discuss why we chose to implement or descope each capability.

Implementation Object Detector

The RAAEC states that this component’s primary output is basic object identification and classifica-
tion. For the TB4 experiment, we used a fine-tuned YOLO1 1n model from Ultralytics to perform de-
tection and general classification of objects in the images provided by the camera stream [Khanam
2024]. We assigned objects a COCO label. We extended the model and class list slightly to include
our robotic quadruped cutout, but the YOLO model was able to identify the other cutouts as humans
without fine-tuning. The detector filtered out all classes that were irrelevant to our scenario before for-
warding the object bounding-box information to the classifier.
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We experimented with different validators, checkers, and constrainers on the detector. The final TB4
employed a blur filter, a confidence filter, and an object overlap filter. We implemented these filters as
configurable components of the governor system with modifiable thresholds that users could update as
appropriate to the mission scenario. While additional filters may be necessary in a real-world scenario,
we found this minimum set of filters to be appropriate for testing the RAAEC attributes within the
bounds of our test scenarios.

For the classifier, we used a MobileNetV2 model from Google, which we fine-tuned on our four clas-
ses of interest [Sandler 2019]. The classifier received the bounded objects from the detector and as-
signed classification with confidence scores to each frame before forwarding the necessary infor-
mation to the responder.

We collected data for the fine-tuning by video recording the standee cutouts in conditions that were as
similar to our real-world case as possible. We labeled this raw data using the Computer Vision Anno-
tation Tool (CVAT) to produce model-specific datasets with annotations. We then split up the datasets
into train, validation, and test buckets, as appropriate. We applied programmatic augmentations such
as blur and lighting conditions to data during training to produce a more robust model capable of han-
dling the variation inherent to real-world conditions.

Through our experiment, we found it valuable to use an off-the-shelf model to perform basic object
detection. During the testing phase, the YOLO model enabled us to start testing the pipeline even
while we were still training the specific target-classifier model. By isolating objects that may be rele-
vant to the scene, we ensured the classifier was able to focus on classifying potential targets instead of
irrelevant objects.

Further experimentation is required to determine whether system performance is drastically improved
with this detector-classifier model. Additionally, it may be worth experimenting with the placement of
the detector in the pipeline instead of the classifier and tracker. Our experiment performed detection-
classification-tracking sequentially, but a system may benefit from performing detection-tracking-
classification sequentially, parallelizing these processes, or establishing other approaches.

Implementation Path Tracker

The RAAEC requires that the path tracker component system track objects across multiple frames to
maintain continuity. For the TB4 system, we determined that the system should track only objects
classified by the scenario-specific classifier.

We implemented a tracker node in the TB4 system that used the OC-SORT tracker algorithm to main-
tain tracks of objects across different frames [Cao 2022]. The tracker node used the combined output
of the detector and classifier nodes as input and maintained knowledge of tracks in the situational
awareness database. The tracker did not maintain track information after an object left the scene.

The placement of the tracker and its reliance on the other perception components are important for de-
signers to consider. Our system placed the tracker at the end, so it had the detector’s label and confi-
dence and the classifier’s output vector for each bounding box in an update. We decided not to use
these models’ class information for the boxes when updating the tracker. While this data could be
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useful for associating boxes to tracks, it could propagate uncertainty about a box’s class from those
models into the tracker.

Implementation Entity Registrar

The entity registrar, as defined in the RAAEC, extracts features from specific objects to ensure that
the object the system is tracking is consistent from frame to frame. Inputs include object detections
and previous entity identification information. Outputs include the new and updated entity features
and identifications.

The TB4 system did not explicitly include this functionality. The system identified objects based on
the track ID provided by the OC-SORT tracking algorithm.

Implementation Activity Recognizer

The activity recognizer uses the motion of the object, including orientation, to determine properties
about it. This capability helps characterize the object’s behavior in the scene. This component may
rely on multiple ML models or a different construct entirely.

We deemed this component too complex for inclusion in our simplified TB4 experiment. For the sake
of the experiment, we determined the behavior of each entity by its specific object classification. We
used only four stationary cutouts on which we performed classification and created a simple class-re-
sponse mapping. We considered using other entities that moved or made other gestures, but we ulti-
mately deemed them out of scope for the experiment.

Implementation Scene Understanding

The scene-understanding component—as we describe it in the RAAEC—makes determinations about
each object and its relationship to other objects in the scene.

We did not implement a designated scene-understanding component for our TB4 experiment. We
achieved scene understanding through the combination of the responder’s logic tree and the use of a
conduct governance mechanism that calculated the overlap between object bounding boxes. This
mechanism modified the behavior of the responder if two bounding boxes were found to be overlap-
ping—in other words, if one entity was in very close proximity to another. This approach evaluated
object relationships in a simplified way. We discuss the responder and its logic in further detail in the
“Responder” section.

Implementation Target Nominator

In the RAAEC, we describe the target nominator as the component that is responsible for evaluating
objects as targets to engage. This component should use all available data, including scene under-
standing and ethical constraints, to nominate a target.

We decided to combine the nomination functionality with that of the responder. The nomination and
response logic used for the TB4 experiment was rudimentary by design, and we chose to reduce over-
head and simplify the system to compensate for limited development time. The target nominator
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capability itself was essentially a mapping between an identified class name and a potential action. We
used conduct governance mechanisms to control what targets the system nominated. Before the sys-
tem nominated it as a target, each entity had to pass through all the “gates” that conduct governance
had in place.

We provide more details on the functionality of the combined nominator and responder in the follow-
ing section.

Implementation Responder

The responder—as we explain in the RAAEC—uses nominated targets, the conduct disseminator, and
situational data to elicit actions by the autonomous system. The responder should generate a set of po-
tential responses for all targets, remove restricted responses based on the CD, prioritize targets based
on the environment, and execute an action. The responder may require operator approval.

The responder node is essentially the end of the pipeline for the TB4 experiment. Once the scene has
been processed by all the other pipeline components, the responder node will process all available in-
formation and decide how to proceed.

In the TB4 system, the responder node performed the roles of both the target nomination and the re-
sponder. The responder itself was triggered by a ping from the SAB to indicate that there is new infor-
mation in the environment. For the TB4 experiment, the ping occurred whenever a new image arrived
from the camera and successfully passed through the entire pipeline.

Upon receipt of this notification, the responder node queries the situational awareness database for the
latest information from the scene. Based on the tracks present in the scene, the responder also queries
the tracks table for further information on the visible scene objects. From this information, the re-
sponder node creates an internal understanding of the current scene and the objects in it, including
each object’s bounding box, the time it was first seen, the time it was most recently seen, its combined
classification probabilities, and its combined detection probabilities.

We do not specify in the RAAEC what form the responder should take. It may be worthwhile to fur-
ther explore what kinds of responders are available, especially as researchers are currently investigat-
ing responders as an open area of research. The responder that we used for the experiment took the
form of a simple logic tree. Practical guidance on implementing a responder is limited.

Implementation Battle Damage Assessment

We provide a brief description in the RAAEC of a theoretical battle damage assessment (BDA) com-
ponent that combines historical data with up-to-date sensor data to assess the scene and the results of
the system’s actions. We acknowledged that this is a difficult area for autonomy.

The TB4 experiment did not include a BDA component, and it did not make any assertions about
BDA capabilities. We deemed this component as out of scope for the experiment.
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Implementation Sensing

Sensing is a key component of any autonomous system. In the RAAEC, we address sensors for PTR,
acknowledging that many possible sensor configurations and post-processing options exist. The
RAAEC outlines five general steps for a sensing subsystem for a conduct-governed system with a
PTR chain: the hardware interface, post-sensor validation, processing, sensor data fusion, and final
processing.

We did not focus on processing of sensor data in the TB4 experiment. The TB4 platform’s camera
served as the primary source of data for the PTR pipeline. We maintained the manufacturer’s default
settings, but we reduced the FPS to 15 Hz and set the image resolution to 1080p to avoid overwhelm-
ing the perception pipeline.

In the RAAEC, we focused strongly on examples of image data processing, particularly in the exam-
ples provided in Section 5.6.4 and Section 5.6.5. Exploring other sensor modalities mentioned by the
RAAEC —including depth sensing, microphone and sound, lidar, GPS, and sensor fusion—would re-
quire further work research an experimental platform that includes the appropriate modalities.

Implementation SAB & CD

The SAB and the CD inform the system’s understanding of the world. The SAB should contain both
data stores and logic to make sense of the data contained in those stores. It should also facilitate the
interaction of other modules in the PTR chain. The CD component should store the rules of conduct
and ethical constraints and guidelines provided to the system and decompose them into specific ML
configuration settings.

We separated these two ideas into two distinct components in the TB4 system, which we explain in
the following sections.

Implementation Situational Awareness Blackboard

The SAB took the form of a PostgreSQL database with numerous tables to handle the output of each
of the pipeline components. Many tables stored time-series data and the TimescaleDB extension,
which optimized read and write queries to them.

Rather than employing a centrally defined database schema, each component defined its own table
definitions and schemas via a database module. Upon startup of the system, all components cleared
their tables in preparation for a new session. Components interfaced with their tables directly to add
all relevant results, add intermediate telemetry data, and conduct governance tracking data to the data-
base associated with the timestamp of the original input image used to inform these decisions.

Implementation Conduct Disseminator

Conduct rules and ethical constraints were defined by configuration files specific to each pipeline
component. The localization node handled the conduct dissemination functionality. The localization
node maintained a list of all the possible nodes that accepted conduct governance reconfiguration.
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When the system entered a new zone, the localization node updated all nodes with the conduct gov-
ernance associated to the new zone.

The TB4 system configured conduct governance based on multiple configuration files for each com-
ponent. For example, the detector, classifier, and tracker each had their own configuration files with
their own conduct governance. The system also ended up having multiple layers of configuration with
files containing references to other files. Development teams that intend to implement this system
should consider simplifying the configuration file system and combining files in favor of one large
configuration file. Or they can collocate the various configuration files. Additionally, the system
should define and track the configuration schema in a central location because tracing all the files that
are modifying the system can quickly become confusing.

Similarly, the database schema for the SAB should be well tracked in a central location. Common
guidance for SQL databases states that the database schema should be well defined beforehand so
large modifications are not required during development. We found that, during system development,
the database schema will very likely be modified. Modification was handled by creating an abstraction
layer between the database interface and the various pipeline components. This abstraction layer al-
lowed us to apply Python-type hints to database queries and insertions, which proved useful when up-
dating database schemas to include additional information. We found that the approach of using many
tables was also useful because it allowed us to easily track all relevant telemetry data across the pipe-
line. Dedicated database engineers could certainly consider creating more complex schemas, but we
were able to execute a functional database system even with the limited database experience available
on our team.

Reflection on Functional Attributes

We used the functional and architectural requirements outlined in the RAAEC to design the reference
architecture. In this section, we examine those functional and architectural requirements and discuss
whether the TB4 system met or descoped each requirement.

Reflection on Functional Requirements

This section outlines the functional requirements of the system as defined in the RAAEC and how
they manifested in the TB4 experiment. The RAAEC categorizes its functional requirements by mo-
bility, perception and targeting, human interaction, and effects.

The RAAEC outlined a set of basic requirements for the mobility system of a LAWS. These included
map-based planning and navigating to locations, identifying and navigating around static and dynamic
entities, and responding to threats.

We descoped all mobility requirements in our TB4 experiment in favor of emphasizing the implemen-
tation and complexity of the PTR chain due to limited time as well as limited hardware capability.
Test operators had the ability to manually control the TB4 with a controller, but this ability did not
factor into the execution of zone localization or the PTR chain.
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The RAAEC outlines the following functional requirements for the perception and targeting system,
and the TB4 system addresses each of these requirements in the following ways:

o Identify stationary and dynamic entities: The detector-classifier-tracker pipeline identifies
both stationary and dynamic entities, though it is configured to identify a limited set of entities as
described in prior sections.

o Identify and track dynamic targets across multiple viewings: We interpreted this requirement
as establishing the need to track targets as they leave and re-enter the view of the system. We de-
scoped this functionality for the TB4 experiment because it involves a tracking algorithm and
does not directly impact conduct governance. A fully fledged system should implement this ca-
pability.

o Identify threats based on attributes such as “bearing weapons”: We configured the TB4 sys-
tem to classify the following four entities: an unarmed adult, an unarmed child, an armed adult,
and an armed robotic quadruped. We therefore trained the classifier model to identify two classes
that had specific attributes such as “bearing weapons.”

o  Identify threat levels based on activity: We interpreted this requirement as establishing the
need for the system to interpret the behavior of the entity and factor in its movement and behav-
ior accordingly. As we discussed in “Implementation Activity Recognizer,” we descoped this re-
quirement for the TB4 system.

o  Identify non-threats: In the TB4 experiment, we generally considered the “child” and the “un-
armed adult” entities to be non-threats based on the current zone of the system, and we trained
the classifier to identify them as such.

e  Request clarification from a user when identifying threats: As we described in
“Implementation HSI and Communications,” the TB4 system prompted the user to provide input
when it was presented with a target that required such input.

o Perpetrate attacks against threats when instructed to do so: The TB4 emulated engaging a
target through use of the available lightring and speaker.

«  Automatically perpetrate attacks against threats when pre-authorization to do so has been
given: We configured the TB4 was to automatically “engage” an armed adult in a combat zone
through use of the lightring and speaker without user input.

o Identify sensitive situations where action would result in unintended consequences such as
collateral damage: The scenarios we presented to the TB4 were very limited, and we therefore
descoped collateral damage evaluation.

In the RAAEC, we recommended that these requirements be enumerated or given unique IDs and
linked to in the sections that describe each architectural component. Doing so would give a more com-
plete picture of how the presented architecture addresses each of these stated requirements.

Implementation details and guidance are covered in greater depth in “Test System Design Implemen-
tation Architecture Description with Component Views.”
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The RAAEC outlines high-level requirements for human interaction capabilities in the system. Many
of these requirements address capabilities such as communicating to de-escalate a situation, asking for
assistance, providing traceability, and operating within the framework of ethical rules.

The TB4 experiment did not exercise any of these requirements in depth. The TB4 system is very lim-
ited in its communication abilities because it employs only an LED lightring and a speaker. While
there was a user input component to the system, we considered that component to form part of the
PTR chain. In the event of uncertainty as defined by the conduct governance system, the TB4 de-
faulted to inaction. The decision-making process could be traced by the developers, but the team did
not put significant effort into developing a user interface intended for human interaction.

The team did develop basic database visualization capabilities using a live Grafana dashboard. The
dashboard was crucial to obtain insight into the performance of the system as it was operating as well
as for debugging of system decisions. We recommend that system developers employ a similar
method for visualizing SAB information and telemetry, and a dashboard visualization would also
likely be useful to system operators.

The RAAEC defines the following effect requirements:

e Apply lethal effects when directed by mission goals or by the operator with the exception that the
system shall not violate RoE or LoW.

e Apply non-lethal effects when directed by mission goals or by the operator.

The TB4 system addresses both requirements by emulating lethal and non-lethal responses via the
lightring and speaker. We described the implementation of these effects in greater detail in
“Implementation Actuation.”

Reflection on Architectural Requirements

This section outlines the architecture requirements of the system as defined in the RAAEC and how
they manifested in the TB4 experiment. The RAAEC includes these in addition to the stated func-
tional requirements that focus on human-system interaction.

The RAAEC made use of the findings from “Measuring Trust: Concept Testing and User Trust Evalu-
ation in Autonomous Systems,” which was an SEI-led study that studied how to measure user trust in
autonomous systems [Hale 2025]. These findings largely served to inform the creation of the architec-
ture, and they are listed by priority in Section 2.4.1. In this section, we address each finding and dis-
cuss how they are connected to a component in the TB4 system implementation.

1. Human authorization of force: Human-in-the loop is enabled via the responder component and
the user input component.

2. High-precision targeting: While important for a fully functioning system, we descoped this ca-
pability because it is not the focus of the TB4 experiment.
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3. Testing and reliability: We tested the TB4 system using the scenarios we used to designed it.
Reliability varied, but we found that the ability to tweak various parameters allowed for quick
system performance improvements and increased system complexity.

4. Situational awareness: The RAAEC references situational awareness for both the system and
the operator. In the system we designed, we addressed both via the PostgreSQL database and the
Grafana dashboard as described previously.

5. Hardware redundancies: While crucial in a fully functional system, the TB4 system was lim-
ited to the hardware and capabilities of its Raspberry Pi computer and Create3 mobile base. We
descoped this requirement because hardware was not a main focus of the experiment.

6. Operator handover in uncertain contexts: The TB4 system was able to detect uncertain con-
texts, but we did not configure it to facilitate operator handover in these situations. We descoped
this capability to focus on the PTR chain.

7. User interface (UI) to support operator decision-making: We made use of ROS’s visualiza-
tion capabilities to display the camera feed with various annotations, including bounding boxes
around detected objects with tracks and track IDs.

Ethical governor: The TB4 conduct governance system functions as the ethical governor.

9. De-escalation capabilities: As we described in “Implementation Actuation,” the TB4 system
maintained a command list that included “no-go” and “neutral-detected” as a stand-in for de-es-
calation behavior.

10. Spatial, rules-based framework for autonomous behavior: We fully implemented this capa-
bility in the TB4 system, and we updated conduct governance and behaviors based on current un-
derstanding of zone location. We defined four zones—no-go, non-combat, combat, and liminal—
in the TB4 experiment.

11. Visual and audio operator feedback: As described above, control over available hardware was
minimal. However, the TB4 system did make use of the speaker and lightring to provide visual
and auditorial feedback to the operator.

12. Post-mission review and continuous improvement: We extracted and saved all data from the
TB4 testing campaign for further analysis. The TB4 system fully supported this capability.

Reflection on Quality Attributes

As a reference architecture, the RAAEC is intended to promote specific quality attributes in a system.
We identified 10 quality attributes as important for a LAWS. In the RAAEC, we acknowledge that,
while system architects should consider all attributes, some attributes are independent of the reference
architecture or dependent on system-specific context.

During development of the TB4 system, we consulted the RAAEC to evaluate some of its quality at-
tribute claims. Because this project was short term and executed on an experimental platform, we can
only comment on a subset of these attributes in detail.

The RAAEC describes the following quality attributes, listing them in order from highest to lowest
priority:
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Testability: The RAAEC should promote testability through its decomposition of the system into
components and pipelines that can be tested as individual pieces. Through our work on the TB4
implementation, we found that decomposition did improve testability by allowing components to
run independently and to interact with controllable test mock-ups of other components.

Observability and Transparency: The RAAEC should promote observability and transparency
and enable developers, testers, and maintainers to understand system operation at various stages
of its development lifecycle. Through our TB4 implementation, we found that the SAB element
strongly promoted this attribute for the development and testing lifecycle stages.

Usability (Interaction Capability): The RAAEC acknowledges that this is important for stake-
holders like warfighters, commanders, maintainers, and testers. Our TB4 implementation lacked
outside stakeholders to verify this attribute.

Maintainability: The RAAEC acknowledges maintainability is important given the rapid growth
of ML technologies—including models, computing platforms, and support infrastructure. The
TB4 implementation did not reach a level of maturity for an extended period and cannot verify
this attribute.

Modifiability: The RAAEC should promote modifiability through the system’s decomposition
into components and pipelines. Through our work on the TB4 implementation, we found that de-
composition and the use of interfaces (e.g., ROS messages, model data classes, and the Post-
greSQL database) created a strong separation of concerns that effectively limited defects to indi-
vidual components.

Modularity: The RAAEC should promote modularity, especially the ability for multiple vendors
or developers to contribute components to the system through the system’s decomposition and
the conduct governance wrapper pattern. Through our TB4 implementation, we found that the
decomposition effectively separated the system into individual components and subsets of com-
ponents that development teams could develop in parallel. Similarly, the implementation of the
conduct governor wrapper pattern led to governor components that were small and that develop-
ment teams could also develop in parallel.

Security: The RAAEC acknowledges that security is important for LAWS given their likely
proximity to classified information and export-controlled technology. The TB4 implementation
did not implement any notable security features, and we therefore cannot comment on the
RAAEC’s influence on this attribute.

Performance: The RAAEC acknowledges that performance is important for LAWS given their
likely need to operate in real time and on limited or novel hardware. We did not optimize any
performance features in our TB4 implementation beyond reasonably functionality. This attribute
was primarily influenced by the interface selected. Beyond allowing the freedom to select this
interface, the RAAEC did not promote or inhibit this attribute.

Portability: The RAAEC acknowledges that portability is important for hardware, software, and
model reuse across platforms. Through our TB4 implementation, we found that this attribute was
primarily influenced by the interface selected. Beyond allowing the freedom to select this inter-
face, the RAAEC did not promote or inhibit this attribute.
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10. Availability: The RAAEC acknowledged that availability is important for system deployment
and claims its features should not inhibit it. Our TB4 implementation did not reach a level of ma-
turity comparable to system deployment, and we therefore cannot comment on the RAAEC’s in-
fluence on this attribute.

In addition, one of our goals in developing the RAAEC was to find relationships between our recom-
mendations, requirements, and quality attributes and the DoD RAI principles [DOD 2021]. Through
our study, we found that the RAAEC supports those RAI principles as follows:

o Responsible: The RAAEC does not relate this principle to a specific quality attribute. It specifi-
cally cites the CD architecture element for this principle.

o  Equitable: The RAAEC does not relate this principle to a specific attribute or architecture ele-
ment.

o  Traceable: The RAAEC relates this principle to quality attribute 2—observability and traceabil-
ity. It specifically cites the SAB architecture element as supporting this principle.

o  Reliable: The RAAEC relates this principle to quality attribute 1—testability. It specifically cites
the CD architecture element as supporting this principle.

e  Governable: The RAAEC relates this principle to quality attribute 2—observability and tracea-
bility. It specifically cites the CD and conduct governor wrapper pattern architecture elements as
supporting this principle.

Study Conclusion

We found that the RAAEC provided useful guidance for the TB4 system. Decomposing the system to
follow the reference architecture’s component-interaction view was useful and directly applied to our
ROS2 implementation. The RAAEC afforded flexibility even when making required decisions about
interaction style, hardware, process models, threading strategies, and whether to annotate or modify
data. That flexibility was necessary for us to integrate our implementation with the TB4 manufac-
turer’s code. Without this freedom of interpretation, the RAAEC might over-constrain systems and
inhibit collaboration, code, or hardware reuse.

In addition to these decisions, the RAAEC requires certain features. It does not specify the exact im-
plementation of these features, but it does require the system to have a SAB and a CD and for all mod-
els to follow the conduct governor wrapper pattern. We found that it was easy to implement the SAB
as a time-series database with PostgreSQL and a ROS node that synthesized data from tables in the
database. The RAAEC depicts the SAB and CD as one component in its diagrams, but we found it ad-
vantageous to separate these components for development. Our implementation of the conduct gover-
nor wrapper pattern provided a modular and extensible interface for a variety of model types as well
as validator, checker, and constrainer elements. The pattern also served as a useful interface for log-
ging data because it flowed all the elements of the wrapper.

The RAAEC depicts a model system decomposed into multiple ML components. We implemented
only a subset of the components described in the RAAEC for this project due to time and
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technological constraints. The TB4 system included a detector, classifier, tracker, and responder,
which implemented the functionalities of the detector, entity registrar, tracker, nominator, and re-
sponder as outlined in the RAAEC. We excluded other components, such as BDA and advanced actu-
ation, because they were overly complex for this study.

The TB4 test system showed that the RAAEC was beneficial to the design process and technically
feasible to implement. More research is required to explore all aspects of the RAAEC across multiple
systems and all stages of the system development lifecycle. Even with our system’s relative simplicity
and complexity-limiting design assumptions, this project was the first step in proving the RAAEC’s
utility as a tool for TEVV practitioners to calibrate, measure, and evaluate trust in autonomous sys-
tems.
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