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Presenter Overview 

Matthew Butkovic, CISSP, CISA 
• Technical Director-Cyber Risk and 
      Resilience (CERT Division-Software Engineering      
      Institute-CMU-Carnegie Mellon University)
• Adjunct Faculty-Heinz College (Policy and 

Governance) 
• Instructor-Heinz College CISO, CIO, and CRO Executive 

Education Certificate Program  
• Adjunct Faculty- CMU Institute for Strategy and 

Technology 
• Private Industry Prior to CMU (Banking and 

Manufacturing) 
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Operational Resilience Defined 
Resilience: The physical 
property of a material when 
it can return to its original 
shape or position after 
deformation that does not 
exceed its elastic limit 
[wordnet.princeton.edu]

Operational resilience: The 
emergent property of an 
organization that can 
continue to carry out its 
mission after disruption 
that does not exceed its 
operational limit[CERT-RMM]
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Like a Slinky…. 

https://www.youtube.com/watch?v=EZL6RGkPjws

https://www.youtube.com/watch?v=EZL6RGkPjws
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Operational Resilience Reminder 
Verisk’s PCS Classifies CrowdStrike 
Incident as a Cyber Catastrophe
By Chad Hemenway | July 31, 2024

https://www.insurancejournal.com/author/chad-hemenway/
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Asset Types Essential to Operational Resilience

Technology Information

FacilitiesPeople
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Disruption of Assets Can Lead to Mission Failure

Realized operational risk resulting 
in asset disruption
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The Goal for an Insider Threat Program…

https://insights.sei.cmu.edu/insider-threat/2020/01/maturing-your-insider-threat-program-into-an-insider-risk-management-program.html
Is to reduce insider risks to critical assets to acceptable levels

https://insights.sei.cmu.edu/insider-threat/2020/01/maturing-your-insider-threat-program-into-an-insider-risk-management-program.html
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CERT Resilience Management Model (CERT-RMM)

“…an extensive super-
set of the things an 
organization could do to 
be more resilient.”
 - CERT-RMM adopter

Framework for managing and 
improving operational resilience

http://www.cert.org/resilience  

http://www.cert.org/resilience
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A Sampling of CERT-RMM Applications and Derivatives
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Desired Integrated Approach
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Efficiency
The optimal mix of protection and 
sustainment strategies 

Depends on the value of the asset to the 
service and the 
cost of deploying and maintaining the 
strategy

The management challenge of operational 
resilience
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RMM Structure & Components
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CERT-RMM by the Numbers
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RMM Categories and Process Areas
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Where Insider Threat Programs Traditionally Focus
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Where Insider Threat Programs Need To Expand
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Questions 
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Resources and Tools for Operational Resilience 
Management

• CERT Resilience Management Model
- https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=8419 

• RMM Code of Practice Crosswalk
- https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=508084 

• RMM NIST SP 800 Series Crosswalk
- https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=93044 

• Operationally Critical Threat, Asset, and Vulnerability Evaluation
- https://resources.sei.cmu.edu/library/asset-view.cfm?assetID=309051 

• CERT Common Sense Guide to Mitigating Insider Threats
- https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644 

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=8419
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=508084
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=93044
https://resources.sei.cmu.edu/library/asset-view.cfm?assetID=309051
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
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