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Perspective

• Over 25 years of experience as a security leader within:
• International commercial sector
• Military
• Law enforcement
• Intelligence Community

• Member of NCIX’s InT Working Group, the predecessor to the NITTF, as EO 13587 and 
the National Insider Threat Policy & Minimum Standards were drafted and codified

• Served as Deputy Director for InT with the Department of the Air Force and in numerous 
senior roles at the Defense Intelligence Agency and Defense Security Service (DCSA)







COLLABORATING TO “RAISE THE TIDE” OF INSIDER RISK MANAGEMENT



Defining the challenge…
 What is insider risk?

COLLABORATING TO “RAISE THE TIDE” OF INSIDER RISK MANAGEMENT

 What is your approach? For example, do you agree with the overall strategy of “deter, 
detect, respond, mitigate”?

 How would you define “deter”?

 According to Dictionary.com: “prevent the occurrence of.” or “discourage someone from 
doing something…” 



COLLABORATING TO “RAISE THE TIDE” OF INSIDER RISK MANAGEMENT



Most 
Common 
Frameworks



PERSONAL
PREDISPOSITIONS:
- Psychological 
- Sociological
- Behavioral

STRESSORS:
- Personal
- Professional

ORGANIZATIONAL CONTRIBUTORS/MITIGATORS

NON-ORGANIZATIONAL CONTRIBUTORS/MITIGATORS

POSITIVE 
COPING 

MECHANISMS

CONCERNING BEHAVIOR:
- DECEPTION
- DELINQUINCIES
- VIOLATIONS
- FOREIGN CONSIDERATIONS

INSIDER THREAT EVENT

My initial approach…





Insider Risk Management Continuum©

Optimal holistic 
health – positive 

coping mechanisms, 
support system, 

situational 
awareness

Above average 
holistic health – 
positive coping 
mechanisms, 

support system

Average health – 
some positive 

coping mechanisms, 
support system

Above average stressors;  
dysfunctional responses; 
requires intervention by 

organizational/non-
organizational functions

Increased stressors;  
dysfunctional responses; 

requires significant 
intervention by 

organizational/non-
organizational functions

Administrative / Technical Controls
(HR, Security, CIO)

Administrative / Technical Controls
(HR, Security, CIO)

Administrative / Technical Controls
(HR, Security, CIO)



Government 
experience…



Best Practices
 Strategic approach – end in mind (“Every employee a sensor…”)

COLLABORATING TO “RAISE THE TIDE” OF INSIDER RISK MANAGEMENT

 Words matter…engagement over reporting

 Adult learning approach vs CBT/briefings
 R.I.C.E. Approach…

• Reward, Ideology, Coercion, Ego
 Measure, measure, measure – refine



questions?

J.T. Mendoza
john.mendoza@marriott.com
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