The Critical Role of
Positive Deterrence In
Managing Insider Risk

Andrew P. Moore

CMUY/SEI Insider Risk Management Symposium
Arlington, Virginia

August 14, 2024

Carnegie Mellon University [Distribution Statement A] Approved for public release and
. . . unlimites d d b on.
Software Engineering Institute



Document Markings

Copyright 2024 Carnegie Mellon University.

The view, opinions, and/or findings contained in this material are those of the author(s) and should
not be construed as an official Government position, policy, or decision, unless designated by other
documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING
INSTITUTE MATERIAL IS FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY
MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY
MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR
MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL.
CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH
RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited
distribution. Please see Copyright notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written
or electronic form without requesting formal permission. Permission is required for any other use.
Requests for permission should be directed to the Software Engineering Institute at
permission@sei.cmu.edu.

DM24-0946

(:dl'l](‘r}_"i(‘ Mellon University ThﬁeﬁCri‘ticaI Role of Positive Deterrence for Insider Risk Management [Dis'tri'bution Sgatement A] Approved for public release and
> v © 2022 Carnegie Mellon University unlimited distribution.

Software Engineering Institute



Three Types of Influence of the Workforce*

Command Depends on
* Pressure through

and Control extrinsic motivation
Comp|iance (C&C) + Organizations’ prevention
A through constraints and

» Influence due to desire to gain specific rewards detection through

Identification monitoring and response

* Influence due to desire to establish or maintain a
satisfying relationship with the organization

Internalization

\ 4

* Influence due to congruence of individual and Positive Depends on
organizational goals and values * Adtraction through
Deterrence intrinsic motivation
* Individual’s instinctive
(PD) response, aka, self
regulation

*  [Kelman 1958, O’'Reilly 1986]
Positive deterrence is defined as a set of evidence-based workforce practices promoting the mutual interests of employees and their organization in
ways that reduce insider risk (InR). [Moore 2022] “Reducing Insider Risk through Positive Deterrence”
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The Limits of Command-and-Control (C&C) of InR*

(PD)

Insider
Risk (InR)

A Inflection Point * Excessive C&C can exacerbate InR

(The Limit of C&C) e Shape of curve depends on
organization (mission, culture, etc.)

* Adding positive deterrence

will change the shape of
this curve

will reduce risk due to
excessive command-
and-control

BUT PD will also tend to
shift the whole curve

g downward to lower
Strength of Command-and-Control levels of risk
(C&C) in Insider Threat (InT) Defense
*  [Moore 2015] “Effective Insider Threat Programs: Understanding and Avoiding Potential Pitfalls”
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Three Categories of Positive Deterrence-Related Practices

People Organization

‘.‘- Perceived Organizational
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Previous Studies in the Organizational Behavior Literature

(s) r=0.24; p<0.01
(r) r=0.39 \
(s) r=0.35; p<0.001

Job )
Engagement Perceived

7’ (s) r=0.39; p<0.001 Organizational
(a) r=0.312;p<0.01 SuRport (r) r=0.72; p<0.05
(s) r=0.42;p<0.01
Conscientiousness
(s) r=-0.25; p<0.001
(s)

(b) r=-0.49*; p<0.001  Organizational
r=-0.22;  (s)r=-0.24; p<0.001 Commitment

p<0.001 /
Conflict at
a) r=-0.179; p<.01 ceae
Work ES)) r=-0.28 1 Citation Key:
Employee (s) = [Sulea 2012]
\ \ Empowerment (a) = [Ariani 2013]

Organizational r) = [Rhoades 2001]
Citigzenship CWB (f) r=-0.44; p<0.001 c) = [Colbert 2004

(s) r=0.44; p<0.001

Behavior

/(t) r=0.57

Job Satisfaction

f) = [Fatima 2013]
t) - [Tang 1998]
* Stat for Psychological Contract Breach instead of POS

(
(
(b) = [Bordia 2008]
(
(

(a) r=-0.245; p<0.01
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Previous CERT study relating POS and Insider Risk*

POS: the degree to which employees believe that their organization
values their contributions and cares about their well-being

Research Question: How much does POS Results: 23 responses (out of 90)

influence insider cyber misbehavior? . |
Method: Exploratory survey of Open Source .- Slope = .04 iicant
° 95% confidence level

Insider Threat (OSIT) Information Sharing
Group
- Independent variable on existing 5-point scale
* Perceived organizational support (36 quest.)
- Dependent variable on 5-point frequency scale

» Cyber misbehavior from case data (22 quest.) « Analysis used Deming Regression
and Multiple Imputation by Chained

Equations for missing values.

Misbehavior Frequency

T T T T
0 2 4 6
Perceived Organizational Support

*  [Moore 2018]
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Perceived Organizational Support (POS) as Positive Deterrence®

POS - a set of practice areas » Employee belief that organization

- _ Cares about their
revlf/grﬁdc;rgsgiceec%aﬁgon Supervisor work and Values their well-being
g life supportiveness contributions
Treats them
Open and honest Organizational Supports their socio- fairly
communication justice emotional needs
Improves orientation to org/work I« Improves employees’ well-being
Organizational Organizational Job satisfaction e
commitment identification Or ganll?a ti ‘;” -based
oy Reduced seiresteem
Work empowerment  Organizational stress Work-family
and engagement trust balance

* [Eisenberger 2011] “Perceived Organizational Support: Fostering Enthusiastic and Productive Employees”
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Why Augment Command-and-Control with Positive Deterrence?*

1. Exclusive or excessive reliance on command-and-control can
undermine workforce goodwill

2. Positive deterrence combined with command-and-control can reduce
insider incident rates over command-and-control alone

3. Promoting positive deterrence significantly enhances the Insider Risk
Management Program (IRMP) mission

4. Positive deterrence improves job performance generally

* [Moore 2022] “Reducing Insider Risk through Positive Deterrence”
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How Can

Organizations =
Implement

Positive

Deterrence?* .

A
Ass_ess and
Refine

Incentivize ceesans

and Train
Management

Key:

IRMP :

PD:
POS :

C&C:
BDB :

Insider Risk
Management Program

Positive Deterrence

Perceived Organizational
Support

Command-and-Control
Balanced Defense Bundle

4, Refine and
Bundle

Practices

* [Moore 2022] “Reducing Insider Risk through Positive Deterrence”

1. Build

© [trvP

relationships

with

stakeholders

sessessnsensnsns

csssssssssp

)

T ],
(g]

@
o

2. Identify Candidate

Practices
Stakeholders
Employees
©
: e
TRtk ﬁ 3. Assess Workforce
Perspectives

Carnegie Mellon University

Software Engineering Institute

The Critical Role of Positive Deterrence for Insider Risk Management

© 2022 Carnegie Mellon University

[Distribution Statement A] Approved for public release and
unlimited distribution. 1 0



Balanced Defense Bundles
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Management Complementarities”

Bundles exploit the notion of complementarities in the organizational
management literature

« Complementary activities are ones for which “increases in the level of some
activities raises the marginal profitability of the others.”

Complementarity is created when different practices

« make different contributions to attain a common outcome
« possibly through different psychological and social mechanisms

Evidence indicates that organizations exploiting complementarities are
performance leaders.

* [Milgrom 1992, Ennen 2010, Chadwick 2010, Subramony 2009]
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Example Human Resource Management (HRM) Bundles*®

Empowerment-Enhancing Bundles

Motivation-Enhancing Bundles

Employee involvement in influencing work .
process

Formal grievance procedure and complaint
resolution

Job enrichment (variety and responsibility)

Self-managed or autonomous work groups

Employee participation in decision making

Systems to encourage feedback from
employees

Formal performance appraisal process

Incentive plans (bonuses, profit-sharing,
etc.)

Linking pay to performance

Opportunities for internal career mobility
and promotions

Health care and other employee benefits

Meta-analysis provides evidence that these HRM bundles “have stronger <positive and synergistic>
relationships with <positive> business outcomes than their individual HRM practices.”
Outcomes: retention, operational performance, financial performance.

* [Subramony 2009] — “A Meta-Analytic Investigation of the Relationship Between HRM Bundles and Firm Performance”
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The “Too Much of a Good Thing” Effect in Management*

Effect across many organizational management domains in which good
management practices

* pushed to a limit become much less effective (the inflection point)

 and possibly start exhibiting negative outcomes
A Inflection Point
(The Limit of C&() Data exhibits curvi-linearity with
moderating variables influencing inflection

point and shape of curve

Insider Risk

Moderators (e.g., PD) can dampen the
relationship between good practice (e.g.,

> C&C) and negative outcomes
Strength of Command-and-Control

* [Pierce 2011] “The Too-Much-of-a-Good-Thing Effect in Management”
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Mediators and Moderators in Statistics

Example**

Notation*

Up to a Point: _
Perceived

_ Scrutiny

Mediator g Monitoring/ / ) \ Insider
Variable | Detecti > Risk (InR

Independent / \Dependent | Sreeten eicinR)

Variable » Variable |
t ' Beyond that Point:
Moderator Frustration/
Variable .5 Disgruntlement
5 Monitoring/
5 : + InR
| Detection T >
Employee
Empowerment
* For a description of graphical notation for mediators and moderators ** [Martin 2016] — “An Eye on Your Work: How Empowerment Affects the Relationship
see https://www.scribbr.com/methodology/mediator-vs-moderator/. Between Electronic Surveillance and and Counterproductive Work Behaviors”
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Substantiated Relationships between Power and Deviance*

Loss of Autonomy Frustration/
Loss of Social Esteem | yf Disgruntlement

Perceived Injustice

Instance of
Organizational
Power

+

Resistance in the

* [Lawrence 2007, Sims 2010, Faldetta 2021] — ‘Workplace Deviance as Organization Resistance”

-1

Constructive
responses

form of workplace
deviance

Carnegie Mellon University

Software Engineering Institute

The Critical Role of Positive Deterrence for Insider Risk Management
© 2022 Carnegie Mellon University

[Distribution Statement A] Approved for public release and
unlimited distribution. 1 6



Applying this to the Insider Risk Domain

Loss of Autonomy Frustration/
Command-and-Control Loss of Social Esteem |—p{ i
o ) Disgruntlement
* Monitoring/Detecting Perceived Injustice 9
Misbehavior
* Admin/Technical
Constraints Workplace
* Remediation for + > Deviance,
Misbehavior inc. InT
» Toxic behaviors: -T
Negative reactions to St Dot (moderators)
employee personal/ ositive Deterrence (moderators _
rofessional needs * Empowerment « Rewards/recognition| -+ HRM Perf Metrics
P st —> . Job Satisfacti
. Org Jus“ce . Open comms (0] a.tIS action
» Org. supportiveness « Connectedness * Retention
 Liability protection

“Balanced Defense Bundles” combine C&C practices areas with moderating PD practice areas
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Bundling C&C and PD : Monitoring vs Empowerment*

Up to a Point: Beyond that Point:
Perceived Loss of
/ Scrutiny \ L / Autonomy \
Monitoring/ ) InR Monitoring/ + % InR
Detection P> . Detection _T ”
WIC Motivator Employee
Empowerment

Perceived Lack of_ _
Autonomy \ Job | Employee /:'A\ccountablhtNA

+

Employee ' ' | »* InR
ploy + Satisfaction/ | Empowerment >
Monitoring/
! Detection
* [Martin 2016] — ““An Eye on Your Work: How Empowerment Affects the Relationship Between Electronic Surveillance and and Counterproductive Work Behaviors”
(}ar]](egi(x Mellon University The Critical Role of Positive Deterrence for Insider Risk Management [Distribution Statement A] Approved for public release and
> Y © 2022 Carnegie Mellon University unlimited distribution. 1 8

Software Engineering Institute



Efficient Complementarities®

“Complementarities commonly give rise to a variety of coherent strategies. Individual
managers all acting with the firm’s interest in mind may get stuck with a coherent strategy
that is not the best one for the firm. It takes conscious effort and centralized decision making
in these cases to determine and focus attention on the proper strategy.”

« Efficient complementarities enable “a more than a sum of it's parts” benefit
« Balanced Defense Bundles can have these properties

« Efficient complementarity occurs when “the effects of component HRM
practices on system outcomes both moderate and are moderated by the effects
of the other HRM practices in the system.”

Loss of Lack of
/' Autonomy \ /'Accountabmt\
Monitoring/ InR Employee N nR
Detection T Empowerment T >
Employee Monitoring/
Empowerment Detection

* [Milgrom 1992, Chadwick 2010, Ennen 2009]
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Another Example : Sanctions vs. Grievance Management*
Up to a Point:

- Beyond that Point:
. Perceived
Perceived i o
Accountability \ Sanctions /' Injustice \
Sanctiqns | for Policy * > InR
for Policy : . InR Violation 1
Violation Grievance
WIC Motivator Management/Voice
___________________ ’@N
p\e ; Perceived
Gom Intrinsic Motivator § /' Accountability \
Perceived . Grievance N
Justice/Fairness . Management/ > InR
Grievance / \ Job ': Voice -
Management/ + ~ Satisfaction/
Voice Retention

Sanctions for

Policy Violation
* [Jiang 2021, Wang 2020, Withey 1989] — “Does a Stick Work? A Meta-Analytic Examination of Curvilinear Relationships between Job Insecurity and Employee Workplace
Behaviors”
Carnegie Mellon University
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Balanced Defense Bundles fo

C&C Practice Areas

InR monitoring/
detection
practices

Practices on
administrative or .
technical
constraints

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

~

Practices on
remediation for -
policy violations

P I
2 e === !
~ -~

~o
~ <
~

~o
~

~o

~

Practices on
incident

r Exploration

PD Practice Areas

Employee
empowerment
practices

_—

e - ———— === =
—_——— e —— -

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-

Performance-
based rewards
and recognition

Organizational
justice practices

Practices on
>>grievance expression
and mediation

| —~

Practices to consider

investigations

disconfirming evidence
in investigations
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Conclusion

Carnegie Mellon University
Software Engineering Institute

The Critical Role of Positive Deterrence for Insider Risk Management
© 2022 Carnegie Mellon University

[Distribution Statement A] Approved for public release and
unlimited distribution.

22



Extending the Traditional Security Paradigm

Security Through Positive Deterrence Security Through Command-and-Control
17 Engagement Feedback 4—‘ 17 Deterrence Feedback 4—‘

Engagement Connectedness Organizational Deterrence Restriction Monitoring Sanctions
Supportedness l l l l

l Deterred Prevented Detected Punished

Engaged Connected Supported Abuse Abuse Abuse Abuse
Employees Employees Employees
(Straub and Welke, 1998)

* Less * Fewer insider
@ Disgruntlement Positive Command incidents and .
and rule violations

*» Greater CLEUELY Balanced Control
satisfaction, Defense * Lower
performance, investigative
retention costs
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Potential Implications

Research

» Investigate balanced defense bundles described here
and propose others for reducing insider risk and
improving organizational performance

« Conduct studies to collect empirical evidence to support
or refute the efficacy of balanced defense bundles

Practice

» Consider the positive deterrence implementation
process presented here for use within your organization

« Use proposed balanced defense bundles as a starting
place for thinking about what balance means for your
organization

Loss of

/ Autonomy \
Momtor_lng/ + InR
Detection N
-
Employee .
Empowerment ~ _.---7
Lack of
Accountability
Employee +
E »* InR
mpowerment s
“ |
Monitoring/
Detection
) o
sssssssss :::zhulders
Q
& B :
. .
%ﬁé . % = 2. Identify Candidate
Practices
MMMMMMMMMMMMMMMMMMMMMM
Employees
°
‘B ) G
Practices P
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Foundational Contributors of Positive Deterrence
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Questions?

Contact Information:
Andrew P. Moore
Software Engineering Institute
Carnegie Mellon University
4500 Fifth Avenue
Pittsburgh, PA 15215
412-225-4048
apm@sei.cmu.edu
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