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Insider Risk Management: Measures of Effectiveness

• Training on how to conduct ITVAs, 
ITPEs, and IRMPEs

• Frameworks for developing custom 
measures and metrics

• Next offering: Oct. 29-31 (live online)
- For details, see: 

https://www.sei.cmu.edu/education-
outreach/courses/course.cfm?courseCode=
P148 

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=983683
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=983664
https://www.cisa.gov/resources-tools/resources/insider-risk-mitigation-program-evaluation-irmpe
https://www.sei.cmu.edu/education-outreach/courses/course.cfm?courseCode=P148
https://www.sei.cmu.edu/education-outreach/courses/course.cfm?courseCode=P148
https://www.sei.cmu.edu/education-outreach/courses/course.cfm?courseCode=P148
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Case / Incident Management Standardization

• Actively supporting requirements 
elicitation and technical evaluation 
efforts for insider case / incident 
management systems

• Refreshed tech stack used internally to 
collect and analyze incident data

• Coming soon: public release of Insider 
Incident Data Expression Standard
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AI: Insiders Are No Longer Just Humans

• Establishing boundaries for human-
machine teams in insider risk analysis

• Building threat models from incident 
data
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IRMP Scope Expansions

• Supporting maturing IRMPs with 
modifying the scope of their programs 
(different networks, endpoints, use 
cases, workforce populations)

• Coming soon: public release of insider 
risk management program scoping 
instrument
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Questions / Discussion
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