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Engineering Quality Functional Software is Harder

Software quality is “the degree to which software 
possesses a desired combination of attributes.” [1]

1: https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=237006

https://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=237006
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Building Blocks of Software Quality Attributes
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Our Requirements Definition Playbook

• Lean Into Modern Software 
Engineering Practices

• Analyze Requirement Tradeoffs

• Use Math to Validate and Support 
Your Decisions
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Quality Attribute Tradeoffs
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Quality Attribute Prioritization Process

Methodology: Architecture Tradeoff Analysis 
Method (ATAM) [2]

Purpose: “To assess the consequences of 
architectural decisions in light of quality 
attribute requirements.”

Goals: To elicit, concretize, and prioritize the 
driving quality attribute requirements.

In Practice: Provides structure for decision 
making about trade-offs.2: https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/

https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
https://insights.sei.cmu.edu/library/atam-method-for-architecture-evaluation/
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Security Quality Attribute Sub-factors
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Building a Utility Tree
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Brainstorming Scenarios

Goals:

• Represent stakeholders’ interests

• Understand quality attribute 
requirements
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Requirements Analysis Outcomes

Tradeoffs are known

Threats to quality are mitigated

Requirements are:
• Precisely defined
• Measurable
• Prioritized
• Ready to be handed off to architects or 

developers
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Traditional Goals of Software Testing

• Unit testing: validate small 
modules of code

• Regression testing: validate 
new doesn’t break existing

• Performance testing: app 
handles anticipated loads?

• Integration testing: validate 
interoperability

• Plus many more…
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Modern Improvements to Software Testing

Static Application 
Security Testing

• aka SAST
• White-box testing
• Analyzing code for 

weaknesses, e.g., 
potential buffer overflow

• And more…

Dynamic Application 
Security Testing

• aka DAST
• Black-box testing
• Analyzing exposed 

interfaces, e.g., 
penetration testing, 
fuzzing

• Code coverage
• And more…

Interactive Application 
Security Testing

• aka IAST
• Inserts sensors into 

system
• Detects known 

vulnerabilities by 
measuring internal 
performance

• Integrated with 
development tools at 
development time
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Still Many Threats to Testing Success

Unaddressed Challenges
• Incomplete testing 

procedures
• Manual testing procedures
• Inadequate testing tools

Negative Outcomes
• Inconsistent test results can 

negatively impact software 
quality

• Poor software quality can 
negatively impact business 
success
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Designing Your Test Plan

Test what you care about: Your Requirements!

When designing your tests:
• Get automated
• Get objective
• Get creative
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Example Measurement Tool: Silent Sentinel

• Combines software profiling and 
dynamic testing

• Observes changes made by the 
program under test in a sandbox 
environment

• Provides data about the program under 
test and the observed system changes 
to analysts

• Framework accepts additional (external) 
sensors and analysis
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How to Address the Problem of Poorly-Defined Requirements in Software System Design

Measurements and Decisions
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Decision-making with a Weighted Decision Matrix (WDM)

WDM is a well-established technique 
for supporting decision analysis, using
• criteria (e.g., requirements)
• per-criteria weights (* our metrics)
• total weights, per option

We use a WDM to compare options 
• tools
• what to improve next
• what subfactors to focus on improving

Options
• Expert-identified possible 

match for stakeholder needs
- functional
- non-functional

• Involve tradeoffs
- do better on some quality 

attribute subfactors
- worse on others

WDM-assisted comparisons prioritize what matters to stakeholders
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Example Utility Tree with Priorities

Quality
Attribute Sub-factor Priority Test 

Test Quality Threshold 
Requirement

Security

Adjudicate alerts 
from SCA, SAST, and 
secrets-scanning 
tools 4

Percent adjudicated 
alerts

All critical and high alerts have 
been adjudicated

Security

Fix critical and high 
alerts (repair code or 
adjudicate false) 3

Have all critical and high 
alerts been fixed or 
adjudicated false?

All critical and high alerts have 
been fixed or adjudicated false

Cost 1-year costs 2 1-year combined costs

Usability Code variability 1

Flexibility of code (e.g., 
compile-time flag 
counts, variation points)

Average to low code flexibility 
metrics

Seed scenarios for this example: 
• Critical Infrastructure Software Development
• Mission Critical Software Development



How to Address the Problem of Poorly-Defined Requirements in 
Software System Design
© 2025 Carnegie Mellon University 27[Distribution Statement A] Approved for public release 

and unlimited distribution.
Advancing Software for National Security

Weighted Decision Matrix

Quality
Attribute Sub-factor Test 

Test Results

How to 
Scale 
Test 

Result  
(R)

Scaled Test Result
or "FAIL"

Weight

Weighted
Results

Method 1: 
LLM-assisted 

alert  
adjudication 
+automated 
code repair

Method 2: 
Fully-manual 

alert 
adjudication 

and code 
fixes

Method 
1

Method 
2

Method 
1

Method 
2

Security

Adjudicate alerts 
from SCA, SAST, and 
secrets-scanning 
tools Percent adjudicated alerts 0.90 0.05 R 0.90 0.05 0.40 0.36 0.02

Security

Fix critical and high 
alerts (adjudicate 
false and/or repair 
code)

Have all critical and high 
alerts been fixed or 
adjudicated false?  (1 true, 
0 false) 1 1 R 1.00 1.00 0.30 0.30 0.30

Cost 1-year costs 
1-year combined costs 
(scale 0 low - 1 high) 0.10 0.90 1/R 10.00 1.11 0.20 2.00 0.22

Usability Code variability

Flexibility of code (e.g., 
compile-time flag counts, 
variation points) (scale 0-1) 0.25 0.20 1/R 4.00 5.00 0.10 0.40 0.50

3.06 1.04

Sum
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Weighted Decision Matrix

Quality
Attribute Sub-factor Test 

Test Results

How to 
Scale 
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Result  
(R)

Scaled Test Result
or "FAIL"

Weight

Weighted
Results
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Fix critical and high 
alerts (adjudicate 
false and/or repair 
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0 false) 1 1 R 1.00 1.00 0.30 0.30 0.30
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Higher
is

Better!

Sum
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Scaling

We scale in 2 ways

1. Higher values mean “better”
• Cost is inverted to 1/R (since a higher cost is worse)
• Security is not inverted (higher security is better, so it is R)

2. Make the different metrics closer in value, by multiplying or dividing. For 
example:
• Bandwidth (bits/second) may be an enormous number
• Fraction of alerts adjudicated is between 0 and 1
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Weighted Decision Matrix
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Weighted Decision Matrix
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Using Priorities to Create Weights: Direct or Formulas 

Direct weighting is manual
Formulas weight differently
Select a formula that fits stakeholder prioritization analyses

Consider:
• Are differences in priority importance evenly distributed?
• Do any adjacent priority items exhibit disproportionate differences in 

importance? 
• Should priority tiers (high, medium, low) be differentially weighted?
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Using Priorities to Create Weights with Formula
“Rank-to-Linear Weight”

• Weights are larger for higher priorities
• Differences between consecutive weights 

are relatively constant  
• Total sum of weights is 1.0
• N is the count of items ranked
• r is the priority (“rank”)

Formula: 2r/N(N+1)

Note: Standard formula uses smaller rank for higher priorities
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Weighted Decision Matrix

Quality
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Test Results

How to 
Scale 
Test 

Result  
(R)

Scaled Test Result
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Results
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Using Priorities to Create Weights with Formula
“Linear with Local Step Multipliers”

• Weight 𝑤𝑤𝑟𝑟 increases if priority increases 
• Weights include sharper jumps at user-

specified priorities 
• Differences between consecutive weights 

are mostly constant and larger only at 
specific points

• Total sum of weights is 1.0

Formula: 𝑤𝑤𝑟𝑟 = ∑𝑘𝑘=1
𝑟𝑟 𝑠𝑠𝑘𝑘

∑𝑘𝑘=1
𝑁𝑁 ∑𝑗𝑗=1

𝑘𝑘 𝑠𝑠𝑗𝑗
, where 𝑠𝑠𝑘𝑘 =

1 except for the jump factors.

(This example, 𝑠𝑠3 = 1.5, 𝑠𝑠10 = 3, 𝑠𝑠14 =
8, N = 17)
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Using Priorities to Create Weights with Formula
“Rank Reciprocal Method”

• Weight increases if priority increases 
• Steeper drop-off for medium and lower-

priority weights
• Total sum of weights is 1.0

Formula:  
𝑤𝑤𝑟𝑟 =

1/ 𝑁𝑁 + 1 − 𝑟𝑟
∑𝑘𝑘=1𝑁𝑁 1/ 𝑁𝑁 + 1 − 𝑘𝑘

Note: Standard formula uses smaller rank for higher priorities
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How Does Silent Sentinel Help?

Supplements analysis provided by SAST, DAST, and ISAT
• Passively collects and analyzes program and system behavior

Supports flexible and extensible environments
• Configure for special environmental scenarios
• Analyze single program or multistep process
• Add new sensors within framework
• Retains all intermediate data for additional analysis

Integrates into DevSecOps and CI/CD environments
• Built with containers to allow easy orchestration
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How to address the problem of poorly-defined 
requirements in software system design?

We discussed strategies to help define good 
requirements:
• Analyze Requirement Tradeoffs
• Lean Into Modern Software Engineering Practices
• Use Math to Validate and Support Your Decisions

…and some tools and techniques you can use with 
them.
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Engage with us

Resources
• Silent Sentinel on GitHub

• “Silent Sentinel Tool Automates Software Risk 
Analysis”, Feb. 10, 2025.

• “Do You Know What Your Software Is Actually 
Doing?” fact sheet

• L. Hughes, M. Sherman. “Dynamic Analysis of 
an Executable’s System Impact”, InfoSec World 
2025

• J. Sible. “Do You Really Know What Your 
Application is Doing?” ISC2 Security Congress 
2025

• ATAM Collection

• Continuous Deployment of Capability

We’re interested in 
improving software quality:
• Creating software that’s 

secure by design

• Improving software 
engineering processes

Contact: info@sei.cmu.edu

https://github.com/cmu-sei/silentsentinel
https://github.com/cmu-sei/silentsentinel
https://insights.sei.cmu.edu/news/silent-sentinel-tool-automates-software-risk-analysis
https://insights.sei.cmu.edu/news/silent-sentinel-tool-automates-software-risk-analysis
https://insights.sei.cmu.edu/library/do-you-know-what-your-software-is-actually-doing/
https://insights.sei.cmu.edu/library/do-you-know-what-your-software-is-actually-doing/
https://www.infosecworldusa.com/isw25/session/?iswid=3206074
https://www.infosecworldusa.com/isw25/session/?iswid=3206074
https://www.sei.cmu.edu/library/architecture-tradeoff-analysis-method-collection/
https://www.sei.cmu.edu/library/architecture-tradeoff-analysis-method-collection/
https://www.sei.cmu.edu/continuous-deployment-capability/
https://www.sei.cmu.edu/continuous-deployment-capability/
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Backup
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Some Gaps Addressed by Silent Sentinel

Silent Sentinel can help answer these types of questions:
• What data should I look at to assess the risk of deploying this program?
• What is the risk of deploying this capability in my environment?
• Does this program behave the way the developers say it does?
• Are there behaviors that were not considered in the specifications?
• Might this program interfere with another program?
• Are there behaviors that should not be present?
• Is the entire DevSecOps process secure from build to operate?
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How It Works
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