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Abstract

More and more organizations are realizing the benefits—and sometimes the necessity—of
incorporating commercia off-the-shelf (COTS) products in the systems they acquire and use.
But COTS products are not necessarily appropriate for every system. When is it wise to pur-
sue a COT S-based systems approach, and when isit best to hold back? How can sound
COTS-based system practices be reconciled with an organization’s regul atory and policy
constraints? This report provides some information to help guide these decisions.
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Executive Summary

More and more organizations are realizing the benefits—and sometimes the necessity—of
incorporating commercia off-the-shelf (COTS) products in the systems they acquire and use.
But COTS products are not necessarily appropriate for every system. This report provides
some information to help guide decisions about when COTS products are an appropriate so-
|ution—and when they are not.

There are many myths and misplaced expectations involving COT S-based systems. This
makes it difficult to make the necessary decisions. Here we provide seven “rules of thumb”—
general guidance for making an early assessment about whether or not it’s smart to attempt
the development of a system through the use of COTS products. With each “rule” we provide
adiscussion to help you in applying the rule. These seven rules are

Rule 1: Find the ways in which COTS products can help you.

Rule 2: Determine the regulatory, statutory, and policy constraints on your system to decide
whether they make the use of COTS products infeasible.

Rule 3: Establish whether your system is subject to extreme performance requirements (e.g.,
security, safety, real-time) and whether they exceed the capabilities of the COTS products.

Rule 4: Decide whether the requirements and users' business processes are flexible enough
to accommodate COT S products.

Rule 5: Determine your ability to leverage the marketplace.

Rule 6: If you are devel oping your COTS-based system by evolving an existing architecture,
examine that architecture for itsresiliency and its ability to keep on evaolving.

Rule 7: Generate a gross cost/benefit analysis.

While these seven “rules’ will help you think about some basic technical reasons for using—
or deciding not to use—COTS productsin your system, they do not cover all the elements
that are necessary for success with the endeavor. There are severa factors that provide addi-
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tional insights concerning such things as your ability to take a spiral approach, to form part-
nerships with vendors, to incorporate industry standards, to balance your need to keep up
with the marketplace while maintaining system stability, and to understand (at al levelsin
your organization) and respond to the wide-ranging implications of a COT S-based systems
approach.
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1 Introduction

More and more organizations are realizing the benefits—and sometimes the necessity—of
incorporating commercia off-the-shelf (COTS) products in the systems they acquire and use.
While thisis not unique to the federal government (including the DoD), it certainly is preva-
lent there. Managers who find themselves in this situation are often poorly equipped to make
even what seem to be basic decisions about moving to a COT S-based systems approach. This
isin part because of alack of good information and awealth of misinformation.

1.1 Myths and Misplaced Expectations

Expectations for the benefits of using COTS products tend to run high. After all, we have
gotten far away from handcrafting items for our use in amost every other aspect of our lives.
Why can’'t we do the same for our software-intensive system needs and have it work just as
well?

Onereason we can't is that the field of software engineering with COTS productsis not
nearly as mature as the rest of software engineering—and the rest of software engineering is
not nearly as mature as most other engineering disciplines. Another is that thereis no univer-
sal software architecture that is suitable for al systems or to which all COTS products sub-
scribe. Perhaps most significantly, there are very few fields of endeavor supported by soft-
ware systems that are so time-tested that all agree on what they should do and how they
should do it.

Even accounting, afield that has certainly been around as long as there has been money, in-
corporates multiple approaches and practices. Thus for the mature accounting field, we find
that the marketplace offers several different financial management packages, and none of
them will suit everyone's needs. Commercial industry, defense contractors, federal, state, and
local governments, school districts and universities each have distinct requirements for their
financial management.

But at least financial management iswell enough defined that vendors can successfully find a
large base of users who are willing to buy the vendors' solutions. In less mature fields, such
as satellite communications and missile guidance, fewer broadly established practices and
characterigtics exist. In addition, since these are more specialized fields, they yield a smaller
user base. These conditions combine to diffuse the market niche, making it harder to find
products that will match your needs.
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All this does not stop the leaders in industry and government from taking it on faith that the
use of COTS products is aways agood idea. With this assumption usually come several mis-
guided notions, such as

e COTS products will save money.

e Becauseit’'s COTS, we don’'t have to test it.

e Becauseit’'s COTS, we don't need to worry about any architecture or engineering.
o Becauseit’'s COTS, there will be nothing to maintain.

While we could put together a much longer list of myths and misplaced expectations, suffice
it to say that thereis evidence of agreat deal of naiveté. Those who want to be successful
using COTS productsin their systems will need to overcome that naivete—in themselves and
in those with whom they work.

1.2 Further Complications

To make matters even worse, these misconceptions aso mean that |eaders have been slow to
reaize that acquisition and the use of COTS products affect each other. The rules for system
acquisition are affected by the use of COTS products, and the incorporation of COTS prod-
uctsis affected by the rules for system acquisition.
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2 Rules of Thumb

So what's a manager to do? How can you tell whether using COTS productsis right for your
system? What's needed are some rules of thumb—general guidance for making an early as-
sessment about whether or not it's smart to attempt the development of a system through the
use of COTS products.

With each “rule” we provide a discussion to help you in applying the rule.

2.1 Seven Rules of Thumb

Rule 1: Find the waysin which COTS products can help you.

Stick to your knitting—Ilet COTS do the heavy lifting. Thefirst step isto find al the reasons that a
COTS-based systems approach isright for your system. There are many contributions that
COT S products can make to your endeavor, and they must be taken into account.

COTS products can often perform some rather mundane but necessary functions. Thereis
little reason to recreate these products if the existing ones suit your needs. Few organizations
would consider developing their own operating system, database management system, or
word processing software. Allowing COTS products to perform the functions they do best
enables you to concentrate on what you know best—the features and functionality that make
your system unique and cannot be bought in the commercial market.

Another reason to use COT S products might be that the technology needed is too advanced
and specialized for the organization to undertake development. The organization may not
have the expertise to reinvent, much less improve upon, an existing product that has the ad-
vantage of being user-tested.

Even if you had the expertise to reinvent existing technologies, you probably don't have the
time. Many years have been spent developing a technology and the products that expressiit.
One of the most compelling reasons for using COTS products is that they are available and
ready to use; certainly they will have to be integrated into your system to achieve your pur-
poses, but the delays involved in that are, by and large, insignificant compared to an attempt
to recreate the technology or to create your own components.
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So, will COTS products fulfill at least the main requirements of the system? Of course, for
highly specialized applications, this may not be the case. But for most, there will be some or
many products to evaluate. Determine which ones best suit your needs and where they fall
short. A gap analysis can help you in thistask. One strategy is to use a matrix to show the
reguirements versus the COTS products. Note the degree to which each product meets the
requirement. It isimportant to analyze several product options because compromises may
have to be made in regards to requirements and cost. Also, consider supplemental products
and combinations of products to meet the system needs.

By now you'’ re no doubt wondering why the first argument offered here was not cost. There
islittle compelling evidence that using COTS productsis guaranteed to save you money.
However, in some cases there may be substantial savings. For example, one program’s
members had tried several times (unsuccessfully) to create their own technology in agiven
area of interest to them. In the end, they did not have a sufficiently large research budget to
pull it off. They only succeeded in fielding a system when they partnered with another or-
ganization with asimilar interest to base its system on COTS products. In an environment of
limited budgets, you may not be able to afford not to use COTS products.

Finally, people usualy view things through the lens of what they already know. Project per-
sonnel frequently see custom development as desirable because it is the known aternative,
with familiar risks and hurdles. Sometimes this viewpoint considers custom devel opment
through afuzzy memory of the problems that borders on nostalgia. Forgotten are all the
schedule slips, the software bugs, and the regquirements reductions that were necessary to be
ableto field anything close to what was originally envisioned. When suffering from this state
of diminished memory, a new, unfamiliar approach using someone else’s products can seem
very risky and undesirable. This bias heeds to be consciously overcome.

Rule 2: Determinetheregulatory, statutory, and policy constraintson your system to
decide whether they makethe use of COTS productsinfeasible.
It's hard to dance when they re holding your feet to thefire.

There are two ways in which regulations, statutory limitations, and corporate policies affect
your ability to develop a successful COT S-based system.

By law or policy, some systems must adhere to certain practices, data formats, outputs, secu-
rity procedures, interoperability capabilities, and so forth. If some of these requirements are
not implemented in available COTS products, they cannot be used. For example, one federal
agency is required to adhere to the Joint Financial Management Improvement Program
(JFMIP) practices. Before determining that a COTS solution was right for them, agency
members first had to assure themselves that the products they looked at could fulfill thisre-
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guirement. If such limitations or policies affect your situation, you must be certain that COTS
products exist that embody the capabilities that are |egisated.

The other kind of effect isfound in regulations and statutes that haven’t caught up to the new
COTS-based system devel opment and maintenance paradigm yet. These affect your ability to
approach a COT S-based system with practices that will be successful. For example, a spiral
approach is suggested for COT S-based systems, but following one can be hard if your regula-
tions or policies demand that requirements be finalized or along-term budget be submitted at
apoint that istoo early in the system devel opment.

Another manifestation of this effect isreview cycles for securing funding that demand
knowledge and predictions so far out in the future that they easily span not only multiple
product upgrades, but also significant technology advancement cycles. Another way in which
funding cycles can be a problem is that vendors may unexpectedly offer a discount on prod-
ucts you need (usually in response to the need to enhance their bottom line at the end of a
guarter or fiscal year). But stodgy funding cycles can mean that you do not have the funding
resources necessary to take advantage of the offer. In today’s climate, creative approaches
may be required.

Another manifestation is acquisition processes that require the premature preparation of justi-
fications, long-range estimates, or other decision-making items. For example, one organiza-
tion required the preparation of a*“ Sole Source Justification” based on market research and
evaluation. Without realizing it, the organization was al so requiring premature decisions
about the high-level system architecture and design, which in turn constrain which COTS
products are even eligible for consideration.

Some specific examples of these manifestations are discussed in the annex.

NOTE: Sometimes the regulations or policies don’t really demand a particular capability or
procedure. The problem is that we are accustomed to interpreting them as though they de-
mand it. Old habits and thought patterns die hard. Some regulations are obsolete, and no one
has bothered to revoke them. In other cases, regulations or policies are misinterpreted. Ques-
tion and investigate regulations that don't make sense or seem unusually prohibitive. Finding
a solution often takes credtivity ... and maybe abit of luck.
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Rule 3: Establish whether your system is subject to extreme performance requirements
(e.g., security, safety, real-time) and whether they exceed the capabilities of the COTS

products.
You can’t build a space shuttle from things you find lying around the house.

Some non-negotiable system requirements are too extreme to be readily addressed by COTS
products. In particular these are the kinds of performance requirements that are not easily
isolated or “added on”—they are generaly integral to the system and must be fundamentally
addressed in the architecture and design.

But don't use this as an excuse not to give the COTS marketplace a chance. To investigate
this aspect, look at the kinds of systemsin other walks of life that bear a resemblance to your
system in performance, and then explore the commercial products that may be in use for
these analogous systems. For example, there may be some common safety concerns—and
therefore some ability to find and use common COT S products—between a nuclear subma-
rine and a nuclear power plant. But if you are really out there all aone in some performance
parameter, a thorough survey of what is available in the marketplace could lead to the conclu-
sion that a COTS solution is not appropriate for that portion of your system.

If you have extreme performance requirements for which you cannot find COTS solutions,
do not automatically abandon the COTS marketplace. Start a dial ogue with appropriate ven-
dors, find out if thereis any interest or—better still—initial work in a direction that might
eventually satisfy your needs. You may not be able to use COTS products today, but you
might be able to establish afoundation for your system that givesit the potential for evolving
to the use of COTS products in the future.

Rule 4: Decide whether therequirementsand users business processes are flexible

enough to accommodate COTS products.
Frozen requirements don’t suit COT S-based systems. sometimes trying to sculpt ice leaves your
creation shattered.

System requirements may be driven by regulation, statute, or organizational policies. But
usually, requirements for a system are driven by the capabilities of the existing system or the
expectations of the end users and customers. Users have been known to say, when asked what
they wanted the new system to do, “I want it to be exactly like the old system,” leaving the
poor requirements elicitor to wonder why they wanted a new system at al! If no COTS prod-
uct fulfills the requirements, users and devel opers need to reevaluate what the real necessities
are.

In general, every system has some truly immutabl e requirements—capabilities it cannot do
without, whether they are driven by statute or physics or the characteristics of a mission or
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objective. These are non-negotiable and must be satisfied.! However, it is usually the case
that the majority of the “requirements’ placed on a system are more flexible—you could call
them “ desirements.” They are negotiable; some may be only slightly negotiable, while others
may be purely “niceto haves’ that do not have to be satisfied at any level. If there are too
many non-negotiable requirements, then it will be nearly impossible to find COTS products
that can meet the demand. You will specify yourself right out of the COTS marketplace. The
reguirements have to be categorized according to whether they are negotiable or non-
negotiable; negotiable ones have to be prioritized, preferably by the user. If al non-
negotiabl e requirements are met, a COTS solution could still be the right one.

Keep in mind that every COTS product is created based on the devel oper’s concept of how it
will be used. It may be explicit or implicit, but it is always there. If the product’s process or
mode of use does not agree with the end users’ processes, then the system will fail. If alter-
ing a business process to conform to a COT S product does not make sense or is extremely
disruptive, a COTS approach may not be the best choice.

Another source of difficulty isthat many organizations have a very unresponsive process for
changing requirements once they’ ve been established. In the COTS marketplace, change
happens quickly. Some changes might be improvements over the established requirements,
but without a nimble process for agreeing on such requirements, evolution of a COT S-based
system may not be an effective solution in the long run.

One key to success with COT S-based systems is to reconsider the end users' processesin
light of what is available in the marketplace. If everyone understands—and accepts—from
the start that the users' processes and the products' processes will not match perfectly and that
compromise and change may be necessary, then the resulting system has a much greater
chance of succeeding. It might be worth your while to invest in technical change management
and business process re-engineering (BPR). Another success key isthe use of atrue spira
process in which the requirements evolve aong with the system, rather than being immutably
established at the beginning.

Just because certain demands must be satisfied, however, does not mean that a COTS product
needs to be modified. It may be that an additional product can be found that makes up for what
would otherwise be a system deficiency. Or it may be that the missing functionality can be pro-
vided in an entirely custom-built component. In general, it is a bad idea to modify COTS products
(i.e., change their source code) or perform other customizations that were not anticipated or pro-
vided for by the vendor.

CMU/SEI-2002-TR-032 7



Rule 5: Determineyour ability to leverage the marketplace.
COTS-based systems are like investing in the stock market: if you don’t make the effort to do your
homework, you may lose very badly.

Your ability to leverage the marketplace depends on how closely your system needs match
the COT S products that are available. Most COT S-based systems are in fact hybrids of many
different kinds of components—COT S products, legacy components, nondevel opmental
items obtained from sister organizations or previous projects, custom-developed components,
and so forth. The use of COTS productsis not an al-or-nothing proposition for any system.

One key to your success will be your ability to determine which parts of your system lend
themselves to exploitation of the marketplace. Thisis only possible through knowledge of the
marketplace and participation in it to make vendors aware of the needs you have that may not
currently be addressed. Together, knowledge and participation spell leverage.

To truly leverage the marketplace takes considerabl e knowledge about it—what market
niches are relevant to your system, how the marketplace works, what's hot (and what's not),
what motivates the particular vendors, and so forth. To find out more, particularly about the
market niches that apply to you, you will need to get familiar with what is out there. A market
watch activity will help to clarify what the marketplace provides that you should be explor-
ing. Your ability to leverage the marketplace is directly related to your ability to acquire the
needed marketplace knowledge; thisin turn depends on how early you are in the system life
cycle and how much time and money you have to gain the marketplace knowledge and par-
ticipation needed.

Rule 6: If you are developing your COT S-based system by evolving an existing ar chi-
tecture, examinethat architecturefor itsresliency and its ability to keep on evolving.
If you’ re going to modernize the house, you' d better be sure it has a sound foundation.

The constant activity in the marketplace puts alot of pressure on a system and its architec-
ture. If the plan isto change out parts of the existing system and replace them with compara-
ble COTS products, then it is necessary for the system architecture to be able to withstand
thiskind of change and evolution.

The architectures of many custom systems have not been given much attention; thereisa
tendency to focus more on the implementation. However, with a COT S-based system, your
only tangible asset and means of dealing with change is the architecture. It must be evolvable.
If the plan isto evolve an existing custom system into a COTS one, then the existing archi-
tecture must be up to not only the immediate task but also to the long-term evolution of the
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system after all of the COTS components have been introduced. If you just make the assump-
tion that the old architecture will support a COT S-based approach, you are likely to end up
with only incidental use of COTS products and derive none of the touted benefits. COTS
based systems must evolve. Their architectures are key to that evolution.

Rule 7: Generate a gr oss cost/benefit analysis.
If the use of COTS products doesn’t make business sense over the life of the system, then don’t do it.

Evenif al the other rules are satisfied, there is still a question of whether a COTS solution
makes business sense in a given situation. Many people believe that using COTS products
will automatically save them money, but that is not necessarily the case. Some projects using
COTS products are finding alifetime savings of only 5%—10% over their old solution.

Be sure when creating a COTS cost/benefit analysis that you truly compare the total owner-
ship cost of all aternatives considered. It is necessary that you compare devel opment as well
as sustainment costs. You must consider all e ementsthat each will take, for example, all
programming costs, whether for creating functionality or for integrating the units. Also con-
sider the success criteria and their relationship to the projected benefits for all aternatives.
You cannot be sdlective and till create avalid anaysis.

To approach a gross cost/benefit analysis, you must realize that the benefits may comein
forms other than dollars, and so may the costs. You may conclude that there is no way you
have the ability to satisfy the system need with a custom sol ution—perhaps you don’t have
the skilled personnel that are required, or it will take too long. You may find what one pro-
gram’s members did: that they could never get a budget that was large enough to fund the
necessary research and technology development themselves. Another program focused pri-
marily on the time frame: the only way to have the needed capability in time was to rely on
components that already existed—that is, COTS components. A less tangible, frequently
unanticipated benefit may be the ability to keep synchronized with the marketplace, which
yields such benefits as improving interoperability, exceeding proposed requirements, or re-
ducing cycle time throughout the life of the system.

The process of constructing a COT S-based systems cost/benefit analysisis no different from
the one you already use. However, some of the factors that you consider will be different.
Some of these are discussed in Section 4.
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3 Other Success Factors You Should
Know About

But are these seven basic rules enough? Actually, no. While they will help you think about
some basic technical reasons for using—or deciding not to use—COTS products in your sys-
tem, they do not cover al the elements that are necessary for success with the endeavor. The
following provide some additional insights. Another source of further guidance and food for
thought along these linesisfound in Carney [Carney 98].

Factor 1: Do you have the ability to break the overall job into tractable pieces and fo-
cus on each one somewhat separ ately?

A “big bang” approach does not work in general and it has caused numerous programs a great
deal of grief in approaching a COTS-based system. Keep in mind that some decisions are
inseparable; for example, if two products need to work together, they may well have to be
evaluated and chosen together. But usually, once certain fundamental architectural decisions
have been made, it may be possible to focus on particular components that correspond to
separable market niches and to expand the system one step at atime. That will increase your
likelihood of success. A spira approach will help you with this.

Factor 2: Do you have the ability to form partner shipswith vendor s?

This actually takes two forms. One is the ability to form such relationships as a matter of
mindset. Vendors are not contractors. Do not expect to tell vendors what to do when. Each
brings awealth of expertise and perspective that is important to the success of your system,
S0 you heed to position yoursdlf to take advantage of that. Do not try to force them to make
changes that are unique to your system. Once you have chosen their product to includein
your system, their success as acommercial enterpriseislikely to be critical to your success as
asystem provider. Commercial enterprises succeed by doing a good job of satisfying a suffi-
ciently large population. Learn to go with the flow and not to expect special favors or unique
features that only you want. Learn to emphasi ze capabilities that have broader utility than just
your system; this will give those capabilities commercial viability for the vendor. To do this,
of course, you need to understand what other users want and need and join forces with them
through such mechanisms as vendor user groups.
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If the mindset is there, then the next form of the question addresses whether you have the re-
sources to develop and nurture vendor relationships. You need people not only with the mind-
set but the skills. For example, you will need buyers and lawyers who understand how to ne-
gotiate license agreements that will ensure the success of both you and the vendor. You will
also need to take the time and resources to talk with the vendor periodically, to share your
needs, satisfactions, and dissatisfactions with their product and to understand their goals and
the future of their product.

There are alot of elements on which a positive vendor relationship can be based. What can
you offer the vendor besides the money required for the number of licenses you need? Per-
haps you have some expertise in the field that is unique in the community and that the vendor
lacks; a good partnership would find away to make that work to the advantage of the ven-
dor—and yourself. Or perhaps you have the ability to do some special testing that a small
vendor cannot handle: what accommodations might the vendor give to you in exchange for
the test results on the product?

Factor 3: Areindustry standards available for elements of your system, and do you
have the opportunity to use them?

Some market niches are very strong in their use of industry standards, other are not. A stan-
dards-based architecture can be areal advantage for a system when it comes to finding ap-
propriate products and making them work together. 1t’s not a guarantee—"plug ‘n’ play” has
more appropriately been referred to as “plug ‘n’ pray—>but if a market niche of interest to you
uses standards, it's to your advantage to make use of them, too. This effort isjust part of
aligning your system and your organization with the market segments on which you will de-
pend and with the business model s that most affect you.

Factor 4: Do all levels of your organization under stand the wide-ranging implications
of a COT S-based system approach, including the new skill setsrequired?

On the surface it would seem that changing to a COT S-based implementation approach isjust
atechnical change. Theredlity isthat it permeates everything you do, from your end users
processes, to your business strategies, to the very structure of your organization. An organiza-
tion that is not prepared for thisimpact islikely to overlook some essential elements for

COT S-based system success.

A COT S-based approach definitely requires different skills and thinking from the traditional
approach. Although some people look to a COT S-based approach to relieve them of having
to watch things, it seems that the exact oppositeis true: you may have to be smarter asan
acquirer of a COT S-based system than you ever had to be for custom systems.
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But even if you' re prepared with the right mindset, there are still new rolesfor your staff to
fulfill and new skills that your staff are unlikely to have. For example, programmers are
trained to take blank pieces of paper and create software designs and programs from scratch.
Itisafundamentally different intellectual endeavor to take black boxes created by a variety
of unknown people, discover the behaviors of each at the implementation level, and then in-
tegrate them to work seamlessly together. Such changes occur at all levels of personnel in-
volved in your system—including managers as well as engineers, contractors as well as ac-
quirers—and they must be identified with training and incentives provided to ensure the
COTS-based system success.

Factor 5: Do you have theflexibility in your system releases to accommodate the vola-
tility of the marketplace?

COTS products are upgraded on the vendor’s schedule, not yours. And each product’s timing
isindependent of that of any other product. Say you have just 12 products in your system,
each of which is upgraded on average once a year. That means that, on average, you will face
the possibility of one upgrade to your system every month. But does that mean you have to
do arelease of your system every month? Not if you want to provide some level of stability
for your users! And keep in mind that every release of your system requires updating of
documentation and training, in addition to the testing that’s necessary.

On the other hand, how often is often enough? If there are schedule restrictions that limit how
often you can release a new version of the system, then you may find your ability to leverage
the marketplace limited. For example, if there are constraints (whether real or by some execu-
tive'sfiat) that do not alow you to upgrade your system more than once every three years,
you are likely to fall behind the marketplace, or at least behind the vendors on which you are
most dependent. In some cases, a whole generation of technology will occur before you can
get on board with it. Very often, if you get too far behind a vendor’s upgrades, you will find
that your maintenance agreement is void and you have to start all over again, with anew
(full-price) licensejust to catch up.

Every system must have the flexibility to balance the demands of keeping up with the mar-
ketplace and the need of end users for some level of stability.
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4 Making a Business Case

The rules of thumb presented above should lead you to a preliminary decision based on solid
experience. Making a business case requires commingling those rules of thumb and other
described success factors with sound business judgment. The process for developing a
COTS-based system business caseis very similar to that used el sewhere in software engi-
neering decision making. The difference in the business case for COT S-based systems is not
in the processitself but rather in the factors necessary to properly evaluate a COT S-based
approach. The COT S-based system shift away from the traditional process and the resultant
learning curve must also be factored into the business case decision-making process. It could
be that your decision based on the rules of thumb will not be substantiated in the rigors of
making a business case.

The business case outlined in the following section may seem to repeat some of the material
in the last two sections of this report. We felt this partial redundancy was preferable to forc-
ing readers to assimilate all the information for themselves. The business case is amore de-
tailed development of the thinking that is suggested by the rules of thumb.

4.1 The Business Case Process

The following items for the preparation of a business case for a COT S-based system are
taken from areport by Oberndorf [Oberndorf 00]. They serve as a means to discuss the busi-
ness case considerations that are particularly important, and in some cases, unique to COTS-
based systems.

e Determinecritical successfactorsfor the system.

An essential part of any cost/benefit analysisisto articulate what “success’ isand how it will
be measured. What are the motivations and expectations for considering the use of COTS
products? What does the system need to accomplish, within what parameters, that COTS
products may be better able to do than a custom development could?

Some critical success factors for a COT S-based system may not be any different from con-
siderations for other kinds of systems. These may include such goals as reducing overall
operational support costs or personnel requirements or implications of system mission or
vision.

Other considerations will be unique to a COT S-based system approach. These might include
explicit statements of the degree to which the requirements are expected to be fulfilled (e.g.,
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80% may be adequate, or there may be specific high priority requirements that must be ful-
filled while other less critical needs may be negotiated) or an ability to perform a technology
refresh cycle every three years.

e Conduct apreliminary study of the feasibility of a solution using COTS products.

Theintent of the preliminary study is to start to formulate acceptable alternatives using
COTS products. It is necessary to determine whether the marketplace can help in the devel-
opment of a solution for the system problem. It might even be possible at this stage to reduce
thefield of candidates or options, based on what is (or is not) available in the marketplace, to
anumber that can be reasonably analyzed.

e |dentify key COT S-based system assumptions.

It is probably the case that your analysis will be based in part on some key assumptions.
These will include some that are peculiar to your use of COTS products. Examples of these
are which technology will win dominance of a particular market niche, when a particular
technology will be overtaken by a newer one, or how long a vendor will maintain a commit-
ment to a given product. These will greatly affect your analysis, and you will need to be sure
you understand how sensitive your ultimate results are to these assumptions.

e Formulate COTS-based system strategic plans.

The strategic plans are as important as the aternatives for ultimately deciding which solution
isto be preferred. These strategic plans should be applicable regardless of the solution being
considered; the alternative solutions are more tactical, endeavoring to find the best way to
implement the strategic plans. The strategic plans will cover such things as the bounds of the
system problem to be solved and therefore the scope of the solutions, the marketing potential
of the resulting system, the range of alternative approaches to be considered, funding sources,
and the stability of funding. Different alternative solutions are likely to respond to these stra-
tegic plans differently, thus contributing to the analysis.

e Articulatethe alternativesto be analyzed.

These ideas started to take shape conducting the preliminary feasibility study (see above). It
should be noted that the alternatives should not be limited to asingle COTS-based one. Itis
most likely that a comprehensive business case will investigate alternatives for at |east one
custom solution as well as more than one COT S-based solution. That is the maost thorough
way to evaluate the feasibility of using a COTS-based solution—and, if a COTS solution isto
be the answer, which one to choose.

e Analyzethefinancial implications.

The analysis must consider the likely costs and benefits—at a gross level—that a COTS-
based solution will experience over its lifetime and compare that with the same for a compa:
rable custom solution or other COT S-based solution. It iscritical to take a system lifetime
perspective: many people look only at the comparative development costs and see a COTS
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solution as a clear winner. These estimates must account for the costs associated with events
such as repeated product upgrades and technology turnover, which generate a need for con-
stant testing and continuous monitoring of the marketplace for the entire lifetime of a COTS-
based system.

Aspects to be considered are such things as

the projected return on investment (ROI) over the system lifetime
total cost of ownership

cost factors peculiar to the solution

the cost of risk mitigation

backup plans

the cost of contractor, vendor, or government incentives

ramp-up costs

There are many new or changed cost factors to be accounted for specifically when dealing
with a COTS-based system. Thelistsin Table 1 are not necessarily comprehensive, but they
do bring together many of the more important aspects that must be analyzed for a successful
result.

e Analyze alternatives and make recommendation(s).

All of the dternatives must be analyzed in their entirety. This involves determining pros and
cons, especialy with respect to the success factors, assumptions, and strategic plans articu-
lated earlier. The recommendations that are made to the decision makers must bring forward
the dternative solutions that best satisfy the collection of considerations.

e Revist the COTSbusiness case.

A business case—and especialy a COTS business casg, if a COTS solution isthe chosen al-
ternative—is not a static thing to be devel oped once and put on a shelf. Circumstances
change even with a custom solution; they most certainly change frequently and often unex-
pectedly with a COT S-based solution. The business case you have developed should be revis-
ited periodically, e.g., once ayear, and also at key reassessment events, such as a significant
change in requirements or a sudden shift in the marketplace. Each project must collect the
cost and resource data and analysis rational e associated with the business case on an ongoing
basis and use that when it istime to revisit the business case.
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New Program-Related Cost
Factors

New Market-Related Cost
Factors

New Product-Related Cost
Factors

the cost of migration to aCBS
approach (at either or both the
system and components levels)

vendor demise

licensing options and license
management

testbeds

cascading upgrades

frequent product upgrades

cultural change and training

end of technology life

product feature reduction or bloat

information collection and
dissemination

technology and market watch

changes to license arrangements

guidance, examples, handbooks

evaluation

product replacement

incentives

market research

dropped support for a product

iterative development

technology forecasting

COTS product sustainment

engineering an evolvable archi-
tecture

responding to marketplace vola-
tility

warranties and data rights

reacting to marketplace changes

COTS product end-of-life events
(e.g., product being dropped by
its vendor or its vendor going out
of business)

(re)integration

technology refresh (including
those associated with non-
developmental items)

Table 1:

4.2 Using the Business Case

New Cost Factors for COTS-Based Systems

It is amazing how often business cases are generated, only to be ignored, with decisions
based instead on factors or circumstances that are either not supported by the business case or
perhaps not even represented in it. It isimperative that you use the results of the original
business case and subsequent revisits for decision making.

Thisis not necessarily easy. Thereis always that upper level executive who makes unwar-
ranted determinations or who doesn’t want to take the time or resources to make decisions
based on the facts and the best knowledge of his experts. There are inevitably political pres-
sures that will be brought to bear on such decisions. But ultimately it is the staff of the project
—and the system’s users—who will have to live with the results. Shortsightedness never
wins over care, especially when it comes to the marketplace.

18
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Annex: The Influence of the DoD
Acquisition System

The Department of Defense process for acquiring systemsis very complex, with innumerable
checkpoints to ensure accountability for the expenditure of funds. The sequential, lock-step
nature of these decision support systemsis at odds with many of the practices suited to the
acquisition of COT S-based systems. As of this writing, the Defense Acquisition System is
defined by DoD Directive 5000.1, which “[p]rovides policies and principles for all DoD ac-
quisition programs.” [DoD5000.1]. While the Clinger-Cohen Act [Clinger-Cohen] acknow!-
edges the importance of commercial technology, it does not countermand al of the existing
procedures by which DoD COT S-based software-intensive systems are acquired. The De-
fense Acquisition System creates blatant conflicts with a COT S-based system implementa-
tion.

One example of this disconnect isthe dissimilar speeds at which different aspects proceed.
Whileit can take 3 to 6 years to receive funds for a new requirement, the typical life cycle for
commercia software productsis 6-18 months. Or contrast the typical 12 months spent in
briefing coordination prior to a major milestone review with the 6-month spiral development
iteration that is often very conducive to devel opment and sustainment of COT S-based sys-
tems. Another way in which funding cycles can be a problem is that vendors may unexpect-
edly offer a discount on products you need, often because they need to enhance their bottom
line at the end of aquarter or fiscal year. But slow-moving funding cycles can mean that you
do not have the funding resources necessary to take advantage of the offer. In today’s climate,
creative approaches may be required.

Another example of the disconnect is the degree of certainty or confidence expected at each
stage in the DoD acquisition process versus the high degree of uncertainty with which each
iteration of a spiral for a COT S-based system development begins. The DoD’s Acquisition
Management System affords the program manager greater latitude in defining specific goals
at the beginning of each development phase than does its Requirements Generation System.
This latitude and the accompanying requirements flexibility are essential for success with
COT S-based systems. On the other hand, the Planning, Program, and Budget System forces
the program manager to specify, several years in advance, specific capabilities to be acquired
or pre-planned product enhancements to be fielded, demanding an uncanny ability to predict
where the marketplace is going to be 2, 5, or even 10 years hence.
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